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Chairman Murphy and Members of the Subcommittee:
On behalf of the Center for Democracy & Technology (CDT), I thank you
for the opportunity to testify today.
The Center for Democracy and Technology (“CDT”) is a non-profit Internet
and technology advocacy organization that promotes public policies that
preserve privacy and enhance civil liberties in the digital age. As
information technology is increasingly used to support the exchange of
medical records and other health information, CDT, through its Health
Privacy Project, champions comprehensive privacy and security policies to
protect health data. CDT promotes its positions through public policy
advocacy, public education, and litigation, as well as through the
development of industry best practices and technology standards.
Recognizing that a networked health care system can lead to improved
health care quality, reduced costs, and empowered consumers, CDT is
using its experience to shape balanced, workable privacy solutions for a
health care system characterized by electronic health information
exchange.
The question posed at this hearing is whether the privacy regulations
under the Health Insurance Portability and Accountability Act of 1996
(HIPAA) help or hinder patient care and public safety. The short answer is
that HIPAA’s provisions by design enable the sharing of health
information, including mental health information, for both patient care and
public health and safety. However, frequently these provisions are not
fully understood and are too often misinterpreted, which may have a
detrimental impact on both policy goals.

Privacy is Fundamental to Good Health Care
Americans consistently express concerns about the privacy of their health information.
Researchers have focused on this issue more intensively in the last several years in
response to initiatives aimed at increasing adoption of electronic health records. In a
2006 survey, when Americans were asked about the benefits of and concerns about
electronic health records:
•

80% said they are very concerned about identity theft or fraud;

•

77% reported being very concerned about their medical information being
used for marketing purposes;

•

56% were concerned about employers having access to their health
information; and

•

55% were concerned about insurers gaining access to this information.1

Privacy rules are frequently criticized as providing obstacles to effective care, but in fact
the opposite is true: patients who mistrust whether their information will be handled
confidentially will not fully participate in their own health care. 2 Without appropriate
protections for privacy and security in the healthcare system, people will engage in
“privacy-protective” behaviors to avoid having their personal health information used
inappropriately.3 Such privacy-protective behaviors include failing to seek care for
sensitive medical conditions, asking health care providers to leave sensitive information
out of the medical record, and traveling outside of the area to seek care.4 According to
a 2007 poll, one in six adults (17%) – representing 38 million persons – say they
withhold information from their health providers due to worries about how the medical
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data might be disclosed.5 A September 2011 study by the New London Consulting
commissioned by FairWarning®, a vendor of breach detection software, found that:
•

27.1% of respondents stated they would withhold information from their care
provider based on privacy concerns.

•

27.6% said they would postpone seeking care for a sensitive medical condition
due to privacy concerns.

•

Greater than 1 out of 2 persons said they would seek care outside of their
community due to privacy concerns, and 35% said they would drive more than 50
miles to seek care.6

The consequences of this climate of fear are significant – for the individual, for the
medical community, and for public health and safety:
•

The quality of care these patients receive may suffer;

•

Their health care providers’ ability to diagnose and treat them accurately may be
impaired;

•

The cost of care escalates as conditions are treated at a more advanced stage
and in some cases may spread to or impact others; and

•

Research, public health, and quality initiatives may be undermined, as the data in
patient medical records is incomplete or inaccurate.7

Assurances of confidentiality are particularly important for mental health treatment. It is
estimated that one in four adults in America suffers from a diagnosable mental disorder
in a given year; 8 nearly 2/3 do not seek treatment due in part to lack of knowledge, fear
of disclosure, potential rejection of friends, and discrimination.9 Laws protecting mental
health information are designed to help address these fears and remove potential
barriers to treatment.
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Protections and Permissions for Using and/or Disclosing Health Information
The HIPAA Privacy Rule sets parameters for the use and disclosure of identifiable
health information by health care providers, health plans, and health care
clearinghouses, and the contractors (or business associates) who obtain identifiable
health information in order to perform services on their behalf. The Privacy Rule takes a
decidedly balanced approach to privacy, giving individuals the right to control certain
uses and disclosures while also expressly allowing uses and disclosures to meet routine
health care needs and public policy goals. In general, the Privacy Rule requires the
express authorization of the patient before identifiable health information can be
accessed, used or shared, but the Rule includes a number of exceptions designed to
facilitate access and sharing of health information for patient care, to facilitate payment
for care, for public health, and for other uses deemed critical to a functioning health care
system. Of particular importance to this hearing, the Privacy Rule allows a patient’s
health information to be shared to facilitate treatment, without the need to obtain either
an oral consent or formal written authorization from the patient.
The Privacy Rule treats all identifiable health information the same, with one notable
exception: psychotherapy notes are provided with additional protections. Not all mental
health information about a patient qualifies as “psychotherapy notes;” that term is limited
to the notes of a mental health professional taken during a counseling or therapy
session. 10 Entities covered by the Privacy Rule must obtain a specific, formal
authorization from the patient in order to disclose psychotherapy notes in most
circumstances (such notes can be used internally to treat the patient).11 In addition, the
right of patients to access and obtain a copy of their health information does not apply to
psychotherapy notes.12
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The Privacy Rule also includes a number of provisions that expressly allow certain uses
and disclosures of health information for important public policy reasons. These
exceptions allow entities covered by HIPAA to use or disclose information: when
required to by law; for public health activities; for the reporting of abuse; for health care
oversight; for judicial and administrative proceedings; for law enforcement; and to
coroners, to note just a few examples.13
Of specific interest for this hearing, entities covered by HIPAA are expressly permitted
to use or disclose information to avert a serious threat to health or safety. Specifically,
an entity may,
“consistent with applicable law and standards of ethical conduct, use or
disclose protected health information if [it], in good faith, believes the use
or disclosure is necessary to prevent or lessen a serious and imminent
threat to the health or safety of a person or the public; and [the use or
disclosure] is to a person or persons reasonably able to prevent or lessen
the threat, including the target of the threat.”14
Entities are expressly presumed to be acting in good faith if they are acting based on
actual knowledge “or in reliance on a credible representation by a person with apparent
knowledge or authority.”15 On January 15, 2013, the HHS Office for Civil Rights issued
a two-page, to-the-point letter to health care providers alerting them to this exception, in
the hope of dispelling widespread myths that HIPAA does not permit such disclosures.16
The HIPAA Privacy Rule provides a floor of privacy protections, at least for health data
collected, used and shared by entities covered by its provisions. However, it is not the
only law protecting mental health data. States are permitted to enact more stringent
protections for health privacy, and nearly all states have specific statutes related to
mental health privacy.17 In addition, Congress has expressly acted to protect the
privacy of health information in other sensitive records, and these laws were not
preempted by HIPAA. In recognition of the potential stigma and the legal implications of
seeking alcohol and drug treatment, Congress enacted the Federal Confidentiality of
Alcohol and Drug Abuse Patient Records law, which provides heightened protections for
alcohol and drug use treatment records maintained by any programs receiving some
13
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form of federal assistance.18 The Family and Educational Rights and Privacy Act of
1974 (FERPA) protects the privacy of student education records, including information
related to treatment of a student for substance use or mental health conditions.19 Most
state laws restricting disclosures of health information typically include emergency
exceptions;20 however, we are not aware of any comprehensive compilations of state
mental health laws (such state law surveys are typically expensive to produce and
rapidly rendered out of date) that would enable us to discuss state law provisions in
more detail. FERPA includes an exemption allowing disclosure of student information in
emergencies, when the information is necessary to protect the health or safety of the
student or others.21 Regulations governing federally assisted alcohol and drug treatment
programs have more limited exceptions for emergencies.22

Ability to Share Health Information with Family, Friends under HIPAA
When HIPAA’s Privacy Rule first went into effect a decade ago, people widely believed
that it did not permit disclosure of a patient’s health information to family members under
any circumstances. That has never been the case, but this myth stubbornly persists.
The Privacy Rule expressly permits disclosure to someone who is involved in a patient’s
care or in payment for that care -- either a family member, other relative, or a close
personal friend of the patient, or any other person identified by the patient -- unless the
patient objects to the sharing of that information.23 The information that may be shared
is only information that the person involved in the patient’s care (or in paying for that
care) needs to know (so past diagnoses not related to the patient’s current health
condition, for example, could not be shared under these provisions). If the patient is not
conscious (or not present), a provider can still share relevant health information with
family or friends if he or she believes it is in the patient’s best interest to do so.
The HHS Office for Civil Rights has issued guidance on these provisions, which
explains them more clearly and in non-legal language;24 however, it is unclear how
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many providers, individuals, and family members are aware of this guidance. This
guidance also may not be in sufficient detail to address common questions and clear
misperceptions.
HIPAA requires that a patient’s “personal representative” be treated as the patient for
purposes of the Privacy Rule.25 Persons who, under applicable law, have authority to
act on behalf of a patient for health care decision purposes must be treated as personal
representatives. For minors, this typically is a parent, guardian or other person acting in
loco parentis; however, where state law permits the minor to seek care without the
consent of a parent, which in some states may be the case for mental health treatment,
the minor has greater authority to designate when a parent or guardian can receive
health information. State laws typically establish the circumstances under which an
individual may act as the personal representative of another with respect to health care
decisions.

Paths Forward
As noted above, the HIPAA Privacy Rule permits the sharing of relevant mental health
and other personal health information in order to avert a serious threat to health or
safety, and to family members and friends who are involved in a patient’s care, with
some exceptions. It is important to keep in mind, however, that the Privacy Rule
permits but does not require information to be shared in these circumstances. (The
Privacy Rule only expressly requires information to be shared in two instances: (1) with
the patient or his or her personal representative, or (2) with the government in the event
of a HIPAA compliance audit.)
Fear of liability for violating HIPAA’s provisions, coupled with misunderstanding of its
provisions, can be a recipe for not sharing, even in circumstances where such sharing is
expressly permitted and arguably important for patient care and/or public safety.
Additional guidance from the Office for Civil Rights, with even greater clarity on
permitted uses and disclosures, could be enormously helpful at dispelling myths and
easing the concerns of mental health professionals. Working with relevant professional
societies to ensure that this guidance is widely disseminated (and written in terminology
likely to be understood) would also be helpful. The Administration should also take
steps to ensure such guidance can be issued in a timely way.
States should also examine their statutes covering mental health information to ensure
that they meet the needs of patients both for confidentiality and to have the wanted
support of family and close friends in their care, and urgent public safety needs.
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Conclusion
Thank you for the opportunity to present this testimony, and I would be pleased to
answer any questions you may have.
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