
0DUNOH�&RQQHFWLQJ�IRU�+HDOWK��
&RPPRQ�)UDPHZRUN�IRU�3ULYDWH�DQG��
6HFXUH�+HDOWK�,QIRUPDWLRQ�([FKDQJH

3ROLFLHV�LQ�3UDFWLFH

&RQVHQW��,PSOHPHQWLQJ��
WKH�,QGLYLGXDO�3DUWLFLSDWLRQ��
DQG�&RQWURO�3ULQFLSOH�LQ�
+HDOWK�,QIRUPDWLRQ�6KDULQJ



Overview & Principles

How information is protected How information is exchanged

P1

P2

P3

P4

P5

P6

P7

P8

P9

M1 M2

T7

T6

T5

T4

T3

T2

T1The Architecture for 
Privacy in a Networked 
Health Information 
Environment

Model Privacy Policies 
and Procedures for 
Health Information 
Exchange

Notification and Consent 
When Using a Record 
Locator Service

Correctly Matching 
Patients with Their 
Records

Authentication of 
System Users

Patients' Access to Their 
Own Health Information

Auditing Access to and 
Use of a Health 
Information Exchange

Breaches of Confidential 
Health Information

A Common Framework 
for Networked Personal 
Health Information

The Common 
Framework: Technical 
Issues and 
Requirements for 
Implementation

Health Information 
Exchange: Architecture 
Implementation Guide

Medication History 
Standards

Laboratory Results 
Standards

Background Issues on 
Data Quality

Record Locator Service: 
Technical Background 
from the Massachusetts 
Prototype Community

Consumer 
Authentication for 
Networked Personal 
Health Information

The Architecture for 
Privacy in a Networked 
Health Information 
Environment

Full Document Download

Model Privacy Policies 
and Procedures for 
Health Information 
Exchange

MARKLE COMMON FRAMEWORK

Policy Guides

Model Contractual Language

Technology Guides

Implementing private and 
secure information exchange

Overview

Policies in Practice

Policies in Practice

 Key Laws and Regulations

 Consent

 Individual Access

 HIE Governance

 Getting Procurement Right

 Model Contract Update & More

 FAQs

7KH�GRFXPHQW�\RX�DUH�UHDGLQJ�LV�D�0DUNOH�&RQQHFWLQJ�IRU�+HDOWK�&RPPRQ�)UDPHZRUN�3ROLFLHV�LQ�3UDFWLFH�IRU�+HDOWK�
,QIRUPDWLRQ�6KDULQJ��3ROLFLHV�LQ�3UDFWLFH��UHVRXUFH�ZKLFK�VXSSOHPHQWV�WKH�0DUNOH�&RQQHFWLQJ�IRU�+HDOWK�&RPPRQ�
)UDPHZRUN�IRU�3ULYDWH�DQG�6HFXUH�+HDOWK�,QIRUPDWLRQ�([FKDQJH��0DUNOH�&RPPRQ�)UDPHZRUN��DYDLODEOH�LQ�LWV�IXOO�
DQG�PRVW�FXUUHQW�YHUVLRQ�DW�ZZZ�PDUNOH�RUJ�KHDOWK�PDUNOH�FRPPRQ�IUDPHZRUN�FRQQHFWLQJ�SURIHVVLRQDOV��7KH�
0DUNOH�&RPPRQ�)UDPHZRUN�LQFOXGHV�D�VHW�RI�IRXQGDWLRQDO�SROLF\�DQG�WHFKQRORJ\�JXLGHV�SXEOLVKHG�LQ�������,Q�$SULO�
������D�VHW�RI�3ROLFLHV�LQ�3UDFWLFH�ZDV�SXEOLVKHG�WR�IXUWKHU�VSHFLI\�WKHVH�IRXQGDWLRQDO�GRFXPHQWV�DQG�DGGUHVV�D�UDQJH�
RI�FULWLFDO�KHDOWK�LQIRUPDWLRQ�VKDULQJ�LPSOHPHQWDWLRQ�QHHGV�LGHQWL¿HG�E\�H[SHUWV�ZRUNLQJ�LQ�WKH�¿HOG�

�������0DUNOH�)RXQGDWLRQ
7KLV�ZRUN�ZDV�RULJLQDOO\�SXEOLVKHG�DV�SDUW�RI�WKH�0DUNOH�&RQQHFWLQJ�IRU�+HDOWK�&RPPRQ�)UDPHZRUN�3ROLFLHV�LQ�3UDFWLFH�IRU��
+HDOWK�,QIRUPDWLRQ�6KDULQJ�DQG�LV�PDGH�DYDLODEOH�VXEMHFW�WR�WKH�WHUPV�RI�D�/LFHQVH�ZKLFK�PD\�EH�YLHZHG�LQ�LWV�HQWLUHW\�DW��
KWWS���ZZZ�PDUNOH�RUJ�KHDOWK�PDUNOH�FRPPRQ�IUDPHZRUN�OLFHQVH��<RX�PD\�PDNH�FRSLHV�RI�WKLV�ZRUN��KRZHYHU��E\�FRS\LQJ�
RU�H[HUFLVLQJ�DQ\�RWKHU�ULJKWV�WR�WKH�ZRUN��\RX�DFFHSW�DQG�DJUHH�WR�EH�ERXQG�E\�WKH�WHUPV�RI�WKH�/LFHQVH��$OO�FRSLHV�RI�WKLV��
ZRUN�PXVW�UHSURGXFH�WKLV�FRS\ULJKW�LQIRUPDWLRQ�DQG�QRWLFH�

http://www.markle.org/health/markle-common-framework/connecting-professionals
http://www.markle.org/health/markle-common-framework/license
http://www.markle.org/health/markle-common-framework/license
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&RQVHQW��,PSOHPHQWLQJ�WKH�,QGLYLGXDO�3DUWLFLSDWLRQ�DQG��
&RQWURO�3ULQFLSOH�LQ�+HDOWK�,QIRUPDWLRQ�6KDULQJ

,��,QWURGXFWLRQ
:KHQ�EXLOGLQJ�V\VWHPV�IRU�HOHFWURQLF�KHDOWK�LQIRUPDWLRQ�VKDULQJ��LPSOHPHQWHUV�IDFH�PDQ\�WRXJK�
TXHVWLRQV��2QH�RI�WKH�PRVW�FKDOOHQJLQJ�LQYROYHV�ZKHWKHU²DQG�LI�VR��KRZ²LQGLYLGXDOV�VKRXOG�EH�
SURYLGHG�ZLWK�FKRLFHV�DERXW�SHUPLWWLQJ�WKHLU�SHUVRQDO�KHDOWK�LQIRUPDWLRQ�WR�EH�PDGH�SDUW�RI��
RU�DFFHVVLEOH�WKURXJK��WKH�V\VWHP��7KLV�LV�RIWHQ�WKH�¿UVW�LVVXH�LPSOHPHQWHUV�VHHN�WR�UHVROYH��EXW�
SDUDGR[LFDOO\��LW�LV�QHDUO\�LPSRVVLEOH�WR�UHVROYH�¿UVW�RU�WR�UHVROYH�LQ�D�YDFXXP��

3URYLGLQJ�LQGLYLGXDOV�ZLWK�PHDQLQJIXO�DQG�ZHOO�LQIRUPHG�FKRLFH�DERXW�LQIRUPDWLRQ�VKDULQJ�
LV�FRPSOHWHO\�GHSHQGHQW�RQ�VHYHUDO�RWKHU�DWWULEXWHV�RI�LQIRUPDWLRQ�VKDULQJ²VXFK�DV�ZKR�FDQ�
DFFHVV�WKH�LQIRUPDWLRQ��IRU�ZKDW�SXUSRVHV��ZKLFK�VHFXULW\�SUDFWLFHV�DUH�LQ�SODFH��DQG�KRZ�GDWD�
KROGHUV�DUH�KHOG�DFFRXQWDEOH�IRU�WKHLU�VWHZDUGVKLS�RI�GDWD��+HDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUWV�
PXVW�FRQVLGHU�WKH�HQWLUHW\�RI�WKH�FLUFXPVWDQFHV�RI�KHDOWK�LQIRUPDWLRQ�VKDULQJ�DQG�WKH�ZD\�WKRVH�
FLUFXPVWDQFHV�DIIHFW�WKH�ULVNV�DQG�EHQH¿WV�RI�LQIRUPDWLRQ�VKDULQJ��7KHVH�LVVXHV�PXVW�EH�GHFLGHG�
EHIRUH�LPSOHPHQWHUV�FDQ�FRQVLGHU�WKH�LVVXH�RI�FKRLFH�

7KLV�3ROLFLHV�LQ�3UDFWLFH�UHVRXUFH�VXSSOHPHQWV�WKH�0DUNOH�&RQQHFWLQJ�IRU�+HDOWK�&RPPRQ�
)UDPHZRUN�IRU�3ULYDWH�DQG�6HFXUH�+HDOWK�,QIRUPDWLRQ�([FKDQJH��0DUNOH�&RPPRQ�)UDPHZRUN���
,W�LV�PHDQW�WR�SURYLGH�LPSOHPHQWDWLRQ�FRQWH[W�IRU�WKH�,QGLYLGXDO�3DUWLFLSDWLRQ�DQG�&RQWURO�
SULQFLSOH�DQG�VXJJHVW�ZD\V�IRU�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUWV�WR�HVWDEOLVK�WKHLU�RZQ�SROLFLHV�
DQG�EHVW�SUDFWLFHV�RQ�WKLV�LVVXH��LQFOXGLQJ�D�VHTXHQFH�WR�LQIRUP�FRQVLGHUDWLRQ�RI�FRQVHQW�SROLFLHV��
7KLV�UHVRXUFH�EHQH¿WV�IURP�WKH�LPSOHPHQWDWLRQ�H[SHULHQFH�DQG�WKH�OHJDO�DQG�SROLF\�GHYHORSPHQWV��
WKDW�KDYH�RFFXUUHG�VLQFH�WKH�0DUNOH�&RPPRQ�)UDPHZRUN�ZDV�LVVXHG�LQ������

0DUNOH�&RQQHFWLQJ�IRU�+HDOWK�WKDQNV�'HYHQ�0F*UDZ��&HQWHU�IRU�'HPRFUDF\�	�7HFKQRORJ\��
IRU�GUDIWLQJ�WKLV�SDSHU��:H�DOVR�WKDQN�PHPEHUV�RI�WKH�0DUNOH�&RQQHFWLQJ�IRU�+HDOWK�+HDOWK�
,QIRUPDWLRQ�([FKDQJH�$GYLVRU\�&RPPLWWHH�IRU�WKHLU�FRQWULEXWLRQ�LQ�GHYHORSLQJ�WKLV�SDSHU�

http://www.markle.org/health/markle-common-framework/connecting-professionals
http://www.markle.org/health/markle-common-framework/connecting-professionals
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,,��%DFNJURXQG�DQG�'H¿QLWLRQ�RI�7HUPV
+LVWRULFDOO\��IUDPHZRUNV�IRU�SURWHFWLQJ�SULYDF\�EHJLQ�ZLWK�)DLU�,QIRUPDWLRQ�3UDFWLFH�3ULQFLSOHV�
�),33V���HVWDEOLVKHG�LQ�WKH�����V�DQG�VWLOO�UHOHYDQW�WRGD\��0RVW�8�6��SULYDF\�ODZ�WRGD\�LV�EDVHG�
RQ�),33V��DV�GHVFULEHG�LQ�3���7KH�$UFKLWHFWXUH�IRU�3ULYDF\�LQ�D�1HWZRUNHG�+HDOWK�,QIRUPDWLRQ�
(QYLURQPHQW��),33V�FRQWLQXH�WR�EH�WKH�EDFNERQH�IRU�HVWDEOLVKLQJ�ZRUNDEOH�SULYDF\�DQG�VHFXULW\�
SROLFLHV�IRU�DOO�W\SHV�RI�VHQVLWLYH�SHUVRQDO�LQIRUPDWLRQ��

$V�H[SODLQHG�LQ�PRUH�GHWDLO�LQ�3���0RGHO�3ULYDF\�3ROLFLHV�DQG�3URFHGXUHV�IRU�+HDOWK�,QIRUPDWLRQ�
([FKDQJH��IRFXVLQJ�RQ�FRQVHQW�SROLF\�ZLWKRXW�DGGUHVVLQJ�WKH�RWKHU�),33V�RIWHQ�SURYLGHV�RQO\�YHU\�
ZHDN�SULYDF\�SURWHFWLRQ�LQ�SUDFWLFH���5HO\LQJ�RQ�FRQVHQW�DV�WKH�VROH�RU�PRVW�VLJQL¿FDQW�SULYDF\�
SROLF\�VKLIWV�WKH�EXUGHQ�RI�SURWHFWLQJ�KHDOWK�LQIRUPDWLRQ�WR�WKH�LQGLYLGXDO��ZKR�WKHQ�KDV�RQO\�WKH�
RSWLRQ�RI�VD\LQJ�³\HV´�RU�³QR´�WR�LQIRUPDWLRQ�VKDULQJ�WKDW�PD\�QRW�EH�VXEMHFW�WR�D�IXOO�FRPSOHPHQW�
RI�SURWHFWLYH�SROLFLHV�DQG�SUDFWLFHV��:KHQ�LQGLYLGXDOV�DUH�SURYLGHG�ZLWK�FKRLFHV�DERXW�HOHFWURQLF�
KHDOWK�LQIRUPDWLRQ�H[FKDQJH��PDNLQJ�WKRVH�FKRLFHV�XQGHUVWDQGDEOH�DQG�PHDQLQJIXO�LV�GHSHQGHQW�
RQ�LPSOHPHQWDWLRQ�RI�SROLFLHV�WKDW�DGGUHVV�DOO�RI�WKH�),33V��7KH�GHFLVLRQ�WR�HQJDJH�LQ�KHDOWK�
LQIRUPDWLRQ�VKDULQJ�LV�QRW�³LV�LW�RSW�LQ�RU�RSW�RXW�´�,QVWHDG��WKH�FKRLFH�LV�PRUH�FRPSOH[��LGHDOO\�
PDGH�ZLWK�IXOO�WUDQVSDUHQF\�DERXW�KRZ�LQIRUPDWLRQ�ZLOO�EH�VKDUHG�DQG�WKH�ULVNV�DQG�EHQH¿WV�WKDW�
FRPH�ZLWK�PDNLQJ�WKH�FKRLFH�WR²RU�QRW�WR²SDUWLFLSDWH�

7KH�0DUNOH�&RPPRQ�)UDPHZRUN�DUWLFXODWHV�D�UREXVW�FRPSOHPHQW�RI�SULYDF\�SULQFLSOHV�RULJLQDOO\�
EDVHG�RQ�),33V�DQG�WKH�2UJDQL]DWLRQ�IRU�(FRQRPLF�&R�RSHUDWLRQ�DQG�'HYHORSPHQW��2(&'��
SULQFLSOHV��,Q�������WKH�IHGHUDO�2I¿FH�RI�WKH�1DWLRQDO�&RRUGLQDWRU�IRU�+HDOWK�,QIRUPDWLRQ�
7HFKQRORJ\��21&��DGRSWHG�LWV�RZQ�VHW�RI�),33V�EDVHG�SULQFLSOHV��WKH�³7KH�1DWLRQZLGH�3ULYDF\�
DQG�6HFXULW\�)UDPHZRUN�IRU�(OHFWURQLF�([FKDQJH�RI�,QGLYLGXDOO\�,GHQWL¿DEOH�+HDOWK�,QIRUPDWLRQ´��
EDVHG�LQ�SDUW�RQ�0DUNOH¶V�YHUVLRQ��

7KH�0DUNOH�&RPPRQ�)UDPHZRUN¶V�QLQH�),33V�EDVHG�SULYDF\�SULQFLSOHV�DUH�H[SODLQHG�IXOO\�LQ��
3���0RGHO�3ULYDF\�3ROLFLHV�DQG�3URFHGXUHV�IRU�+HDOWK�,QIRUPDWLRQ�([FKDQJH�DQG�VHW�IRUWK�EHORZ�

�� 2SHQQHVV�DQG�7UDQVSDUHQF\��7KHUH�VKRXOG�EH�D�JHQHUDO�SROLF\�RI�RSHQQHVV�DERXW�
GHYHORSPHQWV��SUDFWLFHV��DQG�SROLFLHV�ZLWK�UHVSHFW�WR�SHUVRQDO�GDWD��,QGLYLGXDOV�VKRXOG��
EH�DEOH�WR�NQRZ�ZKDW�LQIRUPDWLRQ�H[LVWV�DERXW�WKHP��WKH�SXUSRVH�RI�LWV�XVH��ZKR�FDQ�
DFFHVV�DQG�XVH�LW��DQG�ZKHUH�LW�UHVLGHV��

�� 3XUSRVH�6SHFL¿FDWLRQ�DQG�0LQLPL]DWLRQ��7KH�SXUSRVHV�IRU�ZKLFK�SHUVRQDO�GDWD�LV�
FROOHFWHG�VKRXOG�EH�VSHFL¿HG�DW�WKH�WLPH�RI�FROOHFWLRQ��DQG�WKH�VXEVHTXHQW�XVH�VKRXOG��
EH�OLPLWHG�WR�WKRVH�SXUSRVHV�RU�RWKHUV�WKDW�DUH�VSHFL¿HG�RQ�HDFK�RFFDVLRQ�RI�FKDQJH��
RI�SXUSRVH��

�� 6HH�0DUNOH�&RQQHFWLQJ�IRU�+HDOWK��³%H\RQG�&RQVXPHU�&RQVHQW�´�0DUNOH�)RXQGDWLRQ��/DVW�PRGL¿HG�
)HEUXDU\����������KWWS���ZZZ�PDUNOH�RUJ�SXEOLFDWLRQV�����EH\RQG�FRQVXPHU�FRQVHQW��DFFHVVHG�RQ�
)HEUXDU\������������,W�GHVFULEHV�WKH�GDQJHUV�RI�VLQJOLQJ�RXW�FRQVHQW�

http://www.markle.org/sites/default/files/P1_CFH_Architecture.pdf
http://www.markle.org/sites/default/files/P1_CFH_Architecture.pdf
http://www.markle.org/sites/default/files/P2_Model_PrivPol.pdf
http://www.markle.org/sites/default/files/P2_Model_PrivPol.pdf
http://healthit.hhs.gov/portal/server.pt/community/healthit_hhs_gov__privacy___security_framework/1173
http://healthit.hhs.gov/portal/server.pt/community/healthit_hhs_gov__privacy___security_framework/1173
http://www.markle.org/sites/default/files/P2_Model_PrivPol.pdf
http://www.markle.org/publications/852-beyond-consumer-consent
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�� &ROOHFWLRQ�/LPLWDWLRQ��3HUVRQDO�KHDOWK�LQIRUPDWLRQ�VKRXOG�RQO\�EH�FROOHFWHG�IRU�VSHFL¿HG�
SXUSRVHV��VKRXOG�EH�REWDLQHG�E\�ODZIXO�DQG�IDLU�PHDQV�DQG��ZKHUH�SRVVLEOH��ZLWK�WKH�
NQRZOHGJH�RU�FRQVHQW�RI�WKH�GDWD�VXEMHFW��

�� 8VH�/LPLWDWLRQ��3HUVRQDO�GDWD�VKRXOG�QRW�EH�GLVFORVHG��PDGH�DYDLODEOH��RU�RWKHUZLVH�XVHG�
IRU�SXUSRVHV�RWKHU�WKDQ�WKRVH�VSHFL¿HG��

�� ,QGLYLGXDO�3DUWLFLSDWLRQ�DQG�&RQWURO��
�� ,QGLYLGXDOV�VKRXOG�KDYH�DFFHVV�WR�WKHLU�SHUVRQDO�KHDOWK�LQIRUPDWLRQ��
� �� ,QGLYLGXDOV�VKRXOG�EH�DEOH�WR�REWDLQ�IURP�HDFK�HQWLW\�WKDW�FRQWUROV�SHUVRQDO��
� � KHDOWK�GDWD��LQIRUPDWLRQ�DERXW�ZKHWKHU�RU�QRW�WKH�HQWLW\�KDV�GDWD�UHODWLQJ��
� � WR�WKHP�

� �� ,QGLYLGXDOV�VKRXOG�KDYH�WKH�ULJKW�WR��
� �� +DYH�SHUVRQDO�GDWD�UHODWLQJ�WR�WKHP�FRPPXQLFDWHG�ZLWKLQ�D�UHDVRQDEOH�WLPH��
� � �DW�DQ�DIIRUGDEOH�FKDQJH��LI�DQ\���DQG�LQ�D�IRUP�WKDW�LV�UHDGLO\�XQGHUVWDQGDEOH�

� � �� %H�JLYHQ�UHDVRQV�LI�D�UHTXHVW��DV�GHVFULEHG�DERYH��LV�GHQLHG��DQG�WR�EH�DEOH�WR��
� � FKDOOHQJH�VXFK�D�GHQLDO�

� � �� &KDOOHQJH�GDWD�UHODWLQJ�WR�WKHP�DQG�KDYH�LW�UHFWL¿HG��FRPSOHWHG��RU�DPHQGHG�

�� 'DWD�,QWHJULW\�DQG�4XDOLW\��$OO�SHUVRQDO�GDWD�FROOHFWHG�VKRXOG�EH�UHOHYDQW�WR�WKH�SXUSRVHV�
IRU�ZKLFK�WKH\�DUH�WR�EH�XVHG�DQG�VKRXOG�EH�DFFXUDWH��FRPSOHWH�DQG�FXUUHQW��

�� 6HFXULW\�6DIHJXDUGV�DQG�&RQWUROV��3HUVRQDO�GDWD�VKRXOG�EH�SURWHFWHG�E\�UHDVRQDEOH�
VHFXULW\�VDIHJXDUGV�DJDLQVW�VXFK�ULVNV�DV�ORVV��XQDXWKRUL]HG�DFFHVV��GHVWUXFWLRQ��XVH��
PRGL¿FDWLRQ�RU�GLVFORVXUH�

�� $FFRXQWDELOLW\�DQG�2YHUVLJKW��(QWLWLHV�LQ�FRQWURO�RI�SHUVRQDO�KHDOWK�GDWD�PXVW�EH�KHOG�
DFFRXQWDEOH�IRU�LPSOHPHQWLQJ�WKHVH�LQIRUPDWLRQ�SUDFWLFHV��

�� 5HPHGLHV��/HJDO�DQG�¿QDQFLDO�UHPHGLHV�PXVW�H[LVW�WR�DGGUHVV�DQ\�VHFXULW\�EUHDFKHV�RU�
SULYDF\�YLRODWLRQV��

8OWLPDWHO\��WKH�JRDO�RI�HQDFWLQJ�D�FRPSUHKHQVLYH�VHW�RI�SULYDF\�DQG�VHFXULW\�SROLFLHV�LV�WR�EXLOG�
DQG�PDLQWDLQ�SXEOLF�WUXVW�LQ�HOHFWURQLF�KHDOWK�LQIRUPDWLRQ�VKDULQJ��+HDOWK�LQIRUPDWLRQ�
VKDULQJ�HIIRUWV�PXVW�LPSOHPHQW�SROLFLHV�QHFHVVDU\�WR�DFKLHYH�WKH�JRDOV�RI�H[FKDQJH��WKHUHE\�
PDLQWDLQLQJ�DQ�HQYLURQPHQW�RI�WUXVW�LQ�WKHLU�FRPPXQLWLHV��



ZZZ�PDUNOH�RUJ�KHDOWK��_��$SULO����� �

7KH�0DUNOH�&RPPRQ�)UDPHZRUN�1HWZRUN�$SSURDFK

)RU�LQGLYLGXDOV��WUXVW�LQ�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HPDQDWHV�IURP�WUXVW�LQ�WKHLU�KHDOWK�FDUH�
SURYLGHUV¶�OHJDO�DQG�HWKLFDO�GXWLHV�WR�NHHS�LQIRUPDWLRQ�FRQ¿GHQWLDO��$�NH\�UHFRPPHQGHG�
SUDFWLFH�RI�WKH�0DUNOH�&RPPRQ�)UDPHZRUN�LV�WKDW�GHFLVLRQV�DERXW�ZKDW�WR�VKDUH�DQG�
ZKHQ�WR�VKDUH�UHPDLQ�ZLWK�WKH�SHUVRQ�RU�HQWLW\�WKDW�KDV�WKH�UHODWLRQVKLS�ZLWK��
WKH�SDWLHQW��

7KH�UROH�RI�SURWHFWLQJ�SULYDF\�DQG�VHFXULW\�GRHV�QRW�UHVW�VROHO\�ZLWK�SROLF\��7HFKQRORJ\�DOVR�
SOD\V�D�FULWLFDO�UROH�LQ�HQDEOLQJ�SULYDF\�E\�WKH�ZD\�LW�LV�GHVLJQHG��7KH�LQWHUGHSHQGHQFH�RI�
SROLF\�DQG�WHFKQRORJ\�LV�D�SDUDGLJP�GHVFULEHG�LQ�WKH�0DUNOH�&RPPRQ�)UDPHZRUN�

)RU�H[DPSOH��WR�DFKLHYH�KHDOWK�LQIRUPDWLRQ�VKDULQJ��WKH�0DUNOH�&RPPRQ�)UDPHZRUN�
GHVFULEHV�D�³QHWZRUN�RI�QHWZRUNV´�GLVWULEXWHG�DSSURDFK�ZKHUH�GDWD�GRHV�QRW�KDYH�WR�EH�
FHQWUDOL]HG�LQ�RUGHU�WR�EH�VKDUHG��)URP�D�WHFKQRORJ\�SHUVSHFWLYH��DFFHVV�WR�SDWLHQW�GDWD�
LQYROYHV�DQ�LQWHQWLRQDO�WZR�VWHS�SURFHVV��7KH�UHTXHVWHU��

� ��� 8VHV�D�UHFRUG�ORFDWRU�VHUYLFH�LQGH[��5/6�LQGH[��WR�¿QG�ZKHUH�WKH�SDWLHQW¶V�GDWD��
� LV�ORFDWHG�

� ��� 0DNHV�WKH�UHTXHVW�IRU�WKH�SDWLHQW¶V�GDWD��DW�ZKLFK�SRLQW�WKH�GDWD�KROGHU�GHWHUPLQHV��
� KRZ�WR�UHVSRQG�

5HIHU�WR�3���1RWL¿FDWLRQ�DQG�&RQVHQW�:KHQ�8VLQJ�D�5HFRUG�/RFDWRU�6HUYLFH�DQG�7���7KH�
0DUNOH�&RPPRQ�)UDPHZRUN��7HFKQLFDO�,VVXHV�DQG�5HTXLUHPHQWV�IRU�,PSOHPHQWDWLRQ��

$�KDOOPDUN�RI�WKH�5/6�V\VWHP�LV�WKDW�WKH�5/6�LQGH[�KDV�QR�FOLQLFDO�GDWD�RU�PHWDGDWD��7KH��
LQGH[�KDV�RQO\�GHPRJUDSKLF�LQIRUPDWLRQ�DQG�SRLQWHUV�WR�WKH�ORFDWLRQ�RI�WKH�SDWLHQW¶V�
LQIRUPDWLRQ��7KLV�VHSDUDWLRQ�RI�FOLQLFDO�DQG�GHPRJUDSKLF�GDWD�LV�D�WHFKQLFDO�UHTXLUHPHQW��
WKDW�ZDV�GHYHORSHG�VSHFL¿FDOO\�WR�IXO¿OO�D�SROLF\�REMHFWLYH��WR�OHDYH�GHFLVLRQV�DERXW�ZKDW�WR�
VKDUH�DW�WKH�HGJHV�RI�WKH�QHWZRUN�ZLWK�WKH�HQWLW\�WKDW�KDV�WKH�UHODWLRQVKLS�ZLWK�WKH�SDWLHQW�
UDWKHU�WKDQ�WHFKQLFDO�PRGHOV�ZKHUH�WKH�GHFLVLRQ�DERXW�ZKDW�WR�VKDUH�LV�PDGH�FHQWUDOO\��

7KLV�VWUXFWXUH�OHDYHV�LQWDFW�WKH�IRXQGDWLRQ�IRU�WUXVW�LQ�KHDOWK�LQIRUPDWLRQ�VKDULQJ��L�H��
WKH�UHODWLRQVKLS�EHWZHHQ�WKH�SDWLHQW�DQG�KHDOWK�FDUH�SURYLGHU��7KH�GDWD�KROGHU�XOWLPDWHO\�
LPSOHPHQWV�WKH�SDWLHQW¶V�FKRLFHV�ZLWK�UHVSHFW�WR�VKDULQJ�LQIRUPDWLRQ��FRQVLVWHQW�ZLWK�ODZ��
DQG�SROLF\��DQG�WKH�GDWD�KROGHU¶V�UHODWLRQVKLS�ZLWK�WKH�SDWLHQW��

http://www.markle.org/sites/default/files/P3_Notification_Consent.pdf
http://www.markle.org/
http://www.markle.org/
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,,,��:KHUH�DQG�+RZ�WR�6WDUW

)HGHUDO�DQG�6WDWH�/DZ�&RPSOLDQFH
$V�D�WKUHVKROG�PDWWHU��KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUWV�PXVW�FRPSO\�ZLWK�IHGHUDO�SULYDF\��
ODZV�DQG�WKH�ODZV�RI�WKH�VWDWH�LQ�ZKLFK�WKH\�DUH�ORFDWHG�RU�GRLQJ�EXVLQHVV��7KH�+HDOWK�,QVXUDQFH�
3RUWDELOLW\�DQG�$FFRXQWDELOLW\�$FW��+,3$$��GRHV�QRW�UHTXLUH�LQGLYLGXDO�FRQVHQW�IRU�PDQ\�URXWLQH�
FROOHFWLRQ��XVH�DQG�GLVFORVXUH�RI�KHDOWK�LQIRUPDWLRQ�DFWLYLWLHV��GH¿QHG�DV�³WUHDWPHQW��SD\PHQW�DQG�
KHDOWK�FDUH�RSHUDWLRQV´���EXW�VHYHUDO�VWDWHV�LPSRVH�FRQVHQW�UHTXLUHPHQWV�WKDW�DSSO\�WR�FROOHFWLRQ��
XVH�DQG�RU�GLVFORVXUH�RI�KHDOWK�LQIRUPDWLRQ��VRPH�SHUWDLQLQJ�WR�DOO�KHDOWK�LQIRUPDWLRQ�DQG�VRPH�
RQO\�WR�VSHFL¿F�W\SHV�RI�KHDOWK�LQIRUPDWLRQ���)XUWKHU��IHGHUDO�UHJXODWLRQV�JRYHUQLQJ�IHGHUDOO\�
DVVLVWHG�VXEVWDQFH�DEXVH�WUHDWPHQW�IDFLOLWLHV�DQG�JRYHUQLQJ�FHUWDLQ�HGXFDWLRQDO�LQVWLWXWLRQV�
LPSRVH�VWULFWHU�FRQVHQW�UHTXLUHPHQWV�DQG�PD\�DSSO\�WR�VRPH�KHDOWK�FDUH�GDWD�KROGHUV�

,PSOHPHQWHUV�ZLOO�QHHG�WR�NHHS�XS�WR�GDWH�ZLWK�DOO�UHOHYDQW�ODZV�DQG�UHJXODWLRQV�WKDW�DSSO\�
WR�WKHP��5HOHYDQW�FKDQJHV�WR�+,3$$�DV�DPHQGHG�E\�+,7(&+�DUH�FRYHUHG�LQ�.H\�/DZV�DQG�
5HJXODWLRQV��&KDQJHV�WR�WKH�0DUNOH�&RPPRQ�)UDPHZRUN��OLQN�WR�3L3�WKDW�FRYHUV�FKDQJHV�LQ�
ODZ!��$V�IHGHUDO�UHJXODWRUV�FRQWLQXH�WR�UHVSRQG�WR�SURJUDPPDWLF�HIIRUWV��VXFK�DV�WKH�0HDQLQJIXO�
8VH�SURJUDP��WKURXJK�WKH�SURPXOJDWLRQ�RI�UHJXODWLRQV�DQG�SROLF\�JXLGDQFH��LPSOHPHQWHUV�VKRXOG�
DOVR�EH�DZDUH�RI�DFWLYLWLHV�XQGHUZD\�DPRQJ�UHOHYDQW�IHGHUDO�SROLF\�DGYLVRU\�ERGLHV�UHJDUGLQJ�
KHDOWK�LQIRUPDWLRQ�VKDULQJ�DQG�WKHLU�VXJJHVWHG�SROLFLHV�DQG�SUDFWLFHV��,Q�DGGLWLRQ��NH\�IHGHUDO�
DJHQFLHV�ZLWK�MXULVGLFWLRQ�RYHU�FRQVXPHU�SULYDF\�KDYH�EHJXQ�WR�VXJJHVW�SROLF\�RSWLRQV�DQG�EHVW�
SUDFWLFHV�WKDW�FDQ�LQIRUP�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUWV��

)RU�VRPH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUWV��DSSOLFDEOH�VWDWH�ODZ�ZLOO�VHW�H[SOLFLW�FRQVHQW�SROLF\�
WKDW�PXVW�EH�IROORZHG��+RZHYHU��IRU�VRPH�VWDWHV�WKHUH�DUH�QR�DGGLWLRQDO�OHJDO�UHTXLUHPHQWV�
UHTXLULQJ�LQGLYLGXDO�FRQVHQW�WR�EH�REWDLQHG��,Q�HLWKHU�FDVH��KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUWV��
ZLOO�QHHG�WR�GHWHUPLQH�ZKHWKHU�WR�DGRSW�D�SROLF\�RQ�FRQVHQW�WKDW�JRHV�EH\RQG�ZKDW�WKH�ODZ��
PD\�UHTXLUH���

�
-HQQ\�6PLWK��/RXLVLDQD�+HDOWK�&DUH�4XDOLW\�)RUXP��$GGUHVVLQJ�FRQVHQW�LV�PRUH�
FRPSOH[�WKDQ�ZH�H[SHFWHG�LW�WR�EH��:H�GLVFRYHUHG�PDQ\�OD\HUV�WR�VWDWH�ODZV�WKDW�VXUIDFHG�
WHFKQLFDO�DQG�OHJDO�TXHVWLRQV��)RU�H[DPSOH��ZH�OHDUQHG�WKDW�XQGHU�/RXLVLDQD�ODZ��FRQVXPHUV�
KDYH�WKH�ULJKW�WR�FRQVHQW��%XW��ZH�QHHGHG�WR�XQGHUVWDQG�ZKDW�WKDW�PHDQV��'RHV�WKH�ODZ�
UHTXLUH�FRQVHQW�WR�VKDUH�WKH�GDWD�RU�FRQVHQW�WR�XVH�WKH�GDWD"�&DQ�ZH�DJJUHJDWH�GDWD�LQ�D�
KHDOWK�LQIRUPDWLRQ�H[FKDQJH�ZLWKRXW�LQGLYLGXDO�SDWLHQW�FRQVHQW�RU�GR�ZH�QHHG�FRQVHQW�EHIRUH�
WKLV�GDWD�LV�DJJUHJDWHG"�7KH�SURFHVV�WR�DGGUHVV�WKH�FRPSOH[LW\�RI�WKLV�WRSLF�UHTXLUHV�D�YHU\�
VLJQL¿FDQW�OHYHO�RI�OHJDO�H[SHUWLVH��¿QDQFLDO�UHVRXUFHV�DQG�WLPH�

�� ,PSOHPHQWHUV�VKRXOG�VHHN�H[SHUW�DGYLFH�WR�GHWHUPLQH�ZKLFK�ODZV�DUH�DSSOLFDEOH�WR�WKHP��0DQ\�KHDOWK�
LQIRUPDWLRQ�SULYDF\�ODZV�DSSO\�RQO\�WR�FHUWDLQ�HQWLWLHV�RU�FHUWDLQ�W\SHV�RI�LQIRUPDWLRQ��IXUWKHU��D�KHDOWK�
FDUH�SURYLGHU�LQ�RQH�VWDWH�OLNHO\�ZLOO�QRW�EH�OHJDOO\�ERXQG�E\�KHDOWK�SULYDF\�ODZV�LQ�RWKHU�VWDWHV��HYHQ�LI�WKDW�
SURYLGHU�LV�UHFHLYLQJ�LQIRUPDWLRQ�DFURVV�VWDWH�OLQHV�
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'HYHORSLQJ�D�FRQVHQW�SROLF\�EDVHG�RQ�),33V��$�WKUHH�VWHS�SURFHVV
&RQVHQW�SROLF\�GHYHORSPHQW�

�� PXVW�DFFRXQW�IRU�RWKHU�LPSRUWDQW�WHFKQLFDO�DQG�SROLF\�DWWULEXWHV�RI�LQIRUPDWLRQ��
VKDULQJ��DQG�

�� LV�HIIHFWLYH�RQO\�ZKHQ�FRQVLGHUHG�ZLWKLQ�WKH�HQWLUHW\�RI�WKH�FLUFXPVWDQFHV�RI�H[FKDQJH��
WKDW�RFFXU�LQ�DQ\�SDUWLFXODU�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW��

&RQVHTXHQWO\��VHWWLQJ�HIIHFWLYH�SROLF\�RQ�LQGLYLGXDO�FRQVHQW�ZLOO�EH�QHDUO\�LPSRVVLEOH�LI�WKH�LVVXH��
LV�WDNHQ�XS�¿UVW��EHIRUH�WKH�EDVLF�ERXQGDULHV��REMHFWLYHV�DQG�PRGHO�RI�LQIRUPDWLRQ�VKDULQJ�KDYH�
EHHQ�HVWDEOLVKHG��

7KLV�3ROLFLHV�LQ�3UDFWLFH�UHFRPPHQGV�D�VHTXHQFH�IRU�GHYHORSLQJ�SULYDF\�DQG�VHFXULW\�SROLF\�

��� ,QLWLDWH�D�SROLF\�VHWWLQJ�SURFHVV�EDVHG�RQ�VRXQG�JRYHUQDQFH�SULQFLSOHV�

��� &RQVLGHU�DOO�RI�WKH�),33V�EDVHG�SULYDF\�SULQFLSOHV�WRJHWKHU�WR�GHYHORS�D�VHW��
RI�VSHFL¿F��EDVHOLQH�SROLFLHV�

��� $GGUHVV�WKH�),33V�EDVHG�SULYDF\�SULQFLSOHV�RI�³,QGLYLGXDO�3DUWLFLSDWLRQ�DQG�
&RQWURO´�DQG�³2SHQQHVV�DQG�7UDQVSDUHQF\´�ODVW�ZKHQ�GHWHUPLQLQJ�SROLFLHV�
ZLWK�UHVSHFW�WR�FRQVHQW�

&RQVHQW�LV�ODVW�LQ�WKH�VHTXHQFH�DERYH�EHFDXVH�WKLV�VHW�RI�SROLFLHV²ZKDW�FKRLFHV�SHRSOH�ZLOO�KDYH�
DQG�KRZ�WKH\�ZLOO�H[HUFLVH�WKHP²VKRXOG�RQO\�EH�PDGH�RQFH�WKH�FLUFXPVWDQFHV�RI�WKH�KHDOWK�
LQIRUPDWLRQ�VKDULQJ�DQG�WKH�RWKHU�NH\�GDWD�VKDULQJ�SROLFLHV�DUH�FRQVLGHUHG��7KXV��LWV�SODFHPHQW�LQ�
WKH�VHTXHQFH�UHÀHFWV�LWV�LQQDWH�GHSHQGHQF\�RQ�RWKHU�IRXQGDWLRQDO�SROLF\�GHFLVLRQV�

7KLV�VHTXHQFH�DOVR�GHVFULEHV�D�SURFHVV�WKDW�FDQ�EH�GHSOR\HG�WR�UH�HYDOXDWH�GHFLVLRQV�RQ�FRQVHQW�DV�
FLUFXPVWDQFHV�FKDQJH��&RQVHQW�SROLF\�GHYHORSPHQW�LV�QRW�D�RQH�WLPH�SURFHVV��6XFK�SROLFLHV�PXVW�
EH�UHYLVLWHG�RU�UHIUHVKHG�IURP�WLPH�WR�WLPH��VXFK�DV�LQ�UHVSRQVH�WR�FKDQJHV�LQ�

�� ODZ�RU�SROLF\�

�� WHFKQRORJ\�GHFLVLRQV��IRU�H[DPSOH��DQ�H[SDQVLRQ�RI�DFFHSWDEOH�XVHV�RI�WKH�QHWZRUN��
RU�WKH�DGGLWLRQ�RI�QHZ�WHFKQLFDO�IXQFWLRQDOLWLHV���RU

�� WKH�VFRSH�RU�SXUSRVH�RI�LQIRUPDWLRQ�VKDULQJ�

7KH�H[SHFWDWLRQV�RI�LQGLYLGXDOV�DERXW�WKH�XVHV�RI�WKHLU�GDWD�PD\�DOVR�FKDQJH�RYHU�WLPH�EDVHG�
RQ�LQFUHDVHG�SDUWLFLSDWLRQ�LQ�KHDOWK�LQIRUPDWLRQ�VKDULQJ�E\�SURYLGHUV��,QGLYLGXDOV�PD\�DOVR�
FKDQJH�WKHLU�GDWD�VKDULQJ�SUHIHUHQFHV�LQ�UHVSRQVH�WR�FKDQJLQJ�OLIH�FLUFXPVWDQFHV��IRU�H[DPSOH�
KHDOWK�VWDWXV�RU�PDUULDJH�VWDWXV��,PSOHPHQWDWLRQ�DW�ERWK�WKH�SROLF\�DQG�WHFKQRORJ\�OHYHOV�QHHGV�
WR�DFFRPPRGDWH�WKH�DELOLW\�IRU�LQGLYLGXDOV�WR�FKDQJH�WKHLU�FKRLFHV�RYHU�WLPH�DQG�KDYH�WKHP�
SURVSHFWLYHO\�KRQRUHG�
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,9��6HTXHQFLQJ�RI�'HFLVLRQV²*HWWLQJ�WR�WKH�'HWDLOV�

6WHS����,QLWLDWH�D�3ROLF\�6HWWLQJ�3URFHVV�%DVHG�RQ�6RXQG��
*RYHUQDQFH�3ULQFLSOHV�
&RPLQJ�WR�DJUHHPHQW�RQ�ZRUNDEOH�LQIRUPDWLRQ�VKDULQJ�SROLFLHV�UHTXLUHV�EURDG��REMHFWLYH�DQG�
LQFOXVLYH�LQYROYHPHQW�IURP�YDULRXV�SDUWLFLSDQWV�DQG�WKH�SXEOLF�DW�ODUJH�LQ�RUGHU�WR�JHW�DSSURSULDWH�
DQG�UHOHYDQW�IHHGEDFN�DQG�WR�VHFXUH�HDUO\�EX\�LQ�DV�ZHOO�DV�RQJRLQJ�VXSSRUW�

3XEOLF�WUXVW�ZLOO�RFFXU�WKURXJK�ERWK�VRXQG�SROLFLHV�DQG�DQ�LQFOXVLYH�SURFHVV��ZKLFK�DOVR�LQFOXGHV�
KDYLQJ�FRQVXPHUV�DW�WKH�GHFLVLRQ�PDNLQJ�WDEOH��)RU�PRUH�LQIRUPDWLRQ�RQ�SROLFLHV�DQG�SUDFWLFHV�
IRU�WUXVW�DQG�LQWHURSHUDELOLW\�ZLWK�PHDQLQJIXO�FRQVXPHU�SDUWLFLSDWLRQ��VHH�*RYHUQDQFH�RI�+HDOWK�
,QIRUPDWLRQ�6KDULQJ�(IIRUWV��$FKLHYLQJ�7UXVW�DQG�,QWHURSHUDELOLW\�ZLWK�0HDQLQJIXO�&RQVXPHU�
3DUWLFLSDWLRQ��>�OLQN�WR�JRYHUQDQFH�3L3!@�

6WHS����&RQVLGHU�DOO�RI�WKH�),33V�EDVHG�SULYDF\�SULQFLSOHV�WRJHWKHU��
WR�GHYHORS�D�VHW�RI�VSHFL¿F��EDVHOLQH�SROLFLHV�

³3XUSRVH�6SHFL¿FDWLRQ�DQG�0LQLPL]DWLRQ´�SULQFLSOH

'HWHUPLQLQJ�WKH�SXUSRVHV�IRU�VKDULQJ�KHDWK�LQIRUPDWLRQ�LV�WKH�FULWLFDO�¿UVW�VWHS�LQ�GHWHUPLQLQJ�
WKH�DSSURSULDWH�GDWD�VKDULQJ�SROLFLHV�WKDW�ZLOO�DFFRPSOLVK�WKRVH�SXUSRVHV��0DQ\�LQLWLDWLYHV�VWDUW�
E\�LQIRUPDWLRQ�VKDULQJ�IRU�LQGLYLGXDO�WUHDWPHQW�SXUSRVHV�RQO\�DQG�OLPLWLQJ�LQIRUPDWLRQ�VKDULQJ�
WR�WKRVH�ZKR�DUH�LQYROYHG�LQ�WKH�LQGLYLGXDO¶V�WUHDWPHQW��6RPH�LQLWLDWLYHV�EURDGHQ�WKH�SHUPLVVLEOH�
XVHV�WR�LQFOXGH�RWKHU�ODZIXO�SXUSRVHV�IRU�GDWD�VKDULQJ��VXFK�DV�IRU�SD\PHQW��RSHUDWLRQV��SXEOLF�
KHDOWK��DQG�RWKHU�UHVHDUFK��

,Q�DGGLWLRQ��WKH�W\SHV�RI�HQWLWLHV�SHUPLWWHG�WR�SDUWLFLSDWH�LQ�LQIRUPDWLRQ�VKDULQJ�PD\�EURDGHQ�DV�
WKH�SXUSRVHV�IRU�LQIRUPDWLRQ�VKDULQJ�H[SDQG��6WLOO�RWKHU�LQLWLDWLYHV�SHUPLW�VKDULQJ�IRU�DQ\�ODZIXO�
SXUSRVH�ZLWKRXW�DGGLWLRQDO�SROLF\�OLPLWDWLRQV��

5HJDUGOHVV�RI�ZKHWKHU�WKH�SHUPLWWHG�SXUSRVHV�IRU�LQIRUPDWLRQ�VKDULQJ�DUH�EURDG�RU�PRUH�
FRQ¿QHG��WKLV�LQIRUPDWLRQ�LV�SDUW�RI�WKH�ULVN�EHQH¿W�FDOFXOXV�IRU�LQIRUPDWLRQ�VKDULQJ�DQG�ZLOO�EH�
FULWLFDO�WR�GHWHUPLQLQJ�ZKHWKHU�DQG�WR�ZKDW�H[WHQW�LQGLYLGXDOV�ZLOO�KDYH�FKRLFHV�ZLWK�UHVSHFW�WR�
ZKHWKHU�WKHLU�LQIRUPDWLRQ�LV�SDUW�RI�RU�VKDUHG�WKURXJK�D�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW��

³&ROOHFWLRQ�DQG�8VH�/LPLWDWLRQ´�SULQFLSOHV

7KH�PLQLPL]DWLRQ�SULQFLSOH�LV�UHÀHFWHG�WR�VRPH�H[WHQW�LQ�WKH�+,3$$�³PLQLPXP�QHFHVVDU\´�
VWDQGDUG�DQG�ZLOO�OLNHO\�YDU\�GHSHQGLQJ�RQ�WKH�SXUSRVHV�IRU�ZKLFK�GDWD�LV�WR�EH�FROOHFWHG��DFFHVVHG�
RU�GLVFORVHG��)RU�H[DPSOH��WKH�LQIRUPDWLRQ�QHHGHG�LQ�RUGHU�WR�WUHDW�DQ�LQGLYLGXDO�ZKR�VHHPV�WR�EH�
VXIIHULQJ�IURP�ÀX�V\PSWRPV�ZLOO�EH�GLIIHUHQW�IURP�WKH�LQIRUPDWLRQ�QHHGHG�WR�UHSRUW�D�FDVH�RI�WKH�
ÀX�WR�SXEOLF�KHDOWK�DXWKRULWLHV��
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,Q�WKH�0DUNOH�&RPPRQ�)UDPHZRUN�3ROLF\�*XLGH�3���0RGHO�3ULYDF\�3ROLFLHV�DQG�3URFHGXUHV�IRU�
+HDOWK�,QIRUPDWLRQ�([FKDQJH��612�3ROLF\�����GHVFULEHV�SRWHQWLDO�SXUSRVHV�IRU�LQIRUPDWLRQ�
VKDULQJ�DQG�SROLFLHV�IRU�GDWD�PLQLPL]DWLRQ��612�3ROLF\�����VSHFL¿FDOO\�DGGUHVVHV�WKH�SROLF\�RI�
³PLQLPXP�QHFHVVDU\�´�

�
-RH�+H\PDQ��VROR�J\QHFRORJLVW��:HOOSRUW�+HDOWK�,QIRUPDWLRQ�([FKDQJH�6WHHULQJ�
&RPPLWWHH�PHPEHU��0DVVDFKXVHWWV��7R�VWDUW�WKH�FRQVHQW�SROLF\�FRQYHUVDWLRQ��ZH�EHJDQ�
E\�LGHQWLI\LQJ�ZKDW�GDWD�ZRXOG�EH�DYDLODEOH�WKURXJK�WKH�KHDOWK�LQIRUPDWLRQ�H[FKDQJH��7KLV�
WRRN�PRQWKV��8OWLPDWHO\��ZH�GHFLGHG�WKDW�ZH�ZRXOG�H[FKDQJH�WKH�VKDUHG�KHDOWK�VXPPDU\�
RU�&&5��:H�KDG�D�ORW�RI�KHDUW\�GLVFXVVLRQ�DQG�FRQYHUVDWLRQ�DERXW�ZKHWKHU�WR�VKDUH�MXVW�WKH�
&&5��RU�ZKHWKHU�PRUH�LQIRUPDWLRQ�VKRXOG�EH�VKDUHG�LQ�DGGLWLRQ�WR�WKH�&&5��)RU�H[DPSOH��
ZH�GHEDWHG�ZKHWKHU�ZH�VKRXOG�LQFOXGH�VPRNLQJ�VWDWXV�DQG�DOFRKRO�XVH��DQG�FHUWDLQ�VHQVLWLYH�
FDWHJRULHV�RI�LQIRUPDWLRQ��7KHUH�ZDV�D�ORW�RI�GLVFXVVLRQ��ZKLFK�WRRN�WLPH��%XW�LW�ZDV�DOO�ZLWK�
DQ�H\H�WRZDUG�KRZ�ZH�ZHUH�JRLQJ�WR�DGGUHVV�FRQVHQW��,Q�DGGLWLRQ�WR�DGGUHVVLQJ�ZKDW�GDWD�
ZRXOG�EH�VKDUHG��FULWLFDO�GHFLVLRQV�ZHUH�PDGH�DERXW�SXUSRVH�VSHFL¿FDWLRQ�DQG�PLQLPL]DWLRQ�
LQFOXGLQJ�SHUPLWWLQJ�XVH�IRU�RQO\�WUHDWPHQW�DQG�VKDULQJ�GHPRJUDSKLF�DQG�FOLQLFDO�
LQIRUPDWLRQ��:H�GHFLGHG�WR�RQO\�SHUPLW�XVHUV�WR�YLHZ�SDWLHQW�LQIRUPDWLRQ�ZKHQ�WKH\�ZHUH�
WDNLQJ�FDUH�RI�WKDW�SDWLHQW��:H�H[SODLQHG�WKHVH�SHUPLWWHG�XVHV�WR�WKH�SDWLHQW�ZKHQ�ZH�VRXJKW�
FRQVHQW��7KH�FRQVHQW�IRUP��ZKLFK�LV�SUHVHQWHG�WR�SDWLHQWV��GHWDLOV�WKH�SXUSRVHV�IRU�XVH�RI�WKH�
GDWD�DQG�PDNHV�FOHDU�WKDW�WKH�LQIRUPDWLRQ�ZRQ¶W�JR�EH\RQG�WKH�PHGLFDO�FRPPXQLW\��L�H����
WKRVH�SURYLGHUV�GLUHFWO\�LQYROYHG�LQ�WKH�SDWLHQW¶V�FDUH�

2QFH�SDUWLFLSDQWV�KDYH�GHWHUPLQHG�WKH�SHUPLVVLEOH�SXUSRVHV�IRU�VKDULQJ�RI�KHDOWK�LQIRUPDWLRQ��
SROLFLHV�DQG�WHFKQRORJ\�PXVW�EH�LPSOHPHQWHG�WR�OLPLW�WKH�FROOHFWLRQ�DQG�XVH�RI�LQIRUPDWLRQ�
WR�WKRVH�SXUSRVHV���,PSOHPHQWLQJ�WKH�SULQFLSOH�RI�FROOHFWLRQ�DQG�XVH�OLPLWDWLRQV�DOVR�LQFOXGHV�
HVWDEOLVKLQJ�LQWHUQDO�SROLFLHV�UHJDUGLQJ�ZKLFK�LQGLYLGXDOV�DQG�HQWLWLHV�KDYH�WKH�ULJKW�WR�DFFHVV�
LQIRUPDWLRQ�FRQVLVWHQW�ZLWK�WKH�SHUPLVVLEOH�SXUSRVHV��,Q�3���0RGHO�3ULYDF\�3ROLFLHV�DQG�
3URFHGXUHV�IRU�+HDOWK�,QIRUPDWLRQ�([FKDQJH��612�3ROLF\�����GHVFULEHV�WKH�XVH�DQG�GLVFORVXUH�
SROLFLHV��612�3ROLF\�����GHVFULEHV�SROLFLHV�ZLWK�UHVSHFW�WR�ZRUNIRUFH��DJHQWV�DQG�FRQWUDFWRUV�

³6HFXULW\�6DIHJXDUGV�DQG�&RQWUROV´�SULQFLSOH

2QFH�WKH�SROLFLHV�DUH�VHW�UHJDUGLQJ��L��SHUPLVVLEOH�SXUSRVHV�IRU�LQIRUPDWLRQ�VKDULQJ�DQG��LL��
FROOHFWLRQ�DQG�XVH�OLPLWDWLRQV�WKDW�DUH�OLPLWHG�WR�WKRVH�SXUSRVHV��WKH�QH[W�VWHS�LV�WR�FRQVLGHU��
WKH�VHFXULW\�SROLFLHV�DQG�SURWRFROV�WKDW�ZLOO�VXSSRUW�FRPSOLDQFH�ZLWK�WKRVH�SROLFLHV��)RU�H[DPSOH��
SDUWLFLSDQWV�LQ�D�KHDOWK�LQIRUPDWLRQ�VKDULQJ�LQLWLDWLYH�FDQ�GHSOR\�WHFKQLFDO�WRROV�OLNH�UROH�EDVHG�
DFFHVV�DQG�DXGLW�ORJV�WR�HQVXUH�DFFHVV�WR�LQIRUPDWLRQ�RQO\�E\�SHUVRQV�ZKR�DUH�DXWKRUL]HG�WR�
GR�VR��(QFU\SWLRQ�FDQ�KHOS�SURWHFW�LQIRUPDWLRQ�IURP�WKHIW�RU�ORVV��,QGLYLGXDOV�ZLOO�ZDQW�WR�
XQGHUVWDQG�WKH�UHDVRQDEOH�VHFXULW\�VDIHJXDUGV�WKDW�ZLOO�EH�LQ�SODFH�WR�SURWHFW�WKHLU�LQIRUPDWLRQ��
3���$XWKHQWLFDWLRQ�RI�6\VWHP�8VHUV��3���$XGLWLQJ�$FFHVV�WR�DQG�8VH�RI�D�+HDOWK�,QIRUPDWLRQ�
([FKDQJH��DQG�3���%UHDFK�RI�&RQ¿GHQWLDO�+HDOWK�,QIRUPDWLRQ�SURYLGH�H[DPSOHV�RI�VHFXULW\�
SROLF\�LVVXHV�WR�EH�DGGUHVVHG�

http://www.markle.org/sites/default/files/P2_Model_PrivPol.pdf
http://www.markle.org/sites/default/files/P2_Model_PrivPol.pdf
http://www.markle.org/sites/default/files/P2_Model_PrivPol.pdf
http://www.markle.org/sites/default/files/P2_Model_PrivPol.pdf
http://www.markle.org/sites/default/files/P5_Authentication_SysUsers.pdf
http://www.markle.org/sites/default/files/P7_Auditing_Access.pdf
http://www.markle.org/sites/default/files/P7_Auditing_Access.pdf
http://www.markle.org/sites/default/files/P8_Breaches.pdf
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³'DWD�,QWHJULW\�DQG�4XDOLW\´�SULQFLSOH

7KH�TXDOLW\�RI�KHDOWK�FDUH�GHSHQGV�RQ�DFFXUDWH�KHDOWK�LQIRUPDWLRQ��$FFXUDWHO\�PDWFKLQJ�
LQGLYLGXDOV�ZLWK�WKHLU�KHDOWK�LQIRUPDWLRQ�LV�FULWLFDO�WR�PDLQWDLQLQJ�GDWD�TXDOLW\��,QDFFXUDWH�KHDOWK�
LQIRUPDWLRQ�FDQ�DOVR�DGYHUVHO\�DIIHFW�DQ�LQGLYLGXDO¶V�EHQH¿WV�DQG�SURWHFWLRQV��

�
'RHV�&RQVXPHU�&RQWURO�/HDG�WR�,QFRPSOHWH�,QIRUPDWLRQ"

2IWHQ��SURYLGHUV�DUH�FRQFHUQHG�WKDW�SDWLHQWV�PD\�FKRRVH�WR�ZLWKKROG�LPSRUWDQW�LQIRUPDWLRQ��
DQG�WKDW�ZLWKRXW�³FRPSOHWH´�LQIRUPDWLRQ�WKH�V\VWHP�ZLOO�EH�OHVV�XVHIXO��,Q�UHDOLW\��KRZHYHU��
FRPSOHWH�LQIRUPDWLRQ�DERXW�DQ\�SDWLHQW�LV�DQ�DVSLUDWLRQ�DW�EHVW��1R�RQH�FDQ�DVVXPH�WKDW�DQ\�
LQIRUPDWLRQ�GHULYHG�IURP�D�IUDJPHQWHG�GHOLYHU\�V\VWHP�XVHG�E\�SDWLHQWV�RYHU�PDQ\�\HDUV�FDQ�
HYHU�SURYLGH�DQ�DEVROXWHO\�FRPSOHWH�SDWLHQW�UHFRUG��ZKHWKHU�RQ�SDSHU�RU�HOHFWURQLFDOO\��

&OLQLFLDQV�NQRZ�ZHOO�WKDW�LQ�WKH�DQDORJ�ZRUOG�LQIRUPDWLRQ�LV�RIWHQ�PLVVLQJ��6RPHWLPHV�
SDWLHQWV�ZLWKKROG�LQIRUPDWLRQ�IURP�QHZ�SURYLGHUV�XQWLO�WKH\�HVWDEOLVK�D�UHODWLRQVKLS��7KLV�
EDVLF�SDUDGLJP�ZLOO�EH�WUXH�LQ�WKH�GLJLWDO�ZRUOG�DV�ZHOO��8VLQJ�WHFKQRORJ\�WR�RYHUULGH�WKLV���
RU�DQ\�SROLF\�H[SHFWDWLRQ�WKDW�LQGLYLGXDOV�PD\�KDYH��FDQ�TXLFNO\�HURGH�WUXVW���OLQN�WR�0DUNOH�
&)�SROLFLHV�RQ�WKLV!�*LYLQJ�LQGLYLGXDOV�VRPH�LQIRUPHG�FRQWURO�RYHU�KRZ�WKHLU�LQIRUPDWLRQ�
LV�VKDUHG�LV�FULWLFDO�WR�EXLOGLQJ�WUXVW�DPRQJ�SDWLHQWV�DQG�SURYLGHUV�

:LWKLQ�3���0RGHO�3ULYDF\�3ROLFLHV�DQG�3URFHGXUHV�IRU�+HDOWK�,QIRUPDWLRQ�([FKDQJH��VHH�612�
3ROLF\������³,QGLYLGXDO�3DUWLFLSDWLRQ�DQG�&RQWURO�RI�,QIRUPDWLRQ�3RVWHG�WR�WKH�5/6´���,Q�DGGLWLRQ��
LPSOHPHQWHUV�VKRXOG�FRQVXOW�7���%DFNJURXQG�,VVXHV�RQ�'DWD�4XDOLW\��DQG�3���&RUUHFWO\�0DWFKLQJ�
3DWLHQWV�ZLWK�7KHLU�5HFRUGV�IRU�IXUWKHU�DVVLVWDQFH��

3URYLGLQJ�LQGLYLGXDOV�ZLWK�D�ZD\�WR�UHYLHZ�DQG�UHTXHVW�FRUUHFWLRQV�WR�WKHLU�KHDOWK�LQIRUPDWLRQ�
DOVR�FDQ�LPSURYH�GDWD�LQWHJULW\�DQG�TXDOLW\��3ROLFLHV�UHJDUGLQJ�LQGLYLGXDO�DFFHVV�WR�KHDOWK�GDWD�DQG�
UHTXHVWLQJ�DPHQGPHQWV�WR�KHDOWK�GDWD�FDQ�EH�IRXQG�DW�3���3DWLHQWV¶�$FFHVV�WR�WKHLU�2ZQ�+HDOWK�
,QIRUPDWLRQ�DQG�3���0RGHO�3ULYDF\�3ROLFLHV�DQG�3URFHGXUHV�IRU�+HDOWK�,QIRUPDWLRQ�([FKDQJH��
612�3ROLF\������³$PHQGPHQW�RI�'DWD´��

³$FFRXQWDELOLW\�DQG�2YHUVLJKW´�DQG�³5HPHGLHV´�SULQFLSOHV

3ULYDF\�DQG�VHFXULW\�SROLFLHV�KDYH�OLWWOH�HIIHFW�LI�YLRODWRUV�DUH�QRW�KHOG�DFFRXQWDEOH�IRU�FRPSOLDQFH�
IDLOXUHV��(PSOR\HH�WUDLQLQJ��SULYDF\�DQG�VHFXULW\�DXGLWV��DQG�RWKHU�RYHUVLJKW�WRROV�FDQ�KHOS�WR�
LGHQWLI\�DQG�DGGUHVV�YLRODWLRQV�DQG�EUHDFKHV�E\�KROGLQJ�DFFRXQWDEOH�WKRVH�ZKR�YLRODWH�SULYDF\�
UHTXLUHPHQWV�DQG�E\�LGHQWLI\LQJ�DQG�FRUUHFWLQJ�ZHDNQHVVHV�LQ�VHFXULW\�V\VWHPV��,Q�DGGLWLRQ��
UHPHGLHV�PXVW�H[LVW�WR�KHOS�KROG�YLRODWRUV�DFFRXQWDEOH�DQG�WR�PDNH�UHFRPSHQVH�WR�SHUVRQV�ZKR�
DUH�DJJULHYHG�E\�SULYDF\�YLRODWLRQV��

5HOHYDQW�PRGHO�SROLFLHV�LQ�3���0RGHO�3ULYDF\�3ROLFLHV�DQG�3URFHGXUHV�IRU�+HDOWK�,QIRUPDWLRQ�
([FKDQJH�LQFOXGH�612�3ROLFLHV������³&RPSOLDQFH�ZLWK�/DZ�DQG�3ROLF\´��������³:RUNIRUFH�$JHQWV��
DQG�&RQWUDFWRUV´���DQG�������³0LWLJDWLRQ´���DOVR�UHOHYDQW�DUH�3���$XGLWLQJ�$FFHVV�WR�DQG�8VH�
RI�D�+HDOWK�,QIRUPDWLRQ�([FKDQJH��DQG�3���%UHDFK�RI�&RQ¿GHQWLDO�+HDOWK�,QIRUPDWLRQ�

http://www.markle.org/sites/default/files/P2_Model_PrivPol.pdf
http://www.markle.org/sites/default/files/T5_Background_Issues_Data.pdf
http://www.markle.org/sites/default/files/P4_Correctly_Matching.pdf
http://www.markle.org/sites/default/files/P4_Correctly_Matching.pdf
http://www.markle.org/sites/default/files/P6_Patients_Access.pdf
http://www.markle.org/sites/default/files/P6_Patients_Access.pdf
http://www.markle.org/sites/default/files/P2_Model_PrivPol.pdf
http://www.markle.org/sites/default/files/P2_Model_PrivPol.pdf
http://www.markle.org/sites/default/files/P2_Model_PrivPol.pdf
http://www.markle.org/sites/default/files/P7_Auditing_Access.pdf
http://www.markle.org/sites/default/files/P7_Auditing_Access.pdf
http://www.markle.org/sites/default/files/P8_Breaches.pdf
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6WHS����$GGUHVV�WKH�),33V�EDVHG�SULYDF\�SULQFLSOHV�RI�³,QGLYLGXDO��
3DUWLFLSDWLRQ�DQG�&RQWURO´�DQG�³2SHQQHVV�DQG�7UDQVSDUHQF\´�ODVW��
ZKHQ�GHWHUPLQLQJ�SROLFLHV�ZLWK�UHVSHFW�WR�FRQVHQW�

³,QGLYLGXDO�3DUWLFLSDWLRQ�DQG�&RQWURO´�SULQFLSOH

2QFH�LPSOHPHQWHUV�KDYH�HVWDEOLVKHG�SROLFLHV�GH¿QLQJ�WKH�FRQWH[W�IRU�VKDULQJ�LQIRUPDWLRQ��
LQFOXGLQJ�KRZ�LQGLYLGXDOV�DQG�HQWLWLHV�ZLOO�EH�KHOG�DFFRXQWDEOH�IRU�FRPSO\LQJ�ZLWK�VXFK�SROLFLHV��
LPSOHPHQWHUV�FDQ�PHDQLQJIXOO\�FRQVLGHU�ZKHWKHU�DQG�KRZ�LQGLYLGXDOV�VKRXOG�EH�SURYLGHG�ZLWK�
FKRLFHV�UHJDUGLQJ�LQIRUPDWLRQ�VKDULQJ��

5HOHYDQW�PRGHO�SROLFLHV�LQ�3���0RGHO�3ULYDF\�3ROLFLHV�DQG�3URFHGXUHV�IRU�+HDOWK�,QIRUPDWLRQ�
([FKDQJH�LQFOXGH�612�3ROLF\������³,QGLYLGXDO�3DUWLFLSDWLRQ�DQG�&RQWURO�RI�,QIRUPDWLRQ�3RVWHG�
WR�WKH�5/6´���3���1RWL¿FDWLRQ�DQG�&RQVHQW�:KHQ�8VLQJ�D�5HFRUG�/RFDWRU�6HUYLFH�DOVR�SURYLGH�
GHWDLOV�RQ�FRQVHQW�SROLF\�ZKHQ�XVLQJ�D�5HFRUG�/RFDWRU�6HUYLFH�PRGHO�IRU�KHDOWK�LQIRUPDWLRQ�
H[FKDQJH���7KLV�SULQFLSOH�DOVR�DGGUHVVHV�LQGLYLGXDO�DFFHVV�WR�KHDOWK�LQIRUPDWLRQ�DQG�WKH�ULJKW��
WR�UHTXHVW�DQ�DPHQGPHQW�

�
&RQVHQW�IRU�3DWLHQW�PHGLDWHG�([FKDQJH

7KLV�3ROLFLHV�LQ�3UDFWLFH�IRFXVHV�RQ�ZKHWKHU�DQG�KRZ�WR�LPSOHPHQW�FRQVHQW�ZLWK�UHVSHFW��
WR�WKH�VKDULQJ�RI�HOHFWURQLF�KHDOWK�LQIRUPDWLRQ±�W\SLFDOO\�DPRQJ�KHDOWK�FDUH�SURIHVVLRQDOV��
KHDOWK�FDUH�LQVWLWXWLRQV�OLNH�KRVSLWDOV��DQG�KHDOWK�SODQV��

+RZHYHU��WKH�LPSOHPHQWDWLRQ�RI�WKH�+HDOWK�,QIRUPDWLRQ�7HFKQRORJ\�IRU�(FRQRPLF�DQG�
&OLQLFDO�+HDOWK��+,7(&+��LV�OLNHO\�WR�IDFLOLWDWH�HYHQ�JUHDWHU�VKDULQJ�RI�KHDOWK�LQIRUPDWLRQ�
GLUHFWO\�ZLWK�DQG�E\�SDWLHQWV��+,7(&+�DPHQGHG�WKH�+,3$$�3ULYDF\�5XOH�WR�PDNH�LW�FOHDU��
WKDW�SDWLHQWV�KDYH�WKH�ULJKW�WR�UHFHLYH�DQ�HOHFWURQLF�FRS\�RI�WKHLU�KHDOWK�LQIRUPDWLRQ�ZKHQ��
WKHLU�KHDOWK�LQIRUPDWLRQ�LV�PDLQWDLQHG�LQ�HOHFWURQLF�IRUP��5HIHU�WR�.H\�/DZV�DQG�
5HJXODWLRQV��&KDQJHV�WR�WKH�0DUNOH�&RPPRQ�)UDPHZRUN��>OLQN�WR�OHJDO�XSGDWH�3L3@�

,Q�DGGLWLRQ��WKH�0HDQLQJIXO�8VH�SURJUDP�UHTXLUHV�VRPH�DI¿UPDWLYH�VKDULQJ�RI�KHDOWK�
LQIRUPDWLRQ�ZLWK�SDWLHQWV��DQG�WKHVH�UHTXLUHPHQWV�PD\�LQFUHDVH�LQ�ODWHU�VWDJHV�RI�WKDW�
LQFHQWLYH�SURJUDP��$W�SUHVHQW��WKH�'HSDUWPHQW�RI�9HWHUDQV�$IIDLUV��&HQWHUV�IRU�0HGLFDUH�
DQG�0HGLFDLG�6HUYLFHV��'HSDUWPHQW�RI�'HIHQVH��DQG�DQ�LQFUHDVLQJ�QXPEHU�RI�SULYDWH�VHFWRU�
HQWLWLHV�DUH�RIIHULQJ�LQGLYLGXDOV�WKH�RSSRUWXQLW\�WR�YLHZ�DQG�GRZQORDG�HOHFWURQLF�FRSLHV��
RI�WKHLU�KHDOWK�LQIRUPDWLRQ��7KLV�FDSDELOLW\�FDQ�IDFLOLWDWH�SDWLHQW�LQLWLDWHG�KHDOWK��
LQIRUPDWLRQ�VKDULQJ��

0DUNOH�&RQQHFWLQJ�IRU�+HDOWK�KDV�GHYHORSHG�D�VHW�RI�FRQVHQVXV�SROLFLHV�VSHFL¿FDOO\�IRU�WKH�
GRZQORDG�FDSDELOLW\�WKDW�EXLOG�RQ�WKH�0DUNOH�&RPPRQ�)UDPHZRUN�IRU�1HWZRUNHG�3HUVRQDO�
+HDOWK�,QIRUPDWLRQ��6HH�DOVR�,QGLYLGXDO�$FFHVV��&RQQHFWLQJ�3DWLHQWV�ZLWK�7KHLU�,QIRUPDWLRQ��
>OLQN�WR�LQGLYLGXDO�DFFHVV�3L3@

http://www.markle.org/sites/default/files/P2_Model_PrivPol.pdf
http://www.markle.org/sites/default/files/P2_Model_PrivPol.pdf
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:KDW�*UDQXODULW\�RI�&KRLFH�WR�2IIHU"

,PSOHPHQWHUV�GHFLGLQJ�WR�SURYLGH�LQGLYLGXDOV�ZLWK�FKRLFHV�UHJDUGLQJ�LQIRUPDWLRQ�VKDULQJ�ZLOO�
QHHG�WR�FRQVLGHU�KRZ�JUDQXODU�WKRVH�FKRLFHV�VKRXOG�EH��)RU�H[DPSOH��FKRLFH�FDQ�EH�³DOO�LQ�RU�DOO�
RXW´�RU�DW�WKH�PRUH�JUDQXODU�OHYHO��FKRLFH�RI�KHDOWK�LQIRUPDWLRQ�VKDULQJ�SDUWLFLSDWLRQ�PD\�EH�E\�
LQGLYLGXDO�SURYLGHU�RU�W\SH�RI�SURYLGHU��RU�E\�W\SH�RI�GDWD��

6WDWH�DQG�IHGHUDO�ODZ�YDULHV�ZLWK�UHJDUG�WR�UHTXLUHPHQWV�UHODWHG�WR�JUDQXODULW\��)RU�H[DPSOH��VRPH�
VWDWHV�UHTXLUH�JUDQXODULW\�RQ�WKH�OHYHO�RI�LQGLYLGXDO�FKRLFH�EHFDXVH�WKH\�UHTXLUH�VSHFL¿F�FRQVHQW�IRU�
FHUWDLQ�W\SHV�RI�LQIRUPDWLRQ��6LPLODUO\��IHGHUDO�ODZ�UHTXLUHV�H[SOLFLW�FRQVHQW�IRU�VXEVWDQFH�DEXVH�
WUHDWPHQW�GDWD�LQ�VRPH�FLUFXPVWDQFHV��DQG�UHTXLUHPHQWV�HQDFWHG�E\�&RQJUHVV�LQ������SURYLGH�
LQGLYLGXDOV�ZLWK�WKH�ULJKW�WR�UHVWULFW�GLVFORVXUHV�WR�KHDOWK�SODQV��6HH�.H\�/DZV�DQG�5HJXODWLRQV��
&KDQJHV�WR�WKH�0DUNOH�&RPPRQ�)UDPHZRUN��>OLQN�WR�OHJDO�XSGDWH@�

2WKHU�SROLF\�UHFRPPHQGLQJ�ERGLHV�KDYH�FDOOHG�IRU�PRUH�JUDQXODU�FKRLFH��)RU�H[DPSOH��LQ�
5HFRPPHQGDWLRQV�5HJDUGLQJ�6HQVLWLYH�+HDOWK�,QIRUPDWLRQ��WKH�1DWLRQDO�&RPPLWWHH�RQ�9LWDO�
DQG�+HDOWK�6WDWLVWLFV�UHFRPPHQGHG�WKDW�HOHFWURQLF�KHDOWK�UHFRUGV�KDYH�WKH�FDSDELOLW\�WR�VHTXHVWHU�
RU�VHJUHJDWH�GDWD�LQ�VSHFL¿F�VHQVLWLYH�FDWHJRULHV��5HOHYDQW�PRGHO�SROLFLHV�LQ�3���0RGHO�3ULYDF\�
3ROLFLHV�DQG�3URFHGXUHV�IRU�+HDOWK�,QIRUPDWLRQ�([FKDQJH�LQFOXGH�612�3ROLF\������³,QIRUPDWLRQ�
6XEMHFW�WR�6SHFLDO�3URWHFWLRQ´��DQG�612�3ROLF\������³5HTXHVWV�IRU�5HVWULFWLRQV´��

<HW��WKHUH�LV�D�OLPLW�WR�KRZ�JUDQXODU�FRQVHQW�FDQ�EH�LPSOHPHQWHG�LQ�WRGD\¶V�FRPSOH[�HQYLURQPHQW��
+HDOWK�LQIRUPDWLRQ�VWUHDPV�DUH�FRPSOH[�DQG�LQYROYH�DQ�HYHU�JURZLQJ�QXPEHU�RI�XVHUV��(YHQ�
PHGLFDO�SURIHVVLRQDOV�DUH�XQOLNHO\�WR�XQGHUVWDQG�WKH�IXOO�VFRSH�RI�LQIRUPDWLRQ�VKDULQJ�WKDW�RFFXUV�
LQ�GD\�WR�GD\�KHDOWK�FDUH�GHOLYHU\��)RU�H[DPSOH��&7���7HFKQRORJ\�2YHUYLHZ��$SSHQGL[��$�'DWD�
)ORZ�6FHQDULRV��IROORZV�WKH�GDWD�WUDLO�RI�D�VLQJOH�GUXJ�SUHVFULSWLRQ��WKH�PRVW�FRPPRQ�FOLQLFDO�
WUDQVDFWLRQ��-XVW�WR�SXW�WKH�SLOOV�LQ�WKH�ERWWOH��XQGHU�WKH�³VLPSOH´�VFHQDULR��WKHUH�DUH����GLIIHUHQW�
HOHFWURQLF�FRSLHV�RI�WKH�LQIRUPDWLRQ�VWRUHG�LQ�YDULRXV�GDWDEDVHV�����

,Q�DGGLWLRQ��JUHDWHU�LQQRYDWLRQ�DQG�GHYHORSPHQW�RI�WHFKQRORJ\�LV�QHHGHG�WR�DOORZ�IRU�FRQVHQW�
DW�WKH�PRUH�JUDQXODU�OHYHOV��21&¶V�+HDOWK�,7�3ROLF\�&RPPLWWHH�FRQGXFWHG�D�KHDULQJ�RQ�FRQVHQW�
WHFKQRORJLHV�DQG�FRQFOXGHG�WKDW�SURPLVLQJ�PRGHOV�ZHUH�LQ�GHYHORSPHQW��EXW�QRW�QHFHVVDULO\�LQ�
ZLGHVSUHDG�XVH��:H�PD\�EH�\HDUV�DZD\�IURP�ZLGHO\�GHSOR\HG��UHOLDEOH�VROXWLRQV��,Q�WKH�PHDQWLPH��
SROLFLHV�RQ�FKRLFH�QHHG�WR�UHÀHFW�ERWK�ZKDW�LV�GHVLUDEOH�DQG�ZKDW�FDQ�EH�DFFRPSOLVKHG��++6�LV�
SLORWLQJ�PRUH�JUDQXODU�FRQVHQW�WHFKQRORJLHV�

�� $V�DQRWKHU�H[DPSOH��DOPRVW�����GLIIHUHQW�SHRSOH��LQFOXGLQJ�GRFWRUV��QXUVLQJ�VWDII��;�UD\�WHFKQLFLDQV��
DQG�ELOOLQJ�FOHUNV��DFFHVV�DW�OHDVW�SDUW�RI�D�SDWLHQW¶V�KHDOWK�UHFRUG�GXULQJ�D�VLQJOH�KRVSLWDO�YLVLW��DQG�WKDW��
WKHUH�DUH�URXJKO\���������HQWLWLHV�ZLWK�WKH�DELOLW\�WR�DFFHVV�DW�OHDVW�VRPH�SDUW�RI�D�SDWLHQW¶V�LQIRUPDWLRQ��
-XG\�)RUHPDQ��³$W�ULVN�RI�H[SRVXUH��,Q�WKH�SXVK�IRU�HOHFWURQLF�PHGLFDO�UHFRUGV��FRQFHUQ�LV�JURZLQJ��
DERXW�KRZ�ZHOO�SULYDF\�FDQ�EH�VDIHJXDUGHG�´�/RV�$QJHOHV�7LPHV��/DVW�PRGL¿HG�-XQH�����������
KWWS���DUWLFOHV�ODWLPHV�FRP������MXQ����KHDOWK�KH�SULYDF\����DFFHVVHG�RQ�-DQXDU\����������

http://www.ncvhs.hhs.gov/101110lt.pdf
http://www.markle.org/sites/default/files/P2_Model_PrivPol.pdf
http://www.markle.org/sites/default/files/P2_Model_PrivPol.pdf
http://www.markle.org/health/markle-common-framework/connecting-consumers/ct1
http://articles.latimes.com/2006/jun/26/health/he-privacy26
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0DNLQJ�,QGLYLGXDO�&KRLFH�0HDQLQJIXO�DQG�8QGHUVWDQGDEOH

�
%XW�LV�LW�³2SW�LQ´�RU�³2SW�RXW´"

0DQ\�GLVFXVVLRQV�DERXW�FRQVHQW�SROLF\�RSWLRQV�EHFRPH�IRFXVHG�RQ�WKH�VROH�TXHVWLRQ�RI�
ZKHWKHU�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HQWLWLHV�VKRXOG�UHTXLUH�³RSW�LQ´�RU�³RSW�RXW´��
E\�LQGLYLGXDOV��

8QIRUWXQDWHO\��WKLV�SDUDGLJP�LV�D�JURVV�RYHUVLPSOL¿FDWLRQ�RI�WKH�FRPSOH[�GDWD�VKDULQJ�
GHFLVLRQV�WKDW�SURYLGH�WKH�IRXQGDWLRQ�IRU�SROLFLHV�RQ�LQGLYLGXDO�FRQVHQW��,W�GRHVQ¶W�UHÀHFW��
KRZ�WKH�FRQWH[W�RI�GDWD�VKDULQJ�FDQ�LQÀXHQFH�DSSURSULDWH�DQG�HIIHFWLYH�FRQVHQW�SROLF\��

0HUHO\�VD\LQJ�³RSW�LQ´�RU�³RSW�RXW´�VD\V�QRWKLQJ�DERXW�WKH�FRQWH[W�RI�GDWD�VKDULQJ��)RU�
H[DPSOH��SURYLGLQJ�LQGLYLGXDOV�ZLWK�FKRLFHV�EDVHG�RQ�ZKHWKHU�RU�KRZ�PXFK�RI�WKHLU�
LQIRUPDWLRQ�FDQ�EH�DFFHVVHG�RU�TXHULHG��IRU�ZKDW�SXUSRVHV��ZLWK�ZKDW�SURWHFWLRQV��ZKHWKHU�
DQG�KRZ�LWV�PDGH�DYDLODEOH�IRU�VKDULQJ�ZLWK�RWKHU�SURYLGHUV��DQG�ZKHWKHU�D�GDWDEDVH�WKDW�
FRQWDLQV�FRSLHV�RU�VXPPDULHV�RI�SURYLGHU�UHFRUGV�LV�XVHG�LV�HVVHQWLDO�WR�FRQVLGHU�DQG�D��
PXFK�PRUH�FRPSOH[�GHFLVLRQ�WKDQ�D�ELQDU\�FKRLFH��

,Q�DGGLWLRQ��³RSW�LQ´�RU�³RSW�RXW´�DOVR�VD\V�QRWKLQJ�DERXW�ZKHWKHU�PHDQLQJIXO�FKRLFH�LV�
SURYLGHG�RU�SUHVHQWHG�LQ�D�ZD\�WKDW�LQGLYLGXDOV�XQGHUVWDQG��

7KH�FKRLFH�SURYLGHG�VKRXOG�EH�PHDQLQJIXO�DQG�XQGHUVWDQGDEOH�WR�LQGLYLGXDOV��LQFOXGLQJ�LQIRUPLQJ�
WKHP�DERXW�WKH�GDWD�VKDULQJ�SUDFWLFHV�DQG�GLVFXVVLQJ�WKH�EHQH¿WV�DQG�ULVNV�RI�SDUWLFLSDWLQJ�RU�QRW�
SDUWLFLSDWLQJ��7KH�IHGHUDO�+HDOWK�,7�3ROLF\�&RPPLWWHH�UHFRPPHQGHG�WKDW�LQGLYLGXDOV�EH�SURYLGHG�
ZLWK�PHDQLQJIXO�FKRLFH�ZKHQ�WKHLU�LQIRUPDWLRQ�LV�PDGH�DFFHVVLEOH�WKURXJK�FHUWDLQ�W\SHV�RI�
H[FKDQJH�VWUXFWXUHV��7KH�HOHPHQWV�RI�PHDQLQJIXO�FKRLFH�LQFOXGH�

�� $OORZV�WKH�LQGLYLGXDO�DGYDQFH�NQRZOHGJH�WLPH�WR�PDNH�D�GHFLVLRQ��H�J���RXWVLGH�RI�WKH�
XUJHQW�QHHG�IRU�FDUH���

�� ,V�QRW�FRPSHOOHG��RU�LV�QRW�XVHG�IRU�GLVFULPLQDWRU\�SXUSRVHV��H�J���FRQVHQW�WR�SDUWLFLSDWH�
LQ�D�FHQWUDOL]HG�+,2�PRGHO�RU�D�IHGHUDWHG�+,2�PRGHO�LV�QRW�D�FRQGLWLRQ�RI�UHFHLYLQJ�
QHFHVVDU\�PHGLFDO�VHUYLFHV���

�� 3URYLGHV�IXOO�WUDQVSDUHQF\�DQG�HGXFDWLRQ��L�H���WKH�LQGLYLGXDO�JHWV�D�FOHDU�H[SODQDWLRQ�RI�
WKH�FKRLFH�DQG�LWV�FRQVHTXHQFHV��LQ�FRQVXPHU�IULHQGO\�ODQJXDJH�WKDW�LV�FRQVSLFXRXV�DW�WKH�
GHFLVLRQ�PDNLQJ�PRPHQW���

�� ,V�FRPPHQVXUDWH�ZLWK�WKH�FLUFXPVWDQFHV��L�H���WKH�PRUH�VHQVLWLYH��SHUVRQDOO\�H[SRVLQJ��RU�
XQH[SHFWHG�WKH�DFWLYLW\��WKH�PRUH�VSHFL¿F�WKH�FRQVHQW�PHFKDQLVP��$FWLYLWLHV�WKDW�GHSDUW�
VLJQL¿FDQWO\�IURP�SDWLHQW�UHDVRQDEOH�H[SHFWDWLRQV�UHTXLUH�JUHDWHU�GHJUHH�RI�HGXFDWLRQ��
WLPH�WR�PDNH�GHFLVLRQ��RSSRUWXQLW\�WR�GLVFXVV�ZLWK�SURYLGHU��HWF��

http://healthit.hhs.gov/portal/server.pt/gateway/PTARGS_0_0_6011_1815_17825_43/http%3B/wci-pubcontent/publish/onc/public_communities/_content/files/hitpc_transmittal_p_s_tt_9_1_10.pdf
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�� 0XVW�EH�FRQVLVWHQW�ZLWK�UHDVRQDEOH�SDWLHQW�H[SHFWDWLRQV�IRU�SULYDF\��KHDOWK��DQG�VDIHW\��

�� 0XVW�EH�UHYRFDEOH��L�H���SDWLHQWV�VKRXOG�KDYH�WKH�DELOLW\�WR�FKDQJH�WKHLU�FRQVHQW�
SUHIHUHQFHV�DW�DQ\�WLPH��,W�VKRXOG�EH�FOHDUO\�H[SODLQHG�ZKHWKHU�VXFK�FKDQJHV�FDQ��
DSSO\�UHWURDFWLYHO\�WR�GDWD�FRSLHV�DOUHDG\�H[FKDQJHG��RU�ZKHWKHU�WKH\�DSSO\�RQO\��
³JRLQJ�IRUZDUG�´��

7KH�$SSHQGL[�LQFOXGHV�D�EULHI�GHVFULSWLRQ�RI�KRZ�WKH�&RPPLWWHH¶V�UHFRPPHQGDWLRQV�DUH�
FRQVLVWHQW�ZLWK�WKH�0DUNOH�&RPPRQ�)UDPHZRUN��

�
-RH�+H\PDQ��VROR�J\QHFRORJLVW��:HOOSRUW�+HDOWK�,QIRUPDWLRQ�([FKDQJH�6WHHULQJ�
&RPPLWWHH�PHPEHU��0DVVDFKXVHWWV��,Q�RXU�FRQVHQW�SURFHVV��ZH�NQHZ�LW�ZRXOG�EH�
FULWLFDO�IRU�LQGLYLGXDOV�WR�XQGHUVWDQG�ERWK�WKH�EHQH¿WV�DQG�ULVNV�RI�SDUWLFLSDWLRQ�DV�SDUW�RI��
WKH�FRQVHQW�SURFHVV��,Q�P\�SUDFWLFH��ZH�GHVFULEH�WR�SDWLHQWV�WKH�SRWHQWLDO�EHQH¿WV�RI�
SDUWLFLSDWLRQ�LQ�DQ\�KHDOWK�LQIRUPDWLRQ�VKDULQJ�QHWZRUN�RU�LQIUDVWUXFWXUH�

� �� 7KH�SRWHQWLDO�IRU�SURYLGHUV�WR�EH�DEOH�WR�DFFHVV�LQIRUPDWLRQ�DERXW�\RX�LQ�DGYDQFH��
� RI�D�YLVLW��LQFOXGLQJ�EXW�QRW�OLPLWHG�WR�HPHUJHQFLHV�

� �� 3RVVLEOH�HOLPLQDWLRQ�RI�GXSOLFDWH�WHVWV�RU�RI¿FH�YLVLWV�

� �� $ELOLW\�WR�XSGDWH�LQIRUPDWLRQ�PRUH�HDVLO\�

� �� *UHDWHU�DELOLW\�WR�REWDLQ�FRSLHV�RI�\RXU�KHDOWK�LQIRUPDWLRQ��RU�LQIRUPDWLRQ��
� DERXW�ORYHG�RQHV�

3RWHQWLDO�ULVNV�RI�SDUWLFLSDWLRQ�LQ�DQ\�KHDOWK�LQIRUPDWLRQ�VKDULQJ�QHWZRUN�RU�LQIUDVWUXFWXUH�
PD\�LQFOXGH�

� �� $OWKRXJK�WKH�LQIRUPDWLRQ�LV�SURWHFWHG�ZLWK�VHFXULW\�FRQWUROV�DQG�SDUWLFLSDWLRQ��
� LV�OLPLWHG�WR�WUHDWLQJ�SURYLGHUV��LW�LV�SRVVLEOH�WKDW�VRPHRQH�ZLWK�ZKRP�\RX�ZRXOG��
� QRW�ZDQW�WR�VKDUH�LQIRUPDWLRQ�PD\�VHH�RU�LQIHU�VRPHWKLQJ�DERXW�\RXU�KHDOWK�IURP��
� \RXU�UHFRUGV�

� �� ,QIRUPDWLRQ�GLVFORVHG�WR�RWKHU�SURYLGHUV�ZLWK�\RXU�FRQVHQW�PD\�EH�VXEMHFW��
� WR�GLIIHUHQW�ODZV�DQG�SROLFLHV�ZKHQ�LW�LV�LQFRUSRUDWHG�LQWR�WKH�UHFRUGV�RI��
� RWKHU�SURYLGHUV�

� �� <RXU�UHFRUG�PD\�FRQWDLQ�HUURUV�WKDW�DUH�WKHQ�VKDUHG�ZLWK�RWKHU�PHPEHUV�RI��
� WKH�PHGLFDO�FRPPXQLW\�

� �� 7KRXJK�XQOLNHO\��XQDXWKRUL]HG�HOHFWURQLF�DFFHVV�WR�ODUJH�KHDOWK�FDUH�GDWDEDVHV��
� PD\�RFFXU�



ZZZ�PDUNOH�RUJ�KHDOWK��_��$SULO����� ��

³2SHQQHVV�DQG�7UDQVSDUHQF\´�SULQFLSOH

,Q�RUGHU�WR�DFKLHYH�WKLV�SULQFLSOH��LQGLYLGXDOV�PXVW�EH�DGYLVHG�KRZ�WKHLU�KHDOWK�GDWD�FDQ�EH�
DFFHVVHG��XVHG�DQG�GLVFORVHG�LQ�D�ZD\�WKDW�LV�HDV\�WR�UHDG��XQGHUVWDQGDEOH��DQG�EULHI²D�GLI¿FXOW�
FKDOOHQJH�LQGHHG��2IWHQ�FRQVHQW�IRUPV�HUU�RQ�WKH�VLGH�RI�WU\LQJ�WR�FRYHU�HYHU\WKLQJ��%XW�VDFUL¿FLQJ�
EUHYLW\�RIWHQ�PHDQV�D�ORQJ�GRFXPHQW�WKDW�LQGLYLGXDOV�GR�QRW�XQGHUVWDQG�RU�GR�QRW�KDYH�WLPH�
WR�GLJHVW��)RUPV�WKDW�HUU�RQ�WKH�VLGH�RI�EUHYLW\�ULVN�SURYLGLQJ�LQGLYLGXDOV�ZLWK�LQVXI¿FLHQW�
LQIRUPDWLRQ�WR�SUHSDUH�WKHP�WR�PDNH�D�PHDQLQJIXO�FKRLFH�DERXW�LQIRUPDWLRQ�VKDULQJ��

%ODQNHW�FRQVHQW�IRUPV�WKDW�SURYLGH�OLWWOH�UHDO�LQIRUPDWLRQ�DERXW�DFWXDO�GDWD�VKDULQJ��LWV�VSHFL¿F�
SXUSRVHV�DQG�LQIRUPDWLRQ�XVHV�GR�OLWWOH�WR�SURWHFW�DQ�LQGLYLGXDO¶V�SULYDF\���5HFHQW�UHSRUWV�IURP�
)7&��DQG�WKH�'HSDUWPHQW�RI�&RPPHUFH��DOVR�GLVFXVV�WKH�RQJRLQJ�FKDOOHQJHV�RI�SURYLGLQJ�IXOO�
WUDQVSDUHQF\�WR�LQGLYLGXDOV�DERXW�GDWD�SUDFWLFHV�DQG�FRQVHQW�ULJKWV�DQG�WKH�LPSRUWDQFH�RI�FOHDU�
DQG�XQGHUVWDQGDEOH�FRPPXQLFDWLRQ�ZLWK�WKH�SXEOLF�

2SHQQHVV�DQG�WUDQVSDUHQF\�DERXW�GDWD�VKDULQJ�LV�HVVHQWLDO�IRU�WUXVW�HYHQ�LQ�FLUFXPVWDQFHV�ZKHUH�
H[SOLFLW�FRQVHQW�RI�WKH�LQGLYLGXDO�LV�QRW�UHTXLUHG�RU�VRXJKW�DV�D�PDWWHU�RI�SROLF\��,QGLYLGXDOV�VKRXOG�
QHYHU�EH�VXUSULVHG�DERXW�ZKDW�KDSSHQV�WR�WKHLU�KHDOWK�LQIRUPDWLRQ��7KH�DEVHQFH�RI�D�FRQVHQW�
SROLF\�RU�UHTXLUHPHQW�VKRXOG�QHYHU�EH�LQWHUSUHWHG�DV�SHUPLVVLRQ�IRU�LQIRUPDWLRQ�VKDULQJ�WKDW��
LV�EH\RQG�ZKDW�LQGLYLGXDOV�ZRXOG�UHDVRQDEO\�H[SHFW��

/D\HUHG�1RWLFH

$�SURPLVLQJ�ZD\�WR�DFKLHYH�WKH�EDODQFH�EHWZHHQ�UHDGDELOLW\�DQG�IXOO�WUDQVSDUHQF\�LV�WR�SURYLGH�
³OD\HUHG�QRWLFH�´��,Q�D�³OD\HUHG�QRWLFH´�DSSURDFK��LQGLYLGXDOV�DUH�SURYLGHG�ZLWK�D�EULHI�VWDWHPHQW��
RI�WKH�HVVHQWLDO�GDWD�VKDULQJ�HOHPHQWV��ZLWK�WKH�DELOLW\�WR�OLQN�WR��RU�RWKHUZLVH�HDVLO\�REWDLQ���
PRUH�GHWDLOV��

7KH�0DUNOH�&RPPRQ�)UDPHZRUN�IRU�1HWZRUNHG�3HUVRQDO�+HDOWK�,QIRUPDWLRQ�LQFOXGHV�
UHFRPPHQGDWLRQV�IRU�KRZ�WR�IXO¿OO�WKH�RSHQQHVV�DQG�WUDQVSDUHQF\�SULQFLSOH�ZLWK�UHVSHFW�WR�
FRQVXPHU�EDVHG�KHDOWK�WRROV�WKDW�PD\�EH�LQVWUXFWLYH�IRU�LPSOHPHQWLQJ�SDWLHQW�FKRLFH�ZLWK��
UHVSHFW�WR�KHDOWK�LQIRUPDWLRQ�VKDULQJ��)RU�H[DPSOH��LW�UHFRPPHQGV�WKDW�JHQHUDO�FRQVHQW�EH��
VRXJKW�LQLWLDOO\��ZKHQ�WKH�FRQVXPHU�¿UVW�YROXQWDULO\�VLJQV�XS�IRU�WKH�VHUYLFH��6XFK�FRQVHQW�ZRXOG�
FRYHU�WKH�XVHV�RI�KHDOWK�LQIRUPDWLRQ�WKDW�DUH�FRQVLVWHQW�ZLWK�FRQVXPHUV¶�UHDVRQDEOH�H[SHFWDWLRQV�
LQ�VLJQLQJ�XS�IRU�WKH�VHUYLFH��VXFK�DV�URXWLQH�PDLQWHQDQFH�RU�XVHV�QHFHVVDU\�WR�IDFLOLWDWH�RSHQLQJ�

�� 6HH�0DUNOH�&RQQHFWLQJ�IRU�+HDOWK��³%H\RQG�&RQVXPHU�&RQVHQW�´�0DUNOH�)RXQGDWLRQ��/DVW�PRGL¿HG�
)HEUXDU\����������KWWS���ZZZ�PDUNOH�RUJ�SXEOLFDWLRQV�����EH\RQG�FRQVXPHU�FRQVHQW��DFFHVVHG�RQ�
)HEUXDU\������������,W�GLVFXVVHV�WKH�GDQJHUV�RI�RYHUUHOLDQFH�RQ�FRQVHQW�DQG�EODQNHW�FRQVHQW�

�� ³3URWHFWLQJ�&RQVXPHU�3ULYDF\�LQ�DQ�(UD�RI�5DSLG�&KDQJH��$�3URSRVHG�)UDPHZRUN�IRU�%XVLQHVVHV�DQG�
3ROLF\PDNHUV��3UHOLPLQDU\�)7&�6WDII�5HSRUW�´�)HGHUDO�7UDGH�&RPPLVVLRQ��/DVW�PRGL¿HG�'HFHPEHU�������
KWWS���ZZZ�IWF�JRY�RV���������������SULYDF\UHSRUW�SGI��DFFHVVHG�RQ�)HEUXDU\�����������

�� ³&RPPHUFLDO�'DWD�3ULYDF\�DQG�,QQRYDWLRQ�LQ�WKH�,QWHUQHW�(FRQRP\��$�'\QDPLF�3ROLF\�)UDPHZRUN�´�
7KH�'HSDUWPHQW�RI�&RPPHUFH��KWWS���ZZZ�FRPPHUFH�JRY�VLWHV�GHIDXOW�¿OHV�GRFXPHQWV������GHFHPEHU�
LSWI�SULYDF\�JUHHQ�SDSHU�SGI��DFFHVVHG�RQ�)HEUXDU\�����������

http://www.markle.org/publications/852-beyond-consumer-consent
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WKH�DFFRXQW��+RZHYHU��LQGHSHQGHQW�VSHFL¿F�FRQVHQW�VKRXOG�EH�VRXJKW�IRU�XVHV�WKDW�ZRXOG�QRW�EH�
UHDVRQDEO\�H[SHFWHG�RU�LQYROYH�PRUH�VHQVLWLYH�GDWD��DV�GHVFULEHG�LQ�&3���&RQVXPHU�&RQVHQW�WR�
&ROOHFWLRQV��8VHV��DQG�'LVFORVXUHV�RI�,QIRUPDWLRQ��7KH�)HGHUDO�7UDGH�&RPPLVVLRQ¶V��)7&��UHSRUW��
3URWHFWLQJ�&RQVXPHU�3ULYDF\�LQ�DQ�(UD�RI�5DSLG�&KDQJH��DOVR�UHFRPPHQGV�WKDW�FRPSDQLHV�VHHN�
LQGHSHQGHQW�FRQVHQW�IRU�GDWD�XVHV�WKDW�JR�EH\RQG�FRQVXPHUV¶�UHDVRQDEOH�H[SHFWDWLRQV��VHH��
SDJHV��������

,Q�DGGLWLRQ��WKH�)7&�UHSRUW��3URWHFWLQJ�&RQVXPHU�3ULYDF\�LQ�DQ�(UD�RI�5DSLG�&KDQJH��SDJHV�
��±����VHWV�RXW�UHFRPPHQGDWLRQV�IRU�KRZ�WR�PDNH�FRQVHQW��SDUWLFXODUO\�RQ�WKH�,QWHUQHW��PRUH�
XQGHUVWDQGDEOH�DQG�PHDQLQJIXO�WR�LQGLYLGXDOV��7KLV�LQIRUPDWLRQ�PD\�EH�KHOSIXO�WR�LPSOHPHQWHUV�
ZKR�GHSOR\�RQ�OLQH�PHFKDQLVPV�IRU�VHFXULQJ�SDWLHQW�FRQVHQW�

(YHQ�ZKHQ�WKH�FRQVHQW�IRUP�IROORZV�WKH�UHFRPPHQGHG�OD\HUHG�QRWLFH�DSSURDFK��RSHQQHVV�DQG�
WUDQVSDUHQF\�FDQ�UDUHO\��LI�HYHU��EH�HIIHFWLYHO\�DFKLHYHG�VROHO\�WKURXJK�ZULWWHQ�GRFXPHQWDWLRQ��
,QGLYLGXDOV�PXVW�EH�DEOH�WR�GLVFXVV�WKHVH�LVVXHV�ZLWK�WKH�SURYLGHUV�WKH\�WUXVW��RU�WKHLU�VWDII���WKH�
ZULWWHQ�GRFXPHQWDWLRQ�FDQ�SURYLGH�WKH�EDFN�XS�VXSSRUW�IRU�WKDW�FRQYHUVDWLRQ��RIIHULQJ�OLQNV�WR�
PRUH�GHWDLOV�DQG�SURYLGLQJ�WKH�QHFHVVDU\�SURRI��LQ�FLUFXPVWDQFHV�ZKHUH�DI¿UPDWLYH�FRQVHQW�LV�
UHTXLUHG�WR�EH�REWDLQHG�LQ�DGYDQFH��WKDW�WKH�LQGLYLGXDO�KDV�SURYLGHG�WKDW�FRQVHQW�

�
*LQD�3HUH]��'HODZDUH��:H�WDNH�D�PXOWL�SURQJHG�DSSURDFK�WR�LQIRUPLQJ�SDWLHQWV�DERXW�
WKH�'HODZDUH�+HDOWK�,QIRUPDWLRQ�1HWZRUN��'+,1���:H�JLYH�D�WRRONLW�WR�WKH�SURYLGHUV�WKDW�
LQFOXGHV�LQIRUPDWLRQ�WKH\�QHHG�WR�HGXFDWH�WKHLU�SDWLHQWV��:H�HPSKDVL]H�WKH�LPSRUWDQFH�RI�
WKH�SDWLHQW�SURYLGHU�UHODWLRQVKLS�WR�EXLOGLQJ�WUXVW�LQ�KHDOWK�LQIRUPDWLRQ�VKDULQJ��:H�KDYH�DQ�
LQIRUPDWLYH�ZHEVLWH�DQG�EURFKXUHV�IRU�SURYLGHU�RI¿FHV��7KH�SURYLGHU�RI¿FHV�DOVR�KDYH�VWLFNHUV�
IRU�WKHLU�ZLQGRZ�WKDW�VD\��³:H�SURXGO\�SDUWLFLSDWH�LQ�WKH�'+,1´��(DFK�SUDFWLFH�DOVR�UHFHLYHV�
WDONLQJ�SRLQWV�IRU�WKH�VWDII�WR�XVH�ZLWK�WKHLU�SDWLHQWV��:LWK�DOO�WKDW�EHLQJ�VDLG��LW¶V�DW�WKH�SRLQW�
RI�FDUH�WKDW�SDWLHQWV�OHDUQ�DERXW�WKH�'+,1��:KHQ�D�SDWLHQW�ZDONV�LQWR�D�SURYLGHU¶V�RI¿FH��WKH�
SURYLGHU¶V�RI¿FH�PD\�KDYH�EURFKXUHV�DQG�WKH�VWLFNHU��6RPH�GRFWRUV�DFWXDOO\�VD\��³<RX�NQRZ��
,¶P�ORRNLQJ�DW�\RXU�LQIRUPDWLRQ��,W�FDPH�IURP�WKH�'HODZDUH�+HDOWK�,QIRUPDWLRQ�1HWZRUN���
,¶P�VHHLQJ�WKLV�ODE�WKDW�\RX�KDG�GRQH�E\�'U��6PLWK´��DQG�WKH\¶OO�WKHQ�VSHDN�WR�WKH�SDWLHQW�
DERXW�WKH�'+,1�

�
&RQFOXVLRQ
'HWHUPLQLQJ�SROLFLHV�DURXQG�LQGLYLGXDO�FRQVHQW�LV�RIWHQ�D�VLJQL¿FDQW�SROLF\�FKDOOHQJH�IRU�
LPSOHPHQWHUV��%XW�LW�FDQ�EH�DGGUHVVHG�HIIHFWLYHO\�LI�GRQH�ZLWKLQ�WKH�FRQWH[W�RI�WKH�IXOO�
FRPSOHPHQW�RI�SROLFLHV�WKDW�JRYHUQ�LQIRUPDWLRQ�VKDULQJ��

%HIRUH�HVWDEOLVKLQJ�FRQVHQW�SROLFLHV��LPSOHPHQWHUV�VKRXOG�¿UVW�ZRUN�WR�VHW�WKH�EDVLF�SDUDPHWHUV�
RI�LQIRUPDWLRQ�VKDULQJ��VXFK�DV��ZKR�FDQ�DFFHVV�DQG�XVH�KHDOWK�LQIRUPDWLRQ�DQG�IRU�ZKDW�
SXUSRVHV��ZKDW�EDVLF�VHFXULW\�PHDVXUHV�DUH�IROORZHG��DQG�KRZ�SDUWLFLSDQWV�DUH�KHOG�DFFRXQWDEOH��
2QFH�WKHVH�LVVXHV�KDYH�EHHQ�DGGUHVVHG��LPSOHPHQWHUV�FDQ�FRQVLGHU�WKH�LVVXH�RI�FKRLFH�

http://www.ftc.gov/os/2010/12/101201privacyreport.pdf
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$SSHQGL[
7KH�+,73&�7LJHU�7HDP�5HFRPPHQGDWLRQV�DUH�FRQVLVWHQW�ZLWK�WKH�0DUNOH�&RPPRQ�)UDPHZRUN�

�� 3ROLF\�FKRLFHV�RQ�FRQVHQW�PD\�YDU\�GHSHQGLQJ�RQ�WKH�FLUFXPVWDQFHV��7KH�+HDOWK�,7�3ROLF\�
&RPPLWWHH��LQ�ZRUN�LQLWLDWHG�E\�LWV�3ULYDF\�DQG�6HFXULW\�7LJHU�7HDP��UHFRJQL]HG�WKDW�WKH�
IRXQGDWLRQ�RI�WUXVW�LQ�KHDOWK�LQIRUPDWLRQ�H[FKDQJH�LV�WKH�SDWLHQW�SURYLGHU�UHODWLRQVKLS��
WKH\�VXEVHTXHQWO\�UHFRPPHQGHG�WKDW�SRLQW�WR�SRLQW�H[FKDQJH�EHWZHHQ�SURYLGHUV�VKRXOG�
QRW�QHFHVVDULO\�UHTXLUH�DGGLWLRQDO�FRQVHQW��EH\RQG�ZKDW�FXUUHQW�ODZ�PLJKW�DOUHDG\�
UHTXLUH��MXVW�EHFDXVH�WKH�H[FKDQJH�RI�LQIRUPDWLRQ�LV�HOHFWURQLF��+RZHYHU��EHIRUH�VHWWLQJ�
SROLF\�RQ�FRQVHQW��WKH�3ROLF\�&RPPLWWHH�KDG�DOUHDG\�DVVXPHG�DQ�H[FKDQJH�HQYLURQPHQW�
WKDW�LQYROYHG�RQO\�H[FKDQJH�IRU�WUHDWPHQW��SXEOLF�KHDOWK�DQG�DJJUHJDWH�TXDOLW\�UHSRUWLQJ�
IRU�PHDQLQJIXO�XVH�VWDJH����7KH�&RPPLWWHH�DOVR�UHFRPPHQGHG�FOHDU�OLPLWV�RQ�KRZ�
LQWHUPHGLDULHV�ZKR�KHOS�IDFLOLWDWH�WKH�H[FKDQJH�RI�KHDOWK�LQIRUPDWLRQ��FDQ�DFFHVV��XVH�
DQG�GLVFORVH�WKDW�GDWD��7KLV�KHOSHG�WKH�&RPPLWWHH�WR�FRQFOXGH��ZLWK�FRQ¿GHQFH��WKDW�
LQGLYLGXDO�FRQVHQW�ZRXOG�QRW�EH�UHTXLUHG�LQ�WKLV�VHW�RI�FLUFXPVWDQFHV���7KH\�QRWHG��
KRZHYHU��WKDW�QRW�UHTXLULQJ�FRQVHQW�GLG�QRW�HOLPLQDWH�WKH�UHVSRQVLELOLW\�IRU�RSHQQHVV�DQG�
WUDQVSDUHQF\�DERXW�GDWD�VKDULQJ�SUDFWLFHV�ZLWK�SDWLHQWV���

�� 7KH�3ROLF\�&RPPLWWHH�GLG�UHFRPPHQG�WKDW�DGGLWLRQDO��PHDQLQJIXO�FRQVHQW�VKRXOG�EH�
SURYLGHG�LI�DQ�LQGLYLGXDO¶V�KHDOWK�LQIRUPDWLRQ�LV�VKDUHG�LQ�ZD\V�WKDW�WKH\�ZRXOG�QRW�
UHDVRQDEO\�H[SHFW��RU�WKDW�VXEMHFW�WKHLU�GDWD�WR�EHLQJ�DFFHVVHG�ZLWKRXW�WKH�LQWHUYHQWLRQ�RI�
WKHLU�WUXVWHG�SURYLGHUV��([DPSOHV�RIIHUHG�ZHUH�D�FHQWUDOL]HG�KHDOWK�LQIRUPDWLRQ�VKDULQJ�
HQWLW\��ZKHUH�WKH�SDWLHQW¶V�GDWD�LV�VHQW�WR��DQG�DFFHVVLEOH�IURP��D�FHQWUDOL]HG�GDWDEDVH��RU��
VRPH�IHGHUDWHG�PRGHOV�ZKHUH�WKH�GDWD�FDQ�EH�DFFHVVHG�IURP�WKH�SURYLGHU¶V�UHFRUGV��VXFK��
DV�WKURXJK�DQ�HGJH�VHUYHU��ZLWKRXW�DQ�LQGLYLGXDOL]HG�GHFLVLRQ�WR�GLVFORVH�EHLQJ�PDGH�E\�WKH��
SDWLHQW¶V�SURYLGHU��,Q�WKHVH�FLUFXPVWDQFHV��WKH�FRQWH[W�IRU�VKDULQJ�GDWD�KDG�FKDQJHG�±�DQG�
WKHUHIRUH�WKH�&RPPLWWHH�UHDVRQHG�WKDW�LQGLYLGXDOV�VKRXOG�KDYH�VRPH�PHDQLQJIXO�FKRLFH�
EHIRUH�WKHLU�LQIRUPDWLRQ�ZRXOG�EH�LQFOXGHG�LQ�WKRVH�W\SHV�RI�H[FKDQJH�DUUDQJHPHQWV�

+HDOWK�,7�3ROLF\�&RPPLWWHH�UHFRPPHQGDWLRQV�FRQVLVWHQW�ZLWK�WKH�0DUNOH�&RPPRQ�)UDPHZRUN�

�� 7KH�IHGHUDO�+HDOWK�,7�3ROLF\�&RPPLWWHH�DGGUHVVHG�FRQVHQW�LQ�������VWDUWLQJ�ZLWK�WZR��
FRUH�YDOXHV��

� ��� WKH�WUXVW�LQGLYLGXDOV�W\SLFDOO\�SODFH�RQ�WKHLU�SURYLGHUV�WR�EH�JRRG�VWHZDUGV�RI�WKHLU��
� KHDOWK�LQIRUPDWLRQ��DQG�

� ��� WKDW�LQGLYLGXDOV�VKRXOG�QRW�EH�VXUSULVHG�WR�OHDUQ�DERXW�KRZ�WKHLU�LQIRUPDWLRQ��
� LV�VKDUHG��

7KH�&RPPLWWHH�GHWHUPLQHG�WKDW�PHUHO\�GLJLWL]LQJ�WKH�W\SH�RI�SURYLGHU�WR�SURYLGHU�LQIRUPDWLRQ�
H[FKDQJH�WKDW�RFFXUV�WRGD\�RQ�SDSHU�QHHG�QRW�UHTXLUH�DGGLWLRQDO�FRQVHQW�EH\RQG�ZKDW�PD\�
EH�UHTXLUHG�E\�ODZ��7KLV�LV�SDUWLFXODUO\�WKH�FDVH�ZKHQ�WKH�SXUSRVHV�IRU�LQIRUPDWLRQ�VKDULQJ�
DUH�OLPLWHG�WR�WKRVH�WKH�LQGLYLGXDO�RU�SDWLHQW�ZRXOG�UHDVRQDEO\�H[SHFW��OLNH�WUHDWPHQW��FDUH�
FRRUGLQDWLRQ��DQG�VHQGLQJ�LQIRUPDWLRQ�WR�SD\HUV�IRU�ELOOLQJ�SXUSRVHV�

http://healthit.hhs.gov/portal/server.pt/gateway/PTARGS_0_0_6011_1815_17825_43/http%3B/wci-pubcontent/publish/onc/public_communities/_content/files/hitpc_transmittal_p_s_tt_9_1_10.pdf
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&RPPLWWHH�0HPEHUV

3K\OOLV�$OEULWWRQ
&RORUDGR�5HJLRQDO�+HDOWK��
,QIRUPDWLRQ�2UJDQL]DWLRQ

+XQW�%ODLU�
'HSDUWPHQW�RI�9HUPRQW�+HDOWK�$FFHVV

$OOHQ�%ULVNLQ��-'�
3LOOVEXU\�:LQWKURS�6KDZ�3LWWPDQ��//3

-HQQLIHU�&RYLFK�%RUGHQLFN�
H+HDOWK�,QLWLDWLYH

&DURO�&��'LDPRQG��0'��03+�
0DUNOH�)RXQGDWLRQ

-R\FH�'XERZ
$$53�2I¿FH�RI�3ROLF\�DQG�6WUDWHJ\

9LFNL�(VWULQ
&��&RQVXOWLQJ��//&

/RUUDLQH�)HUQDQGHV
,%0�,QIRUPDWLRQ�0DQDJHPHQW

/LQGD�)LVFKHWWL��51��06
8QLWHG�6WDWHV�9HWHUDQV�+HDOWK�$GPLQLVWUDWLRQ

/L]D�)R[�:\OLH
&RORUDGR�5HJLRQDO�+HDOWK�
,QIRUPDWLRQ�2UJDQL]DWLRQ

0DUN�)ULVVH��0'��0%$��06F
9DQGHUELOW�&HQWHU�IRU�%HWWHU�+HDOWK

0HOLVVD�*ROGVWHLQ��-'
7KH�*HRUJH�:DVKLQJWRQ�8QLYHUVLW\��
0HGLFDO�&HQWHU

$GULDQ�*URSSHU��0'
0HG&RPPRQV

-LP�+DQVHQ
'RVVLD�&RQVRUWLXP

-RVHSK�+H\PDQ
2SWXP,QVLJKW

*HUU\�+LQNOH\��-'
3LOOVEXU\�:LQWKURS�6KDZ�3LWWPDQ��//3

=DFKHU\�-LZD�
/RXLVLDQD�'HSDUWPHQW�RI�+HDOWK�	�+RVSLWDOV��
6WDWH�RI�/RXLVLDQD

7HG�.UHPHU
*UHDWHU�5RFKHVWHU�5HJLRQDO�+HDOWK��
,QIRUPDWLRQ�2UJDQL]DWLRQ

$OLFH�/HLWHU��-'
1DWLRQDO�3DUWQHUVKLS�IRU�:RPHQ�	�)DPLOLHV

3DWULFLD�0DF7DJJDUW
7KH�*HRUJH�:DVKLQJWRQ�8QLYHUVLW\�6FKRRO��
RI�3XEOLF�+HDOWK�DQG�+HDOWK�6HUYLFHV�

/LQGD�0DOHN��-'
0RVHV�	�6LQJHU��//3

-DQHW�0DUFKLEURGD
+HDOWK�,QIRUPDWLRQ�7HFKQRORJ\�,QLWLDWLYH��
%LSDUWLVDQ�3ROLF\�&HQWHU

'HYHQ�0F*UDZ��-'��03+��//0
+HDOWK�3ULYDF\�3URMHFW��&HQWHU�IRU�'HPRFUDF\��
	�7HFKQRORJ\

$PDQGD�+HURQ�3DUVRQV��0'
3ULPDU\�&DUH�,QIRUPDWLRQ�3URMHFW���
1<&�'HSDUWPHQW�RI�+HDOWK�	�0HQWDO�+\JLHQH

*LQD�%LDQFR�3HUH]��03$
$GYDQFHV�LQ�0DQDJHPHQW��,QF�

$FNQRZOHGJHPHQWV

0DUNOH�&RQQHFWLQJ�IRU�+HDOWK�+,(�$GYLVRU\�&RPPLWWHH
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&DURO�5DSKDHO��03$
9LVLWLQJ�1XUVH�6HUYLFH�RI�1HZ�<RUN

&DURO�5RELQVRQ�
2UHJRQ�2I¿FH�RI�+HDOWK�3ROLF\�	�5HVHDUFK

-DQ�5RRW
8WDK�+HDOWK�,QIRUPDWLRQ�1HWZRUN

:LOO�5RVV
5HGZRRG�0HGQHW

6FRWW�6FKXPDFKHU��3K'
,%0�,QIRUPDWLRQ�0DQDJHPHQW

5D\PRQG�6FRWW
$[RORWO�&RUSRUDWLRQ

5DQG\�6HUPRQV

'DYLG�6KDUS
&HQWHU�IRU�+HDOWK�,QIRUPDWLRQ�7HFKQRORJ\��
0DU\ODQG�+HDOWK�&DUH�&RPPLVVLRQ

-HQQ\�6PLWK
/RXLVLDQD�+HDOWK�&DUH�4XDOLW\�)RUXP

3DXO�8KULJ
6XUHVFULSWV

6WHIDDQ�9HUKXOVW
0DUNOH�)RXQGDWLRQ

0DUF\�:LOGHU��-'
+RJDQ�/RYHOOV

6WDII

/DXUD�%DLO\Q��-'
0DUNOH�)RXQGDWLRQ

5HEHNDK�5RFNZRRG��03+
0DUNOH�)RXQGDWLRQ

-LOO�6FKXOPDQQ��06
0DUNOH�)RXQGDWLRQ

6DP�6KHLNK��06
0DUNOH�)RXQGDWLRQ

6DUDK�6WHZDUW
&��&RQVXOWLQJ��//&

0HUHGLWK�7D\ORU��03+
0DUNOH�)RXQGDWLRQ

1RWH��6WDWH�DQG�)HGHUDO�HPSOR\HHV�SDUWLFLSDWH�LQ�WKH�0DUNOH�+,(�$GYLVRU\�&RPPLWWHH��
EXW�PDNH�QR�HQGRUVHPHQW�

:H�WKDQN�WKH�PHPEHUV�RI�WKH�0DUNOH�&RQQHFWLQJ�IRU�+HDOWK�+,(�$GYLVRU\�&RPPLWWHH�IRU�
SURYLGLQJ�WKHLU�WLPH�DQG�H[SHUWLVH�WR�WKH�GHYHORSPHQW�RI�WKH�0DUNOH�&RQQHFWLQJ�IRU�+HDOWK�
&RPPRQ�)UDPHZRUN�3ROLFLHV�LQ�3UDFWLFH�IRU�+HDOWK�,QIRUPDWLRQ�6KDULQJ�UHVRXUFHV�

:H�SDUWLFXODUO\�WKDQN�9LFNL�(VWULQ�RI�&��&RQVXOWLQJ�IRU�PDQDJLQJ�WKLV�SURMHFW��DQG�WKH�OHDG�
DXWKRUV�RI�WKHVH�UHVRXUFHV��$OOHQ�%ULVNLQ��-'��3LOOVEXU\�:LQWKURS�6KDZ�3LWWPDQ��//3��$OLFH��
/HLWHU��-'��1DWLRQDO�3DUWQHUVKLS�IRU�:RPHQ�DQG�)DPLOLHV��/LQGD�0DOHN��-'��0RVHV�	�6LQJHU���
//3��'HYHQ�0F*UDZ��-'��03+��//0��&HQWHU�IRU�'HPRFUDF\�	�7HFKQRORJ\��DQG�6WHIDDQ�9HUKXOVW��
0DUNOH�)RXQGDWLRQ�


