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7KH�GRFXPHQW�\RX�DUH�UHDGLQJ�LV�D�0DUNOH�&RQQHFWLQJ�IRU�+HDOWK�&RPPRQ�)UDPHZRUN�3ROLFLHV�LQ�3UDFWLFH�IRU�+HDOWK�
,QIRUPDWLRQ�6KDULQJ��3ROLFLHV�LQ�3UDFWLFH��UHVRXUFH�ZKLFK�VXSSOHPHQWV�WKH�0DUNOH�&RQQHFWLQJ�IRU�+HDOWK�&RPPRQ�
)UDPHZRUN�IRU�3ULYDWH�DQG�6HFXUH�+HDOWK�,QIRUPDWLRQ�([FKDQJH��0DUNOH�&RPPRQ�)UDPHZRUN��DYDLODEOH�LQ�LWV�IXOO�
DQG�PRVW�FXUUHQW�YHUVLRQ�DW�ZZZ�PDUNOH�RUJ�KHDOWK�PDUNOH�FRPPRQ�IUDPHZRUN�FRQQHFWLQJ�SURIHVVLRQDOV��7KH�
0DUNOH�&RPPRQ�)UDPHZRUN�LQFOXGHV�D�VHW�RI�IRXQGDWLRQDO�SROLF\�DQG�WHFKQRORJ\�JXLGHV�SXEOLVKHG�LQ�������,Q�$SULO�
������D�VHW�RI�3ROLFLHV�LQ�3UDFWLFH�ZDV�SXEOLVKHG�WR�IXUWKHU�VSHFLI\�WKHVH�IRXQGDWLRQDO�GRFXPHQWV�DQG�DGGUHVV�D�UDQJH�
RI�FULWLFDO�KHDOWK�LQIRUPDWLRQ�VKDULQJ�LPSOHPHQWDWLRQ�QHHGV�LGHQWL¿HG�E\�H[SHUWV�ZRUNLQJ�LQ�WKH�¿HOG�

�������0DUNOH�)RXQGDWLRQ
7KLV�ZRUN�ZDV�RULJLQDOO\�SXEOLVKHG�DV�SDUW�RI�WKH�0DUNOH�&RQQHFWLQJ�IRU�+HDOWK�&RPPRQ�)UDPHZRUN�3ROLFLHV�LQ�3UDFWLFH�IRU��
+HDOWK�,QIRUPDWLRQ�6KDULQJ�DQG�LV�PDGH�DYDLODEOH�VXEMHFW�WR�WKH�WHUPV�RI�D�/LFHQVH�ZKLFK�PD\�EH�YLHZHG�LQ�LWV�HQWLUHW\�DW��
KWWS���ZZZ�PDUNOH�RUJ�KHDOWK�PDUNOH�FRPPRQ�IUDPHZRUN�OLFHQVH��<RX�PD\�PDNH�FRSLHV�RI�WKLV�ZRUN��KRZHYHU��E\�FRS\LQJ�
RU�H[HUFLVLQJ�DQ\�RWKHU�ULJKWV�WR�WKH�ZRUN��\RX�DFFHSW�DQG�DJUHH�WR�EH�ERXQG�E\�WKH�WHUPV�RI�WKH�/LFHQVH��$OO�FRSLHV�RI�WKLV��
ZRUN�PXVW�UHSURGXFH�WKLV�FRS\ULJKW�LQIRUPDWLRQ�DQG�QRWLFH�

http://www.markle.org/health/markle-common-framework/connecting-professionals
http://www.markle.org/health/markle-common-framework/license
http://www.markle.org/health/markle-common-framework/license
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3ROLF\�$ZDUH�3URFXUHPHQW�6WUDWHJLHV�DQG�3UDFWLFHV���
$VNLQJ�WKH�5LJKW�4XHVWLRQV�	�5HDFKLQJ�WKH�5LJKW�$QVZHUV

([HFXWLYH�6XPPDU\
%DVHG�RQ�)DLU�,QIRUPDWLRQ�3UDFWLFH�3ULQFLSOHV��),33V���WKH�SULQFLSOHV��SROLFLHV��DQG�WHFKQRORJ\�
SUDFWLFHV�RI�WKH�0DUNOH�&RQQHFWLQJ�IRU�+HDOWK�&RPPRQ�)UDPHZRUN�IRU�3ULYDWH�DQG�6HFXUH�+HDOWK�
,QIRUPDWLRQ�([FKDQJH��0DUNOH�&RPPRQ�)UDPHZRUN��ZHUH�GHYHORSHG�E\�D�GLYHUVH�JURXS�RI�
KHDOWK�FDUH�OHDGHUV�WR�OD\�D�EOXHSULQW�IRU�DQ�LQWHJUDWHG�DQG�FRPSUHKHQVLYH�IUDPHZRUN�RI�WUXVW��
7KH�0DUNOH�&RPPRQ�)UDPHZRUN�UHOLHV�RQ�SROLF\�DQG�WHFKQRORJ\�GHFLVLRQV�WR�ZRUN�WRJHWKHU�WR�
VXSSRUW�WKLV�IUDPHZRUN�RI�WUXVW��3ROLF\�SURYLGHV�WKH�UXOHV�RI�WKH�URDG�IRU�LQIRUPDWLRQ�VKDULQJ��
ZKLOH�WHFKQRORJ\�HQDEOHV�LQIRUPDWLRQ�VKDULQJ�LQ�DFFRUGDQFH�ZLWK�SROLF\�DV�ZHOO�DV�SURYLGHV�WRROV�
WR�HQIRUFH�SROLF\��

3ROLF\�DQG�WHFKQRORJ\�DUH�LQH[WULFDEO\�OLQNHG��+RZHYHU��LQ�SUDFWLFH��ZKHQ�LPSOHPHQWLQJ�KHDOWK�
LQIRUPDWLRQ�VKDULQJ�HIIRUWV��RIWHQ�GHFLVLRQV�UHODWHG�WR�SURFXUHPHQW�RI�KHDOWK�LQIRUPDWLRQ�SURGXFWV�
DQG�RU�VHUYLFHV��³7HFKQRORJ\´��DUH�PDGH�LQGHSHQGHQWO\��,Q�WKLV�QRQ�LQWHJUDWHG�DSSURDFK��WKHUH�
DUH�ULVNV�WKDW�WKH�7HFKQRORJ\�SXUFKDVHG�ZLOO�QRW�EH�DEOH�WR�VXSSRUW�WKH�GHVLUHG�SROLFLHV��RU��LI�
WHFKQRORJ\�LV�SXUFKDVHG�SULRU�WR��RU�LQ�WKH�DEVHQFH�RI��DGGUHVVLQJ�NH\�SROLF\�GHFLVLRQV��WKHUH�LV�WKH�
SRWHQWLDO�IRU�WHFKQRORJ\�FDSDELOLWLHV�WR�FUHDWH�GH�IDFWR�SROLF\��

%\�DGGUHVVLQJ�SROLF\�REMHFWLYHV�EHIRUH�DQG�GXULQJ�WKH�SURFXUHPHQW�SURFHVV��KHDOWK�LQIRUPDWLRQ�
VKDULQJ�HIIRUWV�FDQ�DYRLG�WKHVH�XQLQWHQGHG�GLVFUHSDQFLHV�EHWZHHQ�SROLF\�REMHFWLYHV�DQG�WHFKQLFDO�
FDSDELOLWLHV��DQG�ZRUN�WR�SURFXUH�DQG�LPSOHPHQW�V\VWHPV�WKDW�SURPRWH�WUXVW�DPRQJ�KHDOWK�
LQIRUPDWLRQ�VKDULQJ�SDUWLFLSDQWV��7KLV�3ROLFLHV�LQ�3UDFWLFH�GHVFULEHV�KRZ�KHDOWK�LQIRUPDWLRQ�
VKDULQJ�HIIRUWV�FDQ�XVH�WKHLU�SULYDF\�DQG�VHFXULW\�SROLFLHV�DQG�SURFHGXUHV�WR�JXLGH�WKHLU�GLDORJXH�
ZLWK�SURVSHFWLYH�WHFKQRORJ\�GHYHORSHUV�WRZDUG�WKH�SURFXUHPHQW�DQG�LPSOHPHQWDWLRQ�RI�KHDOWK�
LQIRUPDWLRQ�SURGXFWV�DQG�RU�VHUYLFHV�WKDW�VXSSRUW�SROLF\�REMHFWLYHV�

�

0DUNOH�&RQQHFWLQJ�IRU�+HDOWK�WKDQNV�$OOHQ�%ULVNLQ��3LOOVEXU\�:LQWKURS�6KDZ�3LWWPDQ�IRU�
GUDIWLQJ�WKLV�SDSHU��:H�DOVR�WKDQN�PHPEHUV�RI�WKH�0DUNOH�&RQQHFWLQJ�IRU�+HDOWK�+HDOWK�
,QIRUPDWLRQ�([FKDQJH�$GYLVRU\�&RPPLWWHH�IRU�WKHLU�FRQWULEXWLRQ�LQ�GHYHORSLQJ�WKLV�SDSHU�

http://www.markle.org/health/markle-common-framework/connecting-professionals/pip3#Sect1
http://www.markle.org/health/markle-common-framework/connecting-professionals/pip3#Sect1
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7KLV�3ROLFLHV�LQ�3UDFWLFH�SURYLGHV�D�

� ��� 'HVFULSWLRQ�RI�NH\�SROLF\�GHFLVLRQV��RUJDQL]HG�E\�WKH�0DUNOH�&RQQHFWLQJ�IRU�+HDOWK�),33V��
� � EDVHG�SULYDF\�SULQFLSOHV��DQG�D�VDPSOH�IUDPHZRUN�IRU�JXLGLQJ�WKHVH�GHFLVLRQV�WR�EH�PDGH��
� � SULRU�WR�SURFXUHPHQW�RI�VSHFL¿F�7HFKQRORJ\�

� ��� 5HFRPPHQGHG�DSSURDFK�IRU�KDYLQJ�WKH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW¶V�SROLFLHV��
� � UHÀHFWHG�LQ�LWV�GHVFULSWLRQ�WR�SURVSHFWLYH�YHQGRUV�RI�WKH�WHFKQLFDO�UHTXLUHPHQWV�IRU��
� � WKH�7HFKQRORJ\��

� ��� 5HFRPPHQGHG�DSSURDFK�E\�ZKLFK�WKH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW�FDQ�DVVXUH�WKDW��
� � SURVSHFWLYH�GHYHORSHUV¶�RU�YHQGRUV¶�SURSRVDOV�UHVSRQG�WR�WKH�KHDOWK�LQIRUPDWLRQ�VKDULQJ��
� � HIIRUW¶V�SROLF\�GULYHQ�VSHFL¿FDWLRQV�DQG�RWKHU�UHTXLUHPHQWV��DQG�

� ��� *ORVVDU\�RI�LPSRUWDQW�3ULYDF\�DQG�6HFXULW\�WHUPV�XVHG�LQ�7HFKQRORJ\�SURFXUHPHQW��LQ��
� � RUGHU�WR�DVVLVW�SURFXULQJ�RUJDQL]DWLRQV�DQG�SURVSHFWLYH�YHQGRUV�WR�FRPPXQLFDWH��
� � HIIHFWLYHO\�UHJDUGLQJ�WKH�RUJDQL]DWLRQV¶�7HFKQRORJ\�QHHGV�

7KLV�3ROLFLHV�LQ�3UDFWLFH�RXWOLQHV�WKH�IROORZLQJ�NH\�UHFRPPHQGDWLRQV�

� ��� ,QFOXGH�LQGLYLGXDOV�ZLWK�VSHFLDOL]HG�H[SHUWLVH�LQ�LQIRUPDWLRQ�WHFKQRORJ\�DV�ZHOO�DV��
� � SULYDF\�VHFXULW\�PDWWHUV�LQ�WKH�GHYHORSPHQW�RI�3ULYDF\�DQG�6HFXULW\�3ROLFLHV�DQG�GHFLVLRQ��
� � PDNLQJ�DERXW�WHFKQRORJ\�SURFXUHPHQW��³3ROLF\´�DQG�³WHFKQRORJ\´�GLVFXVVLRQV�VKRXOG��
� � RFFXU�FRQFXUUHQWO\�UDWKHU�WKDQ�LQ�LVRODWLRQ�

� ��� 3URYLGH�HDFK�SURVSHFWLYH�WHFKQRORJ\�GHYHORSHU�RU�YHQGRU�ZLWK�D�FRS\�RI�WKH�3ULYDF\��
� � 3ROLFLHV�RU�SURYLGH�FRQWH[W�DV�QHFHVVDU\��,Q�PRVW�FLUFXPVWDQFHV��WKLV�LV�WKH�PRVW�HIIHFWLYH��
� � PHDQV�RI�GHVFULELQJ�WKH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW¶V�SROLF\�UHTXLUHPHQWV�WR�LQIRUP��
� � WKH�SURFXUHPHQW�SURFHVV��

� ��� 'HYHORS�XVH�FDVHV�WKDW�ZLOO�DOORZ�SURVSHFWLYH�WHFKQRORJ\�GHYHORSHUV�RU�YHQGRUV�WR�SUHVHQW��
� � GHPRQVWUDWLRQV�RI�WKHLU�7HFKQRORJ\�LQ�VSHFL¿F�VLWXDWLRQV�WR�VDWLVI\�SROLF\�REMHFWLYHV�

� ��� 6XSSRUW�RSHQQHVV�DQG�WUDQVSDUHQF\�DQG�FUHDWH�D�VHQVH�RI�VKDUHG�JRDOV�EHWZHHQ�WKRVH��
� � DFTXLULQJ�DQG�WKRVH�VXSSO\LQJ�7HFKQRORJ\�E\�GHYHORSLQJ�DQG�VKDULQJ�ZULWWHQ�FULWHULD�WR��
� � HYDOXDWH�VXFK�SURGXFWV�DQG�RU�VHUYLFHV�

� ��� $VVXUH�FRPSOLDQFH�ZLWK�SROLF\�JRDOV�E\�UHTXLULQJ�HDFK�SURVSHFWLYH�YHQGRU�RU�GHYHORSHU��
� � WR�GHVFULEH�KRZ�WKH�SURSRVHG�7HFKQRORJ\�FDQ�DGGUHVV�WKH�UHTXLUHPHQWV�QRZ�DV�ZHOO�DV��
� � PDLQWDLQ�ÀH[LELOLW\�WR�HYROYH�ZLWK�FKDQJLQJ�SROLF\�DQG�PDLQWDLQ�FRPSDWLELOLW\�LQ��
� � H[FKDQJLQJ�LQIRUPDWLRQ�ZLWK�RWKHU�V\VWHPV��

� ��� $VN�WKH�SURVSHFWLYH�YHQGRU�RU�GHYHORSHU�WR�SURYLGH�LWV�RZQ�SULYDF\�DQG�VHFXULW\�SROLFLHV��
� � IRU�UHYLHZ�DQG�DQDO\VLV�WR�GHWHUPLQH�ZKHWKHU�WKRVH�SROLFLHV�DUH�FRQVLVWHQW�ZLWK�WKH�KHDOWK��
� � LQIRUPDWLRQ�VKDULQJ�HIIRUW¶V�3ULYDF\�3ROLFLHV�DQG�UHTXHVW�DQ\�QHFHVVDU\�FKDQJHV�WR�VDWLVI\��
� � WKH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW¶V�UHTXLUHPHQWV��
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,��,QWURGXFWLRQ
7KLV�3ROLFLHV�LQ�3UDFWLFH�GHVFULEHV�KRZ�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUWV�FDQ�XVH�WKHLU�SULYDF\�
DQG�VHFXULW\�SROLFLHV�DQG�SURFHGXUHV��³3ULYDF\�3ROLFLHV´��WR�JXLGH�WKHLU�GLDORJXH�ZLWK�SURVSHFWLYH�
WHFKQRORJ\�GHYHORSHUV�WRZDUG�WKH�SURFXUHPHQW�DQG�LPSOHPHQWDWLRQ�RI�KHDOWK�LQIRUPDWLRQ�
SURGXFWV�DQG�RU�VHUYLFHV��³7HFKQRORJ\´��WKDW�DFFRPSOLVK�WKRVH�3ULYDF\�3ROLFLHV¶�REMHFWLYHV��
$V�HQYLVLRQHG�E\�WKH�0DUNOH�&RPPRQ�)UDPHZRUN��KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUWV�RIIHU�
WKHLU�KHDOWK�LQIRUPDWLRQ�VKDULQJ�SDUWLFLSDQWV�WZR�VHWV�RI�WRROV��SROLFLHV�DQG�SUDFWLFHV�IRU�KHDOWK�
LQIRUPDWLRQ�VKDULQJ��DQG�FHUWDLQ�WHFKQRORJLFDO�WRROV�WR�IDFLOLWDWH�WKDW�VKDULQJ��7R�EH�HIIHFWLYH��WKH�
7HFKQRORJ\�PXVW�ZRUN�LQ�DFFRUGDQFH�ZLWK�WKH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW¶V�3ULYDF\�3ROLFLHV��

7KLV�UHVRXUFH�FDQ�DVVLVW�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUWV�WR�LGHQWLI\�DQG�DFW�XSRQ�WKH�SROLF\�
GHFLVLRQV�WKDW�VKRXOG�EH�PDGH�SULRU�WR�WKH�SURFXUHPHQW�RI�7HFKQRORJ\��DQG�WR�GHVFULEH�SUDFWLFHV�
WKDW�ZLOO�KHOS�HQVXUH�WKDW�SURVSHFWLYH�YHQGRUV�DQG�WKRVH�ZKR�DUH�LQYROYHG�LQ�LPSOHPHQWDWLRQ�
XQGHUVWDQG�WKHVH�SROLF\�GHFLVLRQV��DQG�WKDW�WKH�7HFKQRORJ\�PXVW�KDYH�WKH�FDSDELOLWLHV�WR�VXSSRUW�
WKHP��%\�DGGUHVVLQJ�SROLF\�REMHFWLYHV�EHIRUH�DQG�GXULQJ�WKH�SURFXUHPHQW�SURFHVV��KHDOWK�
LQIRUPDWLRQ�VKDULQJ�HIIRUWV�FDQ�DYRLG�XQLQWHQGHG�GLVFUHSDQFLHV�EHWZHHQ�SROLF\�REMHFWLYHV�DQG�
WHFKQLFDO�FDSDELOLWLHV��DQG�SURFXUH�DQG�LPSOHPHQW�V\VWHPV�WKDW�SURPRWH�WUXVW�DPRQJ�KHDOWK�
LQIRUPDWLRQ�VKDULQJ�SDUWLFLSDQWV��

7KH�0DUNOH�&RPPRQ�)UDPHZRUN��LQFOXGLQJ�LWV�3ULYDF\�DQG�7HFKQRORJ\�*XLGHV��DUH�DSSOLFDEOH�
WR�D�ZLGH�YDULHW\�RI�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUWV��8VHUV�RI�WKLV�3ROLFLHV�LQ�3UDFWLFH�VKRXOG�
DOVR�FRQVXOW�DSSURSULDWH�UHVRXUFHV�WKDW�DGGUHVV�DSSOLFDEOH�IHGHUDO��VWDWH�RU�RWKHU�SURFXUHPHQW�
UHTXLUHPHQWV��DV�ZHOO�DV�VWDWH�DQG�RWKHU�DSSOLFDEOH�SULYDF\�ODZV�DQG�UHJXODWLRQV��SOXV�RWKHU�
JXLGDQFH�WKDW�WKH\�GHWHUPLQH�WR�EH�DSSURSULDWH�

+HDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUWV�VKRXOG�H[SHFW�WKDW�WKHLU�3ULYDF\�3ROLFLHV�ZLOO�QHHG�WR�HYROYH�
RYHU�WLPH��3ULYDF\�3ROLFLHV��DQG�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUWV¶�SROLF\�GHYHORSPHQW�SURFHVVHV��
ZLOO�EH�UHTXLUHG�WR�DGGUHVV�FKDQJHV�DQG�RWKHU�GHYHORSPHQWV�LQ�WKH�ODZV�WKDW�UHJXODWH�KHDOWK�
LQIRUPDWLRQ�SULYDF\�DQG�VKDULQJ��DQG�LQ�WKH�RYHUDUFKLQJ�OHJDO�HQYLURQPHQW�LQ�ZKLFK�KHDOWK�
LQIRUPDWLRQ�VKDULQJ�RFFXUV��,Q�DGGLWLRQ��HYROYLQJ�H[SHULHQFH�DQG�H[SHFWDWLRQV�DPRQJ�KHDOWK�
LQIRUPDWLRQ�VKDULQJ�HIIRUWV��KHDOWK�LQIRUPDWLRQ�VKDULQJ�SDUWLFLSDQWV��DQG�WKH�LQGLYLGXDOV�DQG�
FRPPXQLWLHV�WKH\�VHUYH�ZLOO�DOVR�UHTXLUH�WKDW�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUWV¶�3ULYDF\�3ROLFLHV�
FRQWLQXH�WR�HYROYH��7KHUHIRUH��D�SROLF\�DZDUH�DUUDQJHPHQW�ZLWK�D�KHDOWK�LQIRUPDWLRQ�WHFKQRORJ\�
�KHDOWK�,7��GHYHORSHU�PXVW�LQFOXGH�PHFKDQLVPV�WR�LGHQWLI\�DQG�DFFRPPRGDWH�WKH�SROLF\�DQG�
WHFKQRORJLFDO�FKDQJHV�WKDW�ZLOO�EH�UHTXLUHG�RYHU�WLPH�

7KLV�3ROLFLHV�LQ�3UDFWLFH�SURYLGHV�D�

� ��� 'HVFULSWLRQ�RI�NH\�SROLF\�GHFLVLRQV�

� ��� 6DPSOH�IUDPHZRUN�IRU�PDNLQJ�WKRVH�GHFLVLRQV�

� ��� 5HFRPPHQGHG�DSSURDFK�IRU�KDYLQJ�WKH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW¶V�SROLFLHV��
� � UHÀHFWHG�LQ�LWV�GHVFULSWLRQ�WR�SURVSHFWLYH�YHQGRUV�RI�LWV�WHFKQLFDO�UHTXLUHPHQWV�IRU��
� � WKH�7HFKQRORJ\��DQG�
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� ��� 5HFRPPHQGHG�DSSURDFK�E\�ZKLFK�WKH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW�FDQ�DVVXUH�WKDW��
� � SURVSHFWLYH�GHYHORSHUV¶�RU�YHQGRUV¶�SURSRVDOV�UHVSRQG�WR�WKH�KHDOWK�LQIRUPDWLRQ�VKDULQJ��
� � HIIRUW¶V�SROLF\�GULYHQ�VSHFL¿FDWLRQV�DQG�RWKHU�UHTXLUHPHQWV��

7KHVH�HOHPHQWV�DUH�VXSSOHPHQWHG�E\�D�UHFRPPHQGHG�*ORVVDU\�RI�LPSRUWDQW�WHUPV�XVHG�LQ��
KHDOWK�,7�SURFXUHPHQW��WR�DVVLVW�SURFXULQJ�RUJDQL]DWLRQV�DQG�SURVSHFWLYH�YHQGRUV�RQ�KRZ��
WR�FRPPXQLFDWH�HIIHFWLYHO\�UHJDUGLQJ�WKH�RUJDQL]DWLRQV¶�QHHGV�IRU�7HFKQRORJ\��DQG�KRZ�WKH�
SURVSHFWLYH�YHQGRUV¶�SURGXFWV�DQG�VHUYLFHV�ZLOO�VDWLVI\�WKRVH�QHHGV��7KLV�*ORVVDU\�LQFRUSRUDWHV�
D�QXPEHU�RI�GH¿QHG�WHUPV�LQFOXGHG�LQ�WKH�0DUNOH�&RPPRQ�)UDPHZRUN�IRU�3ULYDWH�DQG�6HFXUH�
,QIRUPDWLRQ�([FKDQJH¶V�0RGHO�&RQWUDFW�IRU�+HDOWK�,QIRUPDWLRQ�([FKDQJH��VXFK�DV�UHIHUULQJ�WR��
WKH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW�DV�D�³VXE�QHWZRUN�RUJDQL]DWLRQ´�RU�³612�´

,,��$VVXULQJ�6XSSRUW�IRU�DQG�&RPSOLDQFH�ZLWK�3ULYDF\�3ROLFLHV
7KLV�3ROLFLHV�LQ�3UDFWLFH�VHHNV�WR�DVVLVW�D�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW�REWDLQ�WHFKQRORJLFDO�
VXSSRUW�IRU�DQG�FRPSOLDQFH�ZLWK�LWV�3ULYDF\�3ROLFLHV�WKURXJK�7HFKQRORJ\�LPSOHPHQWDWLRQV�WKDW�DUH�
PRVW�RIWHQ�FRQGXFWHG�E\�KHDOWK�,7�GHYHORSHUV�DQG�YHQGRUV��VLPXOWDQHRXVO\�SURYLGLQJ�D�IUDPHZRUN�
IRU�UHDVRQDEO\�SURWHFWLQJ�3DWLHQW�'DWD�IURP�LQDSSURSULDWH�XVHV�DQG�RU�GLVFORVXUHV��DQG�SHUPLWWLQJ�
WKH�XVH�RI�WKDW�3DWLHQW�'DWD�LQ�ZD\V�WKDW�DUH�ERWK�SURGXFWLYH�DQG�PHDQLQJIXO�

,Q�GHYHORSLQJ�LWV�3ULYDF\�3ROLFLHV��VSHFL¿FDWLRQV�IRU�7HFKQRORJ\��DQG�RWKHU�PDWHULDOV�IRU�WKH�
SURFXUHPHQW�SURFHVV��DV�ZHOO�DV�LQ�UHYLHZLQJ�SURVSHFWLYH�UHVSRQVHV��WKH�KHDOWK�LQIRUPDWLRQ�
VKDULQJ�HIIRUW�PD\�ZLVK�WR�LQYROYH�LQGLYLGXDOV�ZLWK�VSHFLDOL]HG�H[SHUWLVH�LQ�,7�DQG�RU�SULYDF\�DQG�
VHFXULW\�PDWWHUV��,QYROYLQJ�VXEMHFW�PDWWHU�H[SHUWV�HDUO\�DQG�WKURXJKRXW�WKH�SROLF\�GHYHORSPHQW�
DQG�SURFXUHPHQW�SURFHVV�FDQ�EH�KHOSIXO��+RZHYHU��WR�DYRLG�DFWXDO�RU�DSSDUHQW�FRQÀLFWV�RI�
LQWHUHVW��WKH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW�VKRXOG�FRQVLGHU�PDQDJLQJ�WKH�SDUWLFLSDWLRQ�LQ�D�
PDQQHU�ZKLFK�PD\�LQYROYH�H[FOXGLQJ�SURVSHFWLYH�WHFKQRORJ\�GHYHORSHUV�RU�YHQGRUV�IURP�VRPH�
SDUW�RU�DOO�RI�WKH�SURFHVV�RU�RWKHUZLVH�

,Q�RUGHU�WR�JLYH�SURVSHFWLYH�WHFKQRORJ\�GHYHORSHUV�RU�YHQGRUV�WKH�RSSRUWXQLW\�WR�SURYLGH�WKH�
UHOHYDQW�VXSSRUW��WKH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW�PXVW�GHVFULEH�LWV�SULYDF\�DQG�VHFXULW\�
UHTXLUHPHQWV�LQ�GHWDLO��(DUO\�LQ�WKH�SURFXUHPHQW�SURFHVV��WKH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW�
VKRXOG�SURYLGH�FRSLHV�RI�LWV�3ULYDF\�3ROLFLHV��DV�ZHOO�DV�WKH�XVH�FDVHV�DQG�RWKHU�PDWHULDOV�GHVFULEHG�
EHORZ��RU�PDNH�RWKHU�DFFHVV�WR�WKRVH�PDWHULDOV�DYDLODEOH��7KH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW�
VKRXOG�DOVR�FRQVLGHU�ZKHWKHU�LW�ZLVKHV�WR�SURYLGH�VSHFL¿F�REMHFWLYHV�DQG�PHDVXUHV�WR�DGGUHVV�
VRPH�RU�DOO�RI�WKH�FDSDELOLWLHV�WKDW�WKH\�KDYH�GHWHUPLQHG�QHHG�WR�EH�SURYLGHG�LQ�WKH�7HFKQRORJ\��

,Q�PRVW�FLUFXPVWDQFHV��WKH�PRVW�HIIHFWLYH�PHDQV�RI�GHVFULELQJ�WKH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�
HIIRUW¶V�UHTXLUHPHQWV�ZRXOG�EH�WR�SURYLGH�HDFK�SURVSHFWLYH�WHFKQRORJ\�GHYHORSHU�RU�YHQGRU�ZLWK�D�
FRS\�RI�WKH�3ULYDF\�3ROLFLHV��WRJHWKHU�ZLWK�DQ\�RWKHU�DSSURSULDWH�GRFXPHQWDWLRQ�WKDW�H[SODLQV�WKH�
3ULYDF\�3ROLFLHV�RU�RWKHUZLVH�SURYLGHV�QHFHVVDU\�FRQWH[W�RU�GHVFULEHV�DQ\�WHFKQLFDO�VSHFL¿FDWLRQV��
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7KH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW�PD\�ZLVK�WR�FRQVLGHU�VXSSOHPHQWLQJ�LWV�3ULYDF\�3ROLFLHV�
E\�GHYHORSLQJ�XVH�FDVHV�WKDW�ZLOO�DOORZ�SURVSHFWLYH�WHFKQRORJ\�GHYHORSHUV�RU�YHQGRUV�WR�SUHVHQW�
GHPRQVWUDWLRQV�RI�WKHLU�7HFKQRORJ\�LQ�VSHFL¿F�VLWXDWLRQV��DQG�LQYROYLQJ�VSHFL¿F�SDUWLHV��WKDW�
GHPRQVWUDWH�KRZ�WKH\�ZLOO�FRPSO\�ZLWK�DQG�DFFRPSOLVK�WKH�REMHFWLYHV�RI�WKH�KHDOWK�LQIRUPDWLRQ�
VKDULQJ�HIIRUW¶V�3ULYDF\�3ROLFLHV��6XFK�XVH�FDVHV�VKRXOG�LOOXVWUDWH�ERWK�WKH�H[SHULHQFH�RI�WKH��
W\SLFDO�$XWKRUL]HG�8VHU�RI�WKH�7HFKQRORJ\��DQG�WKH�H[SHULHQFH�RI�$XWKRUL]HG�8VHUV�ZLWK��
RYHUVLJKW�UHVSRQVLELOLWLHV�

,W�LV�EHVW�WR�GHYHORS�WKH�ZULWWHQ�FULWHULD�E\�ZKLFK�LW�ZLOO�HYDOXDWH�SURVSHFWLYH�UHVSRQVHV�DQG�RU��
GHPRQVWUDWLRQV��'RLQJ�VR�FDQ�SURPRWH�DQ�DWPRVSKHUH�RI�RSHQQHVV�DQG�WUDQVSDUHQF\�WR�WKH�
SURFXUHPHQW�SURFHVV�DQG�FUHDWH�D�VHQVH�RI�VKDUHG�JRDOV�WKDW�ZLOO�IDFLOLWDWH�HIIHFWLYH�UHODWLRQVKLSV�

7KH�IROORZLQJ�SDJHV�UDLVH�D�QXPEHU�RI�LVVXHV�UHJDUGLQJ�KRZ�WKH�SURVSHFWLYH�7HFKQRORJ\�ZLOO�
DVVXUH�WKDW�WKH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW¶V�6\VWHP�LV�FRPSOLDQW�ZLWK�WKH�SULQFLSOHV�XSRQ�
ZKLFK�LWV�3ULYDF\�3ROLFLHV�DUH�EDVHG��7KH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW�VKRXOG�H[SODLQ�WKDW�
HDFK�RI�WKHVH�LVVXHV�ZLOO�UHTXLUH�D�UHVSRQVH�IURP�WKH�7HFKQRORJ\�WKDW�ZLOO�LPSOHPHQW�WKH�3ULYDF\�
3ROLFLHV��7KH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW�VKRXOG�UHTXLUH�WKDW�HDFK�UHVSRQVH�GHVFULEH�LQ�
DGGLWLRQ�WKH�QDWXUH�DQG�H[WHQW�RI�WKH�7HFKQRORJ\¶V�ÀH[LELOLW\�DQG�FRPSDWLELOLW\�LQ�H[FKDQJLQJ�
LQIRUPDWLRQ�ZLWK�RWKHU�V\VWHPV��VXFK�DV�WKRVH�ZLWK�ZKLFK�WKH�7HFKQRORJ\�ZLOO�EH�XVHG��DQG��
DQ\�DOWHUQDWLYH�WHFKQRORJ\�WR�ZKLFK�WKH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW�ZLOO�ZLVK�WR�DIIHFW��
D�WUDQVLWLRQ�DW�D�ODWHU�WLPH��

3URVSHFWLYH�WHFKQRORJ\�GHYHORSHUV�DQG�YHQGRUV�VKRXOG�EH�UHTXLUHG�WR�H[SODLQ��LQ�WKHLU�RZQ�
ZRUGV��WKHLU�XQGHUVWDQGLQJ�RI�WKH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW¶V�3ULYDF\�3ROLFLHV��LQ�RUGHU�
WR�GHPRQVWUDWH�DQ�DSSURSULDWH�OHYHO�RI�XQGHUVWDQGLQJ��DQG�WR�KHOS�LGHQWLI\�DQ\�LVVXHV�IRU�ZKLFK�
FODUL¿FDWLRQ�LV�DSSURSULDWH��,Q�DGGLWLRQ��HDFK�VKRXOG�EH�UHTXLUHG�WR�H[SODLQ�DQG�GHPRQVWUDWH�KRZ�
LWV�7HFKQRORJ\�DQG�SURFHVVHV�ZRUN�WR�VXSSRUW�HDFK�IDFWRU��PHDVXUH��DQG�RU�VWDQGDUG�WKDW�WKH�
KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW�KDV�UHTXLUHG��3URVSHFWLYH�WHFKQRORJ\�GHYHORSHUV�RU�YHQGRUV�PD\�
EH�DVNHG�WR�SURYLGH�DOWHUQDWLYH�PHDQV�WR�DFKLHYH�WKH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW¶V�REMHFWLYHV�
ZLWK�UHVSHFW�WR�HDFK�RI�WKHVH�PDWWHUV��

:KHQ�D�SURVSHFWLYH�7HFKQRORJ\�LV�QRW�DYDLODEOH�IRU�UHYLHZ�DQG�HYDOXDWLRQ�GXULQJ�WKH�SURFXUHPHQW�
SURFHVV��D�QXPEHU�RI�DGGLWLRQDO�LVVXHV�DUH�UDLVHG��7KH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW�VKRXOG�
REWDLQ�GHWDLOHG�FRPPLWPHQWV�UHJDUGLQJ�FRPSOLDQFH�ZLWK�VSHFL¿FDWLRQV�DQG�GHOLYHU\�WLPHV��
WRJHWKHU�ZLWK�UHPHGLDO�PHDVXUHV�DQG�IHH�DGMXVWPHQWV��

,Q�DGGLWLRQ��WKH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW�VKRXOG�UHYLHZ�DQG�DQDO\]H�HDFK�SURVSHFWLYH�
WHFKQRORJ\�GHYHORSHU¶V�RU�YHQGRU¶V�RZQ�SULYDF\�DQG�VHFXULW\�SROLFLHV�WR�GHWHUPLQH�ZKHWKHU�WKRVH�
SROLFLHV�DUH�FRQVLVWHQW�ZLWK�WKH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW¶V�3ULYDF\�3ROLFLHV��RU�UHTXLUH�
FKDQJHV�WR�VDWLVI\�WKH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW¶V�UHTXLUHPHQWV�

1RWH��&DSLWDOL]HG�WHUPV�KDYH�WKH�PHDQLQJV�JLYHQ�WR�WKHP�LQ�WKH�DWWDFKHG�*ORVVDU\��ZKLFK�LQFOXGHV�
D�QXPEHU�RI�WHUPV�GH¿QHG�LQ�WKH�0RGHO�&RQWUDFW�IRU�+HDOWK�,QIRUPDWLRQ�([FKDQJH�
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��� :KDW�FRQWUROV��PHDVXUHV�DQG�RU��
� VWDQGDUGV�GRHV�WKH�KHDOWK�LQIRUPDWLRQ��
� VKDULQJ�HIIRUW�UHTXLUH�WR�DVVXUH�WKDW�LW��
� DFKLHYHV�DQ�DSSURSULDWH�GHJUHH�RI��
� RSHQQHVV�DQG�WUDQVSDUHQF\�
� UHJDUGLQJ�GHYHORSPHQWV��SURFHGXUHV���
� SROLFLHV��WHFKQRORJ\�DQG�SUDFWLFHV�ZLWK��
� UHVSHFW�WR�WKH�WUHDWPHQW�RI�3DWLHQW�'DWD"

� )DFWRUV�WR�FRQVLGHU�LQFOXGH�±�$ELOLW\�RI��
� LQGLYLGXDOV�WR�REWDLQ�DQ�XQGHUVWDQGLQJ�RI�

�� 7KH�LQIRUPDWLRQ�DERXW�WKHP�WKDW�LV�
EHLQJ�FROOHFWHG��PDGH�DYDLODEOH�IRU�
GLVFORVXUH��DQG�DFWXDOO\�GLVFORVHG�DQG�
XVHG��L�H���3DWLHQW�'DWD���DQG

�� +RZ�WKH\�FDQ�H[HUFLVH�UHDVRQDEOH�
FRQWURO�RYHU�WKHLU�3DWLHQW�'DWD�

&200(176

7KH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW�ZLOO�ZDQW�
WR�XQGHUVWDQG�WKH�H[WHQW�WR�ZKLFK�WKH�SURGXFWV�
DQG�RU�VHUYLFHV�IDFLOLWDWH��D��PDNLQJ�VSHFL¿HG�
LQIRUPDWLRQ�DYDLODEOH�WR�3DUWLFLSDQWV�DQG�
,QGLYLGXDOV���E��FRPPXQLFDWLQJ�WKDW�LQIRUPDWLRQ�
WR�3DUWLFLSDQWV�DQG�,QGLYLGXDOV��DQG�RU��F��
SURYLGLQJ�D�PHFKDQLVP�E\�ZKLFK�3DUWLFLSDQWV�
DQG�,QGLYLGXDOV�FDQ�FRPPXQLFDWH�ZLWK�WKH�KHDOWK�
LQIRUPDWLRQ�VKDULQJ�HIIRUW�UHJDUGLQJ�PDWWHUV��
RI�FRQFHUQ�

7KH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW�VKRXOG�
SURYLGH�FRSLHV�RI��RU�RWKHU�DFFHVV�WR��WKHLU�
DSSOLFDEOH�SROLFLHV�DQG�SURFHGXUHV��WR�SURYLGH�DQ�
XQGHUVWDQGLQJ�RI�WKH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�
HIIRUW¶V�REMHFWLYHV�UHJDUGLQJ�WKH�SURPRWLRQ�DQG�
PDLQWHQDQFH�RI�RSHQQHVV�DQG�WUDQVSDUHQF\��
DQG�DQ\�VSHFL¿F�PHDQV�DGRSWHG�E\�WKH�KHDOWK�
LQIRUPDWLRQ�VKDULQJ�HIIRUW�WR�SURPRWH�DQG�RU�
PDLQWDLQ�RSHQQHVV�DQG�WUDQVSDUHQF\��LQFOXGLQJ�
ZLWKRXW�OLPLWDWLRQ�WKH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�
HIIRUW¶V�QRWLFH�RI�SULYDF\�SUDFWLFHV�

,W�PD\�EH�KHOSIXO�IRU�WKH�KHDOWK�LQIRUPDWLRQ�
VKDULQJ�HIIRUW�WR�SURYLGH�D�VXPPDU\�RI�LWV�SROLF\�
REMHFWLYHV�UHJDUGLQJ�RSHQQHVV�DQG�WUDQVSDUHQF\��
LQ�RUGHU�WR�GHVFULEH�FOHDUO\�WKH�VSHFL¿F�REMHFWLYHV�
WKH\�DUH�VHHNLQJ�WR�DFKLHYH�ZLWK�UHVSHFW�WR��
WKHVH�PDWWHUV�

7KH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW¶V�
VSHFL¿FDWLRQV�IRU�WKH�7HFKQRORJ\�VKRXOG�
LQFOXGH�DQ\�VSHFL¿F�PHDVXUHV�IRU�RSHQQHVV�
DQG�WUDQVSDUHQF\�GHVFULEHG�E\�WKHLU�DSSOLFDEOH�
SROLFLHV�DQG�SURFHGXUHV��RU�RWKHUZLVH�ZKDW��
WKH\�GHWHUPLQHG�

6SHFL¿F�PDWWHUV�WR�EH�DGGUHVVHG�VKRXOG�LQFOXGH��
ZLWKRXW�OLPLWDWLRQ��DXGLW�FDSDELOLWLHV��DQG�KRZ�
WKH�7HFKQRORJ\�ZLOO�VXSSRUW�WUDQVSDUHQF\�DQG�
DFFRXQWDELOLW\���H�J���WKH�JHQHUDWLRQ�RI�DOHUWV�ZKHQ�
FHUWDLQ�SRWHQWLDOO\�SUREOHPDWLF�HYHQWV�RFFXU��
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��� :KDW�FRQWUROV��PHDVXUHV�DQG�RU�VWDQGDUGV��
� GRHV�WKH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW��
� ZLVK�WR�DGRSW�WR�SURYLGH�IRU�SXUSRVH�
� VSHFL¿FDWLRQ�DQG�PLQLPL]DWLRQ�IRU�
� 3DWLHQW�'DWD"

� )DFWRUV�WR�FRQVLGHU�LQFOXGH��

�� /LPLWDWLRQV�XSRQ�WKH�XVH�RI�3DWLHQW�
'DWD�WR�WKH�PLQLPXP�DPRXQW�QHFHVVDU\�
WR�DFFRPSOLVK�WKH�KHDOWK�LQIRUPDWLRQ�
VKDULQJ�HIIRUW¶V�VSHFL¿HG�SXUSRVHV��DQG

�� 0HDVXUHV�WR�SUHYHQW�FROOHFWLRQ�RI�
3DWLHQW�'DWD�IRU�XQDXWKRUL]HG�SXUSRVHV�
DQG�LWV�XVH�RU�UHXVH�IRU�GLIIHUHQW�RU�
XQDXWKRUL]HG�SXUSRVHV�

�� 0HDVXUHV�WR�WUDFN�DGKHUHQFH�WR�
VWDQGDUGV�UHJDUGLQJ�PLQLPXP�
QHFHVVDU\�XVHV�DQG�GLVFORVXUHV�RI�
3DWLHQW�'DWD��DQG

�� 7KH�H[WHQW�WR�ZKLFK�WKH�7HFKQRORJ\�
PHHW�FXUUHQW�DQG�HPHUJLQJ�
LQWHURSHUDELOLW\�VWDQGDUGV�

�
�
�
�
�
�
��� :KDW�PHDVXUHV�DQG�RU�VWDQGDUGV�GRHV�WKH��
� KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW�ZLVK�WR��
� DGRSW�WR�DFFRPSOLVK�FROOHFWLRQ�OLPLWDWLRQ�
� IRU�3DWLHQW�'DWD"

� )DFWRUV�WR�FRQVLGHU�LQFOXGH�

�� 3DUWLFLSDQWV¶�REWDLQLQJ�3DWLHQW�'DWD��
E\�IDLU�DQG�ODZIXO�PHDQV�RQO\�

�� 3DUWLFLSDQWV¶�REWDLQLQJ�3DWLHQW�'DWD�
ZLWK�WKH�NQRZOHGJH�DQG�RU�FRQVHQW�
RI�WKH�3DWLHQW��LI�DQG�WR�WKH�H[WHQW�
UHTXLUHG��

� � � �FRQWLQXHG�RQ�QH[W�SDJH�

&200(176

7KH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW�ZLOO�ZDQW�
WR�XQGHUVWDQG�KRZ�WKH�7HFKQRORJ\�SURGXFWV�DQG�
RU�VHUYLFHV�DVVLVW�LQ�WKH�PDQDJHPHQW�RI�SXUSRVH�
VSHFL¿FDWLRQ�DQG�PLQLPL]DWLRQ��ERWK�ZLWK�UHVSHFW�
WR�WKH�FROOHFWLRQ�RI�WKDW�LQIRUPDWLRQ�DQG�LQ�
FRQQHFWLRQ�ZLWK�WKH�PDNLQJ�RI�WKDW�LQIRUPDWLRQ�
IRU�GLVFORVXUH�DQG�RU�XVH�WKURXJK�KHDOWK�
LQIRUPDWLRQ�VKDULQJ�HIIRUWV��

$JDLQ��WKH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW�
VKRXOG�SURYLGH�FRSLHV�RI��DQG�RU�RWKHU�DFFHVV�WR��
DOO�DSSOLFDEOH�SROLFLHV�DQG�SURFHGXUHV��,W�PD\�EH�
KHOSIXO�WR�SURYLGH�D�VXPPDU\�RI�SROLF\�REMHFWLYHV�
DQG�VSHFL¿F�PHDVXUHV�WKDW�DUH�VRXJKW��

7KH�SURVSHFWLYH�WHFKQRORJ\�GHYHORSHUV¶�RU�
YHQGRU¶V�SULYDF\�DQG�VHFXULW\�SROLFLHV�VKRXOG��
EH�H[DPLQHG�DV�ZHOO�

6SHFL¿F�PDWWHUV�WR�EH�DGGUHVVHG�VKRXOG�LQFOXGH��

�� 5HVSRQVH�WR�TXHULHV��:KLFK�LQIRUPDWLRQ�
LV�UHWXUQHG�LQ�WKH�TXHU\�SURFHVV"

�� 5ROH�EDVHG�DFFHVV��+RZ�GRHV�DQ�
$XWKRUL]HG�8VHU¶V�UROH�HIIHFW�ZKDW�
LQIRUPDWLRQ�LV�DYDLODEOH�EDVHG�RQ��
WKH�UROH"

�� :KLFK�LQIRUPDWLRQ�LV�H[SRVHG�WKURXJK�
WKH�8VHU�,QWHUIDFH"�

�� :KLFK�LQIRUPDWLRQ�LV�GRFXPHQWHG�E\�
HDFK�DXGLW�UHSRUW�IRU�D�SDWLHQW�TXHU\��
DQG�UHWULHYDO�RI�SDWLHQW�LQIRUPDWLRQ"

�
)RU�HDFK�RI�WKHVH�LVVXHV��WKH�SURVSHFWLYH�9HQGRU�
VKRXOG�H[SODLQ�DQG�GHPRQVWUDWH�KRZ�LWV�SULYDF\�
DQG�VHFXULW\�SROLFLHV��DV�LPSOHPHQWHG�WKURXJK�
WKH�7HFKQRORJ\��DFFRPSOLVK�WKHVH�REMHFWLYHV��,Q�
DGGLWLRQ��WKH�SURVSHFWLYH�9HQGRU�VKRXOG�SURYLGH�
D�FRS\�RI�LWV�SULYDF\�SROLFLHV�DQG�SURFHGXUHV�

6SHFL¿F�PDWWHUV�WR�EH�DGGUHVVHG�VKRXOG�LQFOXGH�

�� 7HFKQRORJ\�VSHFL¿FDWLRQV�WR�HQVXUH�WKDW�
DQ�,QGLYLGXDO¶V�GRFXPHQWHG�GHVLUH�IRU��
OLPLWLQJ�3DWLHQW�'DWD�DUH�FRPPXQLFDWHG�
DQG�WKDW�WKH\�DUH�KRQRUHG�

�� 5HTXLUHPHQWV�IRU�UROH�EDVHG�DFFHVV�
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�� 0HDVXUHV�WR�LQIRUP�3DWLHQWV�RI�WKH�
PHWKRGV�DQG�H[WHQW�RI�LQIRUPDWLRQ�
FROOHFWLRQ�DQG�WKH�SRWHQWLDO�XVHV��DQG�
DEXVHV��RI�WKHLU�3DWLHQW�'DWD�LQ�DQ�
HOHFWURQLF�QHWZRUNHG�HQYLURQPHQW��DQG

�� 0HDVXUHV�WR�WUDFN�DGKHUHQFH�WR�
VWDQGDUGV�UHJDUGLQJ�PLQLPXP�
QHFHVVDU\�XVHV�DQG�GLVFORVXUHV�RI�
3DWLHQW�'DWD�

�
��� :KDW�PHDVXUHV�DQG�RU�VWDQGDUGV�GRHV�WKH��
� KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW�ZLVK�WR��
� DGRSW�WR�DFFRPSOLVK�XVH�OLPLWDWLRQ�IRU�
� 3DWLHQW�'DWD"

� )DFWRUV�WR�FRQVLGHU�LQFOXGH�

�� &RQWUROV�WR�UHDVRQDEO\�DVVXUH�XVH�RI�
3DWLHQW�'DWD�E\�'DWD�5HFLSLHQWV�IRU�WKH�
SXUSRVHV�XSRQ�ZKLFK�WKH\�EDVHG�WKHLU�
UHTXHVWV�IRU�WKDW�3DWLHQW�'DWD�

�� $ELOLW\�WR�SHUPLW�RWKHU�XVHV�XQGHU�
DSSURSULDWH�H[FHSWLRQV��H�J���ODZ�
HQIRUFHPHQW��VHFXULW\��HWF���

�� 0HDVXUHV�WR�SURYLGH�IRU�WKH�H[FKDQJH�
RI�3DWLHQW�'DWD�RQO\�LQ�FRPSOLDQFH�ZLWK�
HDFK�'DWD�3URYLGHU¶V�DSSOLFDEOH�SROLFLHV�
DQG�SURFHGXUHV��DQG

�� 0HDVXUHV�WR�DVVXUH�GH�LGHQWL¿FDWLRQ�
DQG�RU�DQRQ\PL]DWLRQ�RI�3DWLHQW�'DWD�
IRU�DQ\�RWKHU�XVHV��

��� :KDW�PHDVXUHV�DQG�RU�VWDQGDUGV�GRHV�WKH��
� KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW�ZLVK�WR��
� DGRSW�WR�SURYLGH�IRU�3DWLHQWV¶�LQGLYLGXDO�
� SDUWLFLSDWLRQ�DQG�FRQWURO�RYHU�WKHLU�
� 3DWLHQW�'DWD"

� )DFWRUV�WR�FRQVLGHU�LQFOXGH�

�� ([WHQW��LI�DQ\��WR�ZKLFK�WKH�KHDOWK�
LQIRUPDWLRQ�VKDULQJ�HIIRUW�ZLVKHV��
WR�DGRSW�SROLFLHV�WKDW�LPSRVH�
UHTXLUHPHQWV�LQ�DGGLWLRQ�WR�WKRVH��
WKDW�DSSO\�XQGHU�+,3$$��+,7(&+��
DQG�RWKHU�DSSOLFDEOH�ODZV�

� � � �FRQWLQXHG�RQ�QH[W�SDJH�
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7KH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW�VKRXOG�
GHYHORS�VSHFL¿F�PHDVXUHV�EDVHG�XSRQ�LWV�SULYDF\�
SROLFLHV��DQG�UHTXLUH�WKH�SURSRVDO�WR�GHVFULEH��
KRZ�LWV�SURGXFWV�DQG�VHUYLFHV�DFKLHYH�HDFK�RI�
WKHVH�JRDOV�
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7KH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW�VKRXOG�
UHTXLUH�D�GHPRQVWUDWLRQ�RI�KRZ�WKH�7HFKQRORJ\�
ZLOO�VXSSRUW�LPSOHPHQWDWLRQ�RI�SDWLHQW�FRQVHQW�
GHFLVLRQV��DV�DSSOLFDEOH��H�J���SULRU�QRWLFH��
RSSRUWXQLW\�WR�GHFOLQH��JLYLQJ�RI�VSHFL¿F�
DXWKRUL]DWLRQ�V���HWF��

,Q�DGGLWLRQ��WKH�7HFKQRORJ\�VKRXOG�VXSSRUW�WKH�
DSSOLFDWLRQ�RI�HDFK�'DWD�3URYLGHU¶V�DSSOLFDEOH�
SROLFLHV�IRU�WKH�H[FKDQJH�RI�3DWLHQW�'DWD��

)LQDOO\��WKH�7HFKQRORJ\�VKRXOG�VXSSRUW�WKH�
DSSOLFDWLRQ�RI�D�3DWLHQW¶V�GLIIHULQJ�FRQVHQWV�RQ�D�
3DUWLFLSDQW�E\�3DUWLFLSDQW�EDVLV�RU�ZLWK�UHVSHFW�
WR�WKH�SDUWLFXODU�W\SHV�RI�LQIRUPDWLRQ�LQYROYHG�
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�� 5HTXLUHPHQWV�UHJDUGLQJ�3DWLHQWV¶�
FRQVHQW�RU�DXWKRUL]DWLRQ�IRU��RU�
LPSRVLWLRQ�RI�UHVWULFWLRQV�XSRQ��WKHLU�
LQFOXVLRQ�LQ�WKH�5HFRUG�/RFDWRU�6HUYLFH�
�³5/6´��DQG�RU�WKH�H[FKDQJH�RI�WKHLU�
3DWLHQW�'DWD�RU�FHUWDLQ�FDWHJRULHV�RI�
3DWLHQW�'DWD�

�� 0HDVXUHV�WR�IDFLOLWDWH�3DWLHQWV¶�UHTXHVWV�
IRU�DQG�UHFHLSW�RI�LQIRUPDWLRQ�UHJDUGLQJ�
ZKR�KDV�WKHLU�3DWLHQW�'DWD�DQG�ZKLFK�
3DWLHQW�'DWD�WKH\�KDYH�

�� 0HDVXUHV�WR�IDFLOLWDWH�3DWLHQWV¶�UHTXHVWV�
IRU�DFFHVV�WR�DQG�FRSLHV�RI�WKHLU��
3DWLHQW�'DWD�

�� 0HDVXUHV�WR�SHUPLW�3DUWLFLSDQWV�WR�
ZLWKKROG�VXFK�DFFHVV�DQG�RU�FRS\LQJ�
ZKHQ�DSSURSULDWH�

�� 0HDVXUHV�WR�IDFLOLWDWH�3DWLHQWV¶�UHTXHVWV�
IRU�DFFRXQWLQJV�RI�GLVFORVXUHV�DQG�
DPHQGPHQWV�WR�3DWLHQW�'DWD��DQG

�� 0HDVXUHV�WR�IDFLOLWDWH�FRPPXQLFDWLRQV�
WR�3DWLHQWV�UHJDUGLQJ�D�3DUWLFLSDQW¶V�
GHFLVLRQ�WR�GHQ\�DFFHVV�WR�WKHLU�
LQIRUPDWLRQ�RU�WR�GHFOLQH�WR�PDNH�DQ�
DPHQGPHQW�UHTXHVWHG�E\�WKH�3DWLHQW�

�
��� :KDW�PHDVXUHV�DQG�RU�VWDQGDUGV�GRHV��
� WKH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW�ZLVK��
� WR�DGRSW�WR�DVVXUH�GDWD�LQWHJULW\�
� DQG�TXDOLW\"

� )DFWRUV�WR�FRQVLGHU�LQFOXGH�

�� 0HDVXUHV�WR�DVVXUH�WKDW�3DWLHQW�'DWD�LV�
DFFXUDWH��FRPSOHWH��UHOHYDQW��XS�WR�GDWH�
DQG�RWKHUZLVH�XVHIXO��

�� 0HDVXUHV�WR�SHUPLW�3DWLHQWV�WR�YLHZ�
WKHLU�3DWLHQW�'DWD�DQG�KDYH�LW�DPHQGHG�
WR�DVVXUH�DFFXUDF\�DQG�FRPSOHWHQHVV��
DQG

�� 0HDVXUHV�WR�DVVXUH�WKDW�TXHULHV�WR�WKH�
5/6�UHWXUQ�UHVXOWV�WKDW�DUH�QRW�RYHU���
RU�XQGHU�LQFOXVLYH�
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7KH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW�VKRXOG�
UHTXLUH�H[SODQDWLRQ�DQG�GHPRQVWUDWLRQ�RI�KRZ�
WKH�7HFKQRORJ\�ZRUNV�WR�VXSSRUW�HDFK�IDFWRU��
PHDVXUH��DQG�RU�VWDQGDUG�
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��� :KDW�VHFXULW\�VDIHJXDUGV�DQG�
� FRQWUROV�GRHV�WKH�KHDOWK�LQIRUPDWLRQ�
� VKDULQJ�HIIRUW�ZLVK�WR�DGRSW�WR�SUHYHQW�ORVV���
� FRUUXSWLRQ��XQDXWKRUL]HG�XVH��PRGL¿FDWLRQ��
� DQG�RU�GLVFORVXUH�RI�3DWLHQW�'DWD"

� )DFWRUV�WR�FRQVLGHU�LQFOXGH�

�� 6XVFHSWLELOLW\�RI�QHWZRUNHG�
HQYLURQPHQWV�WR�F\EHU�FULPH�

�� 'HVLJQ�DQG�LPSOHPHQWDWLRQ�RI�
WHFKQLFDO�DQG�SURFHVV�EDVHG�PHDVXUHV�
IRU�DFFRPSOLVKLQJ�LGHQWL¿FDWLRQ��
DXWKHQWLFDWLRQ�DQG�DXWKRUL]DWLRQ�IRU�
DFFHVV�WR�3DWLHQW�'DWD�

�� 'HVLJQ�DQG�LPSOHPHQWDWLRQ�RI�WHFKQLFDO�
DQG�SURFHVV�EDVHG�VHFXULW\�FRQWUROV��
H�J���LGHQWLW\�PDQDJHPHQW�WRROV��GDWD�
VFUXEELQJ��KDVKLQJ��DXWKHQWLFDWLQJ��HWF���

�� $YDLODELOLW\�RI�RWKHU�WRROV�WR�VWUHQJWKHQ�
SULYDF\�DQG�VHFXULW\��

�� &DSDELOLWLHV�WR�DSSO\�GLIIHUHQW�UXOHV�WR�
GLIIHUHQW�W\SHV�RI�3DWLHQW�'DWD��H�J���
VHQVLWLYH�GDWD�RU�RWKHU�GDWD�VSHFL¿FDOO\�
SURWHFWHG�E\�ODZ��

�� &DSDELOLWLHV�WR�HVFDSH�PDWFKLQJ�
WKUHVKROGV��DXWKHQWLFDWLRQ�RU�
DXWKRUL]DWLRQ�UHTXLUHPHQWV��RU�RWKHU�
PHDVXUHV��LI�DSSURSULDWH��DQG

�� &DSDELOLWLHV�WR�DXGLW��DOHUW�DQG�UHSRUW�
EDVHG�RQ�WKH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�
HIIRUW¶V�SROLFLHV�

�
��� +RZ�GRHV�WKH�KHDOWK�LQIRUPDWLRQ�VKDULQJ��
� HIIRUW�ZLVK�WR�DFFRPSOLVK�DQG�PDLQWDLQ��
� DFFRXQWDELOLW\�DQG�RYHUVLJKW�IRU�
� FRPSOLDQFH�ZLWK�SULYDF\�DQG�VHFXULW\��
� VWDQGDUGV"

� )DFWRUV�WR�FRQVLGHU�LQFOXGH�

�� 7UDLQLQJ�RI�$XWKRUL]HG�8VHUV��
DQG�RWKHUV�

�� 2YHUVLJKW�RI�3DUWLFLSDQWV�DQG�
$XWKRUL]HG�8VHUV�

� �FRQWLQXHG�RQ�QH[W�SDJH�

&200(176

7KH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW�VKRXOG�
UHTXLUH�H[SODQDWLRQ�DQG�GHPRQVWUDWLRQ�RI�KRZ�
WKH�7HFKQRORJ\�ZRUNV�WR�VXSSRUW�HDFK�IDFWRU��
PHDVXUH��DQG�RU�VWDQGDUG��
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7KH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW�VKRXOG�
UHTXLUH�H[SODQDWLRQ�DQG�GHPRQVWUDWLRQ�RI�KRZ�
WKH�7HFKQRORJ\�ZRUNV�WR�VXSSRUW�HDFK�IDFWRU��
PHDVXUH��DQG�RU�VWDQGDUG��,Q�DGGLWLRQ��WKH�
SURVSHFWLYH�WHFKQRORJ\�GHYHORSHU�RU�YHQGRU�
VKRXOG�EH�UHTXLUHG�DOVR�WR�GHPRQVWUDWH�KRZ�LWV�
RZQ�LQWHUQDO�FRQWUROV�IRU�HQVXULQJ�DFFRXQWDELOLW\�
DQG�RYHUVLJKW�VXSSRUW�WKH�DFFRPSOLVKPHQW�RI�
WKHLU�REMHFWLYHV��
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�� 0HDVXUHV�WR�WUDFN�VSHFL¿HG�LQFLGHQWV��
H�J���LQFLGHQWDO�GLVFORVXUHV�

�� 0HDVXUHV�WR�IDFLOLWDWH�DFFRXQWDELOLW\��
H�J���DYDLODELOLW\�WR�'DWD�3URYLGHUV�DQG�
'DWD�8VHUV�RI�LQIRUPDWLRQ�UHJDUGLQJ�
XVHV�DQG�GLVFORVXUHV�RI�3DWLHQW�'DWD�DQG�
FRPSOLDQFH�ZLWK�SULYDF\�DQG�VHFXULW\�
VWDQGDUGV��PHDVXUHV�WR�VXSSRUW�ORJJLQJ�
DQG�DXGLWV�

�� 0HDVXUHV�WR�HQIRUFH�DFFRXQWDELOLW\�IRU�
QRQ�FRPSOLDQFH��DQG

�� 0HDVXUHV�WR�KHOS�LPSURYH�FRPSOLDQFH��
H�J���LGHQWLI\LQJ�DQG�FRUUHFWLQJ�
ZHDNQHVVHV�

�
��� :KDW�PHDVXUHV�GRHV�WKH�KHDOWK�LQIRUPDWLRQ��
� VKDULQJ�HIIRUW�ZLVK�WR�DGRSW�WR�SURYLGH��
� UHPHGLHV�IRU�SULYDF\�DQG�RU�VHFXULW\�
� EUHDFKHV�RU�RWKHU�SHUIRUPDQFH�SUREOHPV"

� )DFWRUV�WR�FRQVLGHU�LQFOXGH�

�� /HJDO�DQG�¿QDQFLDO�GHYLFHV�

�� 6WDQGDUGV�IRU�DFFRXQWDELOLW\�

�� 6WDQGDUGV�IRU�SURFHVV�DQG�IDLUQHVV�

�� 3URFHVVHV�WR�FRPPXQLFDWH�ZLWK�3DWLHQWV�
DQG�3DUWLFLSDQWV�UHJDUGLQJ�FRPSOLDQFH�
DQG�FRUUHFWLYH�PHDVXUHV��DQG

�� 3URFHVVHV�WR�PLWLJDWH�KDUP�FDXVHG�E\�
SULYDF\�DQG�VHFXULW\�YLRODWLRQV�
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7KH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW�VKRXOG�
UHTXLUH�H[SODQDWLRQ�DQG�GHPRQVWUDWLRQ�RI�KRZ�
WKH�7HFKQRORJ\�ZRUNV�WR�VXSSRUW�HDFK�IDFWRU��
PHDVXUH��DQG�RU�VWDQGDUG�

7R�KDYH�D�PHDQLQJIXO�EDVLV�IURP�ZKLFK�WR�
GHWHUPLQH�ZKHQ�UHPHGLHV�DUH�UHTXLUHG�DQG�ZKLFK�
UHPHGLHV�DUH�DSSURSULDWH�WR�WKH�FLUFXPVWDQFHV��
SURVSHFWLYH�WHFKQRORJ\�GHYHORSHUV�RU�YHQGRUV�
VKRXOG�SURYLGH�VSHFL¿F�VHUYLFH�OHYHO�DQG�RWKHU�
FRPPLWPHQWV�WKDW�ZLOO�EH�LQFRUSRUDWHG�LQWR�WKH�
$JUHHPHQW�DQG�DJDLQVW�ZKLFK�SHUIRUPDQFH�FDQ�
EH�PHDVXUHG�
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*ORVVDU\�RI�7HUPV�IRU�3ULYDF\�DQG�6HFXULW\�7HUPV��
IRU�3URFXUHPHQW

7(50

$FFHSWDEOH�8VH�
3ROLF\�
�
�

�
$FFHVV�&RQWURO�
�
�
�
�
�
�

�
$FFRXQWDELOLW\�
�
�
�
�
�
�

�
$PHULFDQ�
5HFRYHU\�DQG�
5HLQYHVWPHQW�
$FW�RI������
�$55$��
�
�
�
�

�
$QRQ\PL]HG

'(),1,7,21

1RXQ��$�VHW�RI�UXOHV�DQG�JXLGHOLQHV��
DGRSWHG�E\�WKH�KHDOWK�LQIRUPDWLRQ�
VKDULQJ�HIIRUW��WKDW�VSHFLI\�DSSURSULDWH��
XVHV�RI�FRPSXWHU�V\VWHPV��QHWZRUNV�
DQG�RU�LQIRUPDWLRQ�

�
1RXQ��$�PHFKDQLVP�RU�VHW�RI�
PHFKDQLVPV�GHVLJQHG�WR�SUHYHQW�WKH�
XQDXWKRUL]HG�DFFHVV�RU�XVH�RI�5HVRXUFHV�
E\�OLPLWLQJ�WKH�QXPEHU�RI�SDUWLHV�WKDW�
KDYH�DFFHVV�WR�RU�DELOLW\�WR�XVH�WKRVH�
5HVRXUFHV�DQG�RU�E\�OLPLWLQJ�WKH��
VFRSH�RI�VXFK�DFFHVV�RU�DELOLW\�WR�XVH��
WKRVH�5HVRXUFHV��

�
1RXQ��$�PHFKDQLVP�RU�VHW�RI�
PHFKDQLVPV�WKDW�DOORZV�IRU�WKH�DFWLRQV�
RI�DQ�LQGLYLGXDO�RU�RWKHU�SHUVRQ�ZLWK�
UHVSHFW�WR�WKH�DFFHVV�RU�XVH�RI�5HVRXUFHV�
PD\�EH�WUDFHG�WR�WKDW�LQGLYLGXDO�RU�
RWKHU�SHUVRQ��DQG�WKHQ�UHSRUWHG�WR�
WKH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW��
3DUWLFLSDQWV�DQG�RU�RWKHUV��

�
1RXQ��3XEOLF�/DZ��������HQDFWHG�
)HEUXDU\�����������WKDW�SURYLGHV�
DLG�WR�VWDWHV�DQG�FLWLHV��IXQGLQJ�IRU�
WUDQVSRUWDWLRQ�DQG�LQIUDVWUXFWXUH�
SURMHFWV��H[SDQVLRQ�RI�WKH�0HGLFDLG�
SURJUDP�WR�FRYHU�PRUH�XQHPSOR\HG�
ZRUNHUV��KHDOWK�,7�IXQGLQJ��DQG�
SHUVRQDO�DQG�EXVLQHVV�WD[�EUHDNV��
DPRQJ�RWKHU�SURYLVLRQV�GHVLJQHG��
WR�³VWLPXODWH´�WKH�HFRQRP\�

�
$GMHFWLYH��,Q�WKH�FDVH�RI�LQIRUPDWLRQ��
KDYLQJ�EHHQ�VXEMHFWHG�WR�D�SURFHVV�E\�
ZKLFK�LW�LV�LPSRVVLEOH�WR�GHWHUPLQH��
WKH�LQGLYLGXDO�WR�ZKRP�WKDW�
LQIRUPDWLRQ�SHUWDLQV��

&RPSDUH��'H�LGHQWL¿HG��

&200(176
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$SSOLFDWLRQ�
3URJUDPPLQJ�
,QWHUIDFH�RU�$3,�
�
�
�
�
�
�
�
�
�
�
�
�
�

�
$SSOLFDWLRQ�
6HUYLFH�3URYLGHU�
RU�$63�

�
$XGLW�7UDLO�
�
�

�
$XWKHQWLFDWLRQ�
�

�
&HUWL¿FDWLRQ�
�
�
�

�
&OLQLFDO�
'RFXPHQW�
$UFKLWHFWXUH��
RU�&'$

'(),1,7,21

1RXQ��$Q�LQWHUIDFH�LPSOHPHQWHG�
E\�D�VRIWZDUH�SURJUDP�WKDW�HQDEOHV�
WKDW�SURJUDP�WR�LQWHUDFW�ZLWK�RWKHU�
VRIWZDUH�DQG�IDFLOLWDWHV�LQWHUDFWLRQ�
DPRQJ�VRIWZDUH�SURJUDPV�VLPLODU�WR�
WKH�ZD\�WKH�XVHU�LQWHUIDFH�IDFLOLWDWHV�
LQWHUDFWLRQ�EHWZHHQ�KXPDQV�DQG�
FRPSXWHUV��DQ�$3,�LV�LPSOHPHQWHG�E\�
DSSOLFDWLRQV��OLEUDULHV��DQG�RSHUDWLQJ�
V\VWHPV�WR�GHWHUPLQH�WKHLU�YRFDEXODULHV�
DQG�FDOOLQJ�FRQYHQWLRQV��DQG�LV�XVHG�
WR�DFFHVV�WKHLU�VHUYLFHV��DQG�PD\�
LQFOXGH�VSHFL¿FDWLRQV�IRU�URXWLQHV��GDWD�
VWUXFWXUHV��REMHFW�FODVVHV��DQG�SURWRFROV�
XVHG�WR�FRPPXQLFDWH�EHWZHHQ�WKH�
FRQVXPHU�DQG�WKH�LPSOHPHQWHU�RI��
WKH�$3,�

�
1RXQ��$Q�LQGLYLGXDO�RU�RWKHU�SHUVRQ�
WKDW�GHSOR\V��KRVWV��DQG�PDQDJHV�DFFHVV�
WR�VRIWZDUH�DSSOLFDWLRQV�IRU�PXOWLSOH�
SDUWLHV�IURP�D�FHQWUDO�IDFLOLW\��

�
1RXQ��$�UHFRUG�WKDW�LGHQWL¿HV�WKH�
LQGLYLGXDOV�ZKR�KDYH�DFFHVVHG�DQG�RU�
XVHG�D�5HVRXUFH�DQG�WKDW�GHVFULEHV�WKH�
QDWXUH�DQG�H[WHQW�RI�WKDW�DFFHVV�RU�XVH�

�
1RXQ��7KH�YHUL¿FDWLRQ�RI�WKH�LGHQWLW\�
RI�DQ�LQGLYLGXDO�XVHU��SURFHVV��RU�GHYLFH�
EHIRUH�DOORZLQJ�DFFHVV�WR�5HVRXUFHV��

1RXQ��7KH�H[DPLQDWLRQ�RI�DQ�
LQIRUPDWLRQ�V\VWHP�WR�GHWHUPLQH�WKDW�
WKH�V\VWHP�FDQ�SHUIRUP�DW�D�VSHFL¿HG�
OHYHO�UHTXLUHG�WR�VXSSRUW�WKH�VSHFL¿HG�
UHVXOWV�DQG�RU�PHHW�VSHFL¿HG�VWDQGDUGV�

�
1RXQ��$�VHW�RI�VSHFL¿FDWLRQV�IRU�
WKH�HOHFWURQLF�H[FKDQJH�RI�FOLQLFDO�
GRFXPHQWV�DQG�RWKHU�KHDOWK�
LQIRUPDWLRQ��

&200(176
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&RPSXWHUL]HG�
3URYLGHU�2UGHU�
(QWU\�RU�&32(�
�
�
�
�
�
�
�
�

�
&RQ¿GHQWLDOLW\�
�
�
�
�
�

�
&RQVHQW�
�

�
'DWD�3URYLGHU�
�
�
�
�

'DWD�5HFLSLHQW�
�

'DWD�5HSRVLWRU\�
�

'DWD�
6\QFKURQL]DWLRQ��
'DWD�6\QFLQJ

'(),1,7,21

1RXQ��$�SURJUDP�WKDW�DOORZV�WKH�
RUGHUV�RI�D�SK\VLFLDQ�RU�RWKHU�OHJDOO\�
DXWKRUL]HG�SHUVRQ�IRU�GLDJQRVWLF�DQG�
WUHDWPHQW�VHUYLFHV��H�J���PHGLFDWLRQV��
GHYLFHV�DQG�ODERUDWRU\�DQG�RWKHU�WHVWV��
WR�EH�HQWHUHG�HOHFWURQLFDOO\��DQG�WKDW�
SURYLGHV�VSHFL¿HG�VHUYLFHV�ZLWK�UHVSHFW�
WKHUHWR��H�J���FRPSDULQJ�WKH�RUGHU��
DJDLQVW�VWDQGDUGV�IRU�GRVLQJ��FKHFNLQJ�
IRU�DOOHUJLHV�RU�LQWHUDFWLRQV�ZLWK�RWKHU��
PHGLFDWLRQV��DQG�ZDUQLQJ�WKH�SUHVFULEHU��
DERXW�RWKHU�SRWHQWLDO�SUREOHPV���

1RXQ��7KH�REOLJDWLRQ�RI�DQ�LQGLYLGXDO�RU�
RWKHU�SHUVRQ�WKDW�UHFHLYHV�LQIRUPDWLRQ�
WR�SURWHFW�WKDW�LQIRUPDWLRQ�IURP�
XQDXWKRUL]HG�XVHV�RU�GLVFORVXUHV��LQ�
FRPSOLDQFH�ZLWK�WKH�KHDOWK�LQIRUPDWLRQ�
VKDULQJ�HIIRUW¶V�DSSOLFDEOH�SROLFLHV��
DQG�SURFHGXUHV�

�
1RXQ��7KH�SHUPLVVLRQ�JUDQWHG�E\�DQ�
DXWKRUL]HG�LQGLYLGXDO�IRU�VSHFL¿HG�XVHV�
DQG�RU�GLVFORVXUHV�RI�LQIRUPDWLRQ�

�
1RXQ��$�3DUWLFLSDQW�WKDW�LV�UHJLVWHUHG�
ZLWK�WKH�KHDOWK�LQIRUPDWLRQ�VKDULQJ�
HIIRUW�WR�SURYLGH�LQIRUPDWLRQ�WR�WKH�
KHDOWK�LQIRUPDWLRQ�VKDULQJ�HIIRUW�IRU�
XVH�WKURXJK�WKH�6HUYLFHV��

1RXQ��$�3DUWLFLSDQW�WKDW�XVHV�WKH�
6HUYLFHV�WR�REWDLQ�LQIRUPDWLRQ�� �

1RXQ��$Q�HOHFWURQLF�IDFLOLW\�IRU�WKH�
VWRUDJH�RI�LQIRUPDWLRQ��

1RXQ��$�SURFHVV�E\�ZKLFK�WKH�
LQIRUPDWLRQ�VWRUHG�RQ�WZR�RU�PRUH�
FRPSXWLQJ�GHYLFHV�DUH�FRQIRUPHG�WR�
RQH�DQRWKHU��E\�D�PRELOH�FRPSXWLQJ�
GHYLFH�RU�RWKHU�PRGH�

&200(176
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'HFLVLRQ�6XSSRUW�
$SSOLFDWLRQ�
�
�
�
�

'H�LGHQWL¿HG�
�
�
�
�
�
�
�
�
�
�

'LJLWDO�&HUWL¿FDWH�
�
�

'LJLWDO�6LJQDWXUH�
�
�
�
�

'LVFORVXUH�
�
�
�
�

(OHFWURQLF�
3UHVFULELQJ�RU�
H3UHVFULELQJ�
�
�

(QFU\SWLRQ

'(),1,7,21

1RXQ��$�SURJUDP�WKDW�DQDO\]HV�GDWD�
DQG�SUHVHQWV�UHVXOWV�RI�WKDW�DQDO\VLV�
WR�DVVLVW�LQ�PHGLFDO�DQG�RWKHU�FOLQLFDO�
GHFLVLRQ�PDNLQJ��H�J���E\�SURYLGLQJ�
HYLGHQFH�EDVHG�NQRZOHGJH�LQ�WKH�
FRQWH[W�RI�VSHFL¿F�GDWD���

$GMHFWLYH��:LWK�UHVSHFW�WR�LQIRUPDWLRQ��
KDYLQJ�EHHQ�VXEMHFWHG�WR�D�SURFHVV�E\�
ZKLFK�DOO�LGHQWL¿HUV�RI�LQGLYLGXDOV��RU�
RI�UHODWLYHV��HPSOR\HUV��RU�KRXVHKROG�
PHPEHUV��GHVFULEHG�LQ����&�)�5����
��������E�����L��KDYH�EHHQ�UHPRYHG�
IURP�WKDW�LQIRUPDWLRQ��RU�E\�ZKLFK�WKDW�
LQIRUPDWLRQ�KDV�EHHQ�UHQGHUHG�QRW�
LQGLYLGXDOO\�LGHQWL¿DEOH�LQ�D�PDQQHU�
WKDW�FRPSOLHV�ZLWK�WKH�UHTXLUHPHQWV��
RI����&��)�5������������E������

1RXQ��$Q�HOHFWURQLF�³FHUWL¿FDWH´�
H[SUHVVHG�LQ�WKH�IRUP�RI�D�QXPEHU�WKDW�
HVWDEOLVKHV�DQ�LQGLYLGXDO¶V�LGHQWLW\��

1RXQ��$Q�HOHFWURQLF�³FHUWL¿FDWH´�
H[SUHVVHG�LQ�WKH�IRUP�RI�D�QXPEHU�
WKDW�LV�XVHG�E\�DQ�LQGLYLGXDO�WR�H[SUHVV�
KLV�RU�KHU�UHFHLSW��XQGHUVWDQGLQJ��
DXWKRUVKLS�RU�DSSURYDO�RI�D�GRFXPHQW��

1RXQ��7KH�UHOHDVH��WUDQVIHU��SURYLVLRQ�
RI��DFFHVV�WR��RU�GLYXOJLQJ�LQ�DQ\�
RWKHU�PDQQHU�RI�LQIRUPDWLRQ�WR�DQ\�
LQGLYLGXDO�RU�RWKHU�SHUVRQ�RXWVLGH�WKH�
SHUVRQ�WKDW�PDLQWDLQV�WKDW�LQIRUPDWLRQ��

9HUE��7KH�XVH�RI�HOHFWURQLF�GHYLFHV�
DQG�SURJUDPV�E\�SK\VLFLDQV�DQG�RWKHU�
OHJDOO\�DXWKRUL]HG�LQGLYLGXDOV�WR�UHYLHZ�
GUXJ�DQG�IRUPXODU\�FRYHUDJH�DQG�WR�
WUDQVPLW�SUHVFULSWLRQV�WR�D�SKDUPDF\��

1RXQ��7KH�WUDQVODWLRQ�RI�GDWD�LQWR�
D�FRGH�WKDW�SUHYHQWV�WKH�UHDGLQJ�
RU�XQGHUVWDQGLQJ�RI�WKDW�GDWD�E\�
XQDXWKRUL]HG�LQGLYLGXDOV�DQG��
RWKHU�SHUVRQV��
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+HDOWK�
,QIRUPDWLRQ�IRU�
(FRQRPLF�DQG�
&OLQLFDO�+HDOWK�
�+,7(&+��$FW�

+HDOWK�
,QIRUPDWLRQ�
([FKDQJH�RU�+,(�
�
�
�

+HDOWK�
,QIRUPDWLRQ�
6KDULQJ�(IIRUW

�

+HDOWK�
,QIRUPDWLRQ�
2UJDQL]DWLRQ�RU�
+,2�
�

,QGLYLGXDOO\�
,GHQWL¿DEOH�
+HDOWK�
,QIRUPDWLRQ

'(),1,7,21

1RXQ��7KRVH�SRUWLRQV�RI�IHGHUDO�ODZ�
VHW�IRUWK�LQ�7LWOH�;,,,�RI�'LYLVLRQ�$��
DQG�7LWOH�,9�RI�'LYLVLRQ�%�RI�$55$��
�
�

9HUE��7KH�HOHFWURQLF�PRYHPHQW�
RI�KHDOWK�UHODWHG�LQIRUPDWLRQ��
DPRQJ�RUJDQL]DWLRQV�DFFRUGLQJ�WR��
QDWLRQDOO\�UHFRJQL]HG�VWDQGDUGV���
ZKLOH�PDLQWDLQLQJ�WKH�PHDQLQJ�RI��
WKH�LQIRUPDWLRQ�H[FKDQJHG�WKHUHE\���

1RXQ��$Q\�LQLWLDWLYH�WKDW�VXSSRUWV�
WKH�HOHFWURQLF�H[FKDQJH�RI�KHDOWK�
LQIRUPDWLRQ�EHWZHHQ�GDWD�KROGHUV�

&RPSDUH��612��

1RXQ��$Q�RUJDQL]DWLRQ�WKDW�IDFLOLWDWHV��
RYHUVHHV�DQG�RU�JRYHUQV�WKH�H[FKDQJH�
RI�KHDOWK�UHODWHG�LQIRUPDWLRQ�DPRQJ�
RUJDQL]DWLRQV�LQ�DFFRUGDQFH�ZLWK�
VSHFL¿HG�VWDQGDUGV��

1RXQ��,QIRUPDWLRQ��LQFOXGLQJ�
GHPRJUDSKLF�LQIRUPDWLRQ�FROOHFWHG�
IURP�DQ�LQGLYLGXDO��WKDW�����LV�FUHDWHG�
RU�UHFHLYHG�E\�D�KHDOWKFDUH�SURYLGHU��
KHDOWK�SODQ��HPSOR\HU�RU�KHDOWKFDUH�
FOHDULQJKRXVH��DQG�����UHODWHV�WR�WKH��
SDVW��SUHVHQW�RU�IXWXUH�SK\VLFDO�RU��
PHQWDO�KHDOWK�RU�FRQGLWLRQ�RI�DQ��
LQGLYLGXDO��WKH�SURYLVLRQ�RI�KHDOWKFDUH��
WR�DQ�LQGLYLGXDO��RU�WKH�SDVW��SUHVHQW�
RU�IXWXUH�SD\PHQW�IRU�WKH�SURYLVLRQ�RI�
KHDOWKFDUH�WR�DQ�LQGLYLGXDO��DQG��L��WKDW�
LGHQWL¿HV�WKH�LQGLYLGXDO��RU��LL��ZLWK�
UHVSHFW�WR�ZKLFK�WKHUH�LV�D�UHDVRQDEOH�
EDVLV�WR�EHOLHYH�WKH�LQIRUPDWLRQ�FDQ�EH�
XVHG�WR�LGHQWLI\�WKH�LQGLYLGXDO�
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,QWHURSHUDELOLW\�
�
�
�
�
�

1RQ�5HSXGLDWLRQ�
�
�

3DUWLFLSDQW�
�

3URWHFWHG�+HDOWK�
,QIRUPDWLRQ�RU�
3+,�

6XE�QHWZRUN�
2UJDQL]DWLRQ�±�
�612�

'(),1,7,21

1RXQ��7KH�DELOLW\�RI�V\VWHPV�
FRPSRQHQWV�WR�H[FKDQJH�KHDOWK�
LQIRUPDWLRQ�DQG�WR�XVH�WKH�LQIRUPDWLRQ�
WKDW�KDV�EHHQ�H[FKDQJHG�DFFXUDWHO\��
VHFXUHO\��DQG�YHUL¿DEO\��ZKHQ�DQG�
ZKHUH�QHHGHG��

1RXQ��$�SURFHVV�RI�FRQ¿UPLQJ�SURRI�RI�
LQIRUPDWLRQ�GHOLYHU\�WR�WKH�VHQGHU�DQG�
SURRI�RI�VHQGHU�LGHQWLW\�WR�WKH�UHFLSLHQW��

1RXQ��$�SHUVRQ�WKDW�LV�D�'DWD�3URYLGHU�
RU�D�'DWD�5HFLSLHQW��

1RXQ��,QGLYLGXDOO\�LGHQWL¿DEOH�KHDOWK�
LQIRUPDWLRQ�LQ�DQ\�IRUP�WKDW�KDV�QRW�
EHHQ�GH�LGHQWL¿HG��

1RXQ��$�KHDOWK�LQIRUPDWLRQ�
VKDULQJ�HIIRUW�
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&RPPLWWHH�0HPEHUV

3K\OOLV�$OEULWWRQ
&RORUDGR�5HJLRQDO�+HDOWK��
,QIRUPDWLRQ�2UJDQL]DWLRQ

+XQW�%ODLU�
'HSDUWPHQW�RI�9HUPRQW�+HDOWK�$FFHVV

$OOHQ�%ULVNLQ��-'�
3LOOVEXU\�:LQWKURS�6KDZ�3LWWPDQ��//3

-HQQLIHU�&RYLFK�%RUGHQLFN�
H+HDOWK�,QLWLDWLYH

&DURO�&��'LDPRQG��0'��03+�
0DUNOH�)RXQGDWLRQ

-R\FH�'XERZ
$$53�2I¿FH�RI�3ROLF\�DQG�6WUDWHJ\

9LFNL�(VWULQ
&��&RQVXOWLQJ��//&

/RUUDLQH�)HUQDQGHV
,%0�,QIRUPDWLRQ�0DQDJHPHQW

/LQGD�)LVFKHWWL��51��06
8QLWHG�6WDWHV�9HWHUDQV�+HDOWK�$GPLQLVWUDWLRQ

/L]D�)R[�:\OLH
&RORUDGR�5HJLRQDO�+HDOWK�
,QIRUPDWLRQ�2UJDQL]DWLRQ

0DUN�)ULVVH��0'��0%$��06F
9DQGHUELOW�&HQWHU�IRU�%HWWHU�+HDOWK

0HOLVVD�*ROGVWHLQ��-'
7KH�*HRUJH�:DVKLQJWRQ�8QLYHUVLW\��
0HGLFDO�&HQWHU

$GULDQ�*URSSHU��0'
0HG&RPPRQV

-LP�+DQVHQ
'RVVLD�&RQVRUWLXP

-RVHSK�+H\PDQ
2SWXP,QVLJKW

*HUU\�+LQNOH\��-'
3LOOVEXU\�:LQWKURS�6KDZ�3LWWPDQ��//3

=DFKHU\�-LZD�
/RXLVLDQD�'HSDUWPHQW�RI�+HDOWK�	�+RVSLWDOV��
6WDWH�RI�/RXLVLDQD

7HG�.UHPHU
*UHDWHU�5RFKHVWHU�5HJLRQDO�+HDOWK��
,QIRUPDWLRQ�2UJDQL]DWLRQ

$OLFH�/HLWHU��-'
1DWLRQDO�3DUWQHUVKLS�IRU�:RPHQ�	�)DPLOLHV

3DWULFLD�0DF7DJJDUW
7KH�*HRUJH�:DVKLQJWRQ�8QLYHUVLW\�6FKRRO��
RI�3XEOLF�+HDOWK�DQG�+HDOWK�6HUYLFHV�

/LQGD�0DOHN��-'
0RVHV�	�6LQJHU��//3

-DQHW�0DUFKLEURGD
+HDOWK�,QIRUPDWLRQ�7HFKQRORJ\�,QLWLDWLYH��
%LSDUWLVDQ�3ROLF\�&HQWHU

'HYHQ�0F*UDZ��-'��03+��//0
+HDOWK�3ULYDF\�3URMHFW��&HQWHU�IRU�'HPRFUDF\��
	�7HFKQRORJ\

$PDQGD�+HURQ�3DUVRQV��0'
3ULPDU\�&DUH�,QIRUPDWLRQ�3URMHFW���
1<&�'HSDUWPHQW�RI�+HDOWK�	�0HQWDO�+\JLHQH

*LQD�%LDQFR�3HUH]��03$
$GYDQFHV�LQ�0DQDJHPHQW��,QF�

$FNQRZOHGJHPHQWV

0DUNOH�&RQQHFWLQJ�IRU�+HDOWK�+,(�$GYLVRU\�&RPPLWWHH
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&DURO�5DSKDHO��03$
9LVLWLQJ�1XUVH�6HUYLFH�RI�1HZ�<RUN

&DURO�5RELQVRQ�
2UHJRQ�2I¿FH�RI�+HDOWK�3ROLF\�	�5HVHDUFK

-DQ�5RRW
8WDK�+HDOWK�,QIRUPDWLRQ�1HWZRUN

:LOO�5RVV
5HGZRRG�0HGQHW

6FRWW�6FKXPDFKHU��3K'
,%0�,QIRUPDWLRQ�0DQDJHPHQW

5D\PRQG�6FRWW
$[RORWO�&RUSRUDWLRQ

5DQG\�6HUPRQV

'DYLG�6KDUS
&HQWHU�IRU�+HDOWK�,QIRUPDWLRQ�7HFKQRORJ\��
0DU\ODQG�+HDOWK�&DUH�&RPPLVVLRQ

-HQQ\�6PLWK
/RXLVLDQD�+HDOWK�&DUH�4XDOLW\�)RUXP

3DXO�8KULJ
6XUHVFULSWV

6WHIDDQ�9HUKXOVW
0DUNOH�)RXQGDWLRQ

0DUF\�:LOGHU��-'
+RJDQ�/RYHOOV

6WDII

/DXUD�%DLO\Q��-'
0DUNOH�)RXQGDWLRQ

5HEHNDK�5RFNZRRG��03+
0DUNOH�)RXQGDWLRQ

-LOO�6FKXOPDQQ��06
0DUNOH�)RXQGDWLRQ

6DP�6KHLNK��06
0DUNOH�)RXQGDWLRQ

6DUDK�6WHZDUW
&��&RQVXOWLQJ��//&

0HUHGLWK�7D\ORU��03+
0DUNOH�)RXQGDWLRQ

1RWH��6WDWH�DQG�)HGHUDO�HPSOR\HHV�SDUWLFLSDWH�LQ�WKH�0DUNOH�+,(�$GYLVRU\�&RPPLWWHH��
EXW�PDNH�QR�HQGRUVHPHQW�

:H�WKDQN�WKH�PHPEHUV�RI�WKH�0DUNOH�&RQQHFWLQJ�IRU�+HDOWK�+,(�$GYLVRU\�&RPPLWWHH�IRU�
SURYLGLQJ�WKHLU�WLPH�DQG�H[SHUWLVH�WR�WKH�GHYHORSPHQW�RI�WKH�0DUNOH�&RQQHFWLQJ�IRU�+HDOWK�
&RPPRQ�)UDPHZRUN�3ROLFLHV�LQ�3UDFWLFH�IRU�+HDOWK�,QIRUPDWLRQ�6KDULQJ�UHVRXUFHV�

:H�SDUWLFXODUO\�WKDQN�9LFNL�(VWULQ�RI�&��&RQVXOWLQJ�IRU�PDQDJLQJ�WKLV�SURMHFW��DQG�WKH�OHDG�
DXWKRUV�RI�WKHVH�UHVRXUFHV��$OOHQ�%ULVNLQ��-'��3LOOVEXU\�:LQWKURS�6KDZ�3LWWPDQ��//3��$OLFH��
/HLWHU��-'��1DWLRQDO�3DUWQHUVKLS�IRU�:RPHQ�DQG�)DPLOLHV��/LQGD�0DOHN��-'��0RVHV�	�6LQJHU���
//3��'HYHQ�0F*UDZ��-'��03+��//0��&HQWHU�IRU�'HPRFUDF\�	�7HFKQRORJ\��DQG�6WHIDDQ�9HUKXOVW��
0DUNOH�)RXQGDWLRQ�


