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An  EHR  is  not  an  ATM


≠
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SHARP-­‐c  Clinical  Summariza4on

§ 	
  Started	
  with	
  a	
  grand	
  plan	
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SHARP-­‐c  Clinical  Summariza4on

§ 	
  Started	
  with	
  a	
  grand	
  plan	
  	
  
§ 	
  Quickly	
  realized	
  that	
  there	
  were	
  many	
  obstacles	
  in	
  
our	
  path…	
  
◦ Data	
  availability	
  and	
  interpretability	
  issues	
  
◦ Gaps	
  in	
  computer-­‐readable	
  knowledge	
  bases	
  
◦ Limita@ons	
  of	
  current	
  EHR	
  interfaces	
  
◦ No	
  clear	
  agreement	
  on	
  what	
  summariza@on	
  even	
  meant!	
  

§ 	
  Didn’t	
  even	
  have	
  the	
  tools	
  –	
  theories	
  or	
  
frameworks	
  –	
  to	
  address	
  these	
  sorts	
  of	
  complex,	
  
socio-­‐technical	
  problems	
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Modern  healthcare  system  is  a  
complex  adap4ve  system

§ Non-­‐linear	
  and	
  dynamic:	
  does	
  not	
  reach	
  a	
  steady	
  
state	
  

§ Composed	
  of	
  independent	
  agents	
  whose	
  behavior	
  
based	
  on	
  physical,	
  psychological	
  or	
  social	
  rules	
  

§ Independent	
  agents	
  are	
  not	
  the	
  same	
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complex  adap4ve  system

§ Non-­‐linear	
  and	
  dynamic:	
  does	
  not	
  reach	
  a	
  steady	
  
state	
  

§ Composed	
  of	
  independent	
  agents	
  whose	
  behavior	
  
based	
  on	
  physical,	
  psychological	
  or	
  social	
  rules	
  

§ Independent	
  agents	
  are	
  not	
  the	
  same	
  
§ Agents	
  are	
  intelligent	
  
§ Adap@on	
  and	
  change	
  leads	
  to	
  self-­‐organizing	
  
behaviors	
  	
  

§ Result	
  in	
  systems	
  which	
  are	
  unpredictable	
  and	
  
uncontrollable	
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HIT  can  improve  safety  and  
effec4veness  of  healthcare

§ Many	
  isolated	
  examples	
  of	
  significant	
  
improvements	
  

§ Widespread	
  improvement	
  has	
  been	
  harder	
  to	
  
document	
  

§ Certainly	
  not	
  guaranteed!	
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HIT  can  improve  safety  and  
effec4veness  of  healthcare


N Engl J Med. 1998 Jan 22;338(4):232-8 9 
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JAMA 1998;280:1311-1316 10 
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8-­‐dimension  Socio-­‐Technical  Model  of  Safe  &  Effec4ve  EHR  Use
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8-­‐dimension  Socio-­‐Technical  Model  of  Safe  &  Effec4ve  EHR  Use


Hardware	
  &	
  
SoSware	
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SoSware	
  

Content	
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  Monitoring	
  

Organiza@onal	
  Policies,	
  
Procedures,	
  &	
  Culture	
   Workflow	
  &	
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Clinical  Summariza4on

§ 	
  A	
  key	
  unaddressed	
  Grand	
  Challenge	
  in	
  clinical	
  informa@cs	
  

§ 	
  Requires	
  mul@ple	
  steps,	
  each	
  with	
  major	
  socio-­‐technical	
  obstacles:	
  
§  Aggregate	
  –	
  data	
  interchange	
  standards	
  /	
  HIPAA	
  /	
  organiza@onal	
  resistance	
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Clinical  Summariza4on

§ 	
  A	
  key	
  unaddressed	
  Grand	
  Challenge	
  in	
  clinical	
  informa@cs	
  

§ 	
  Requires	
  mul@ple	
  steps,	
  each	
  with	
  major	
  socio-­‐technical	
  obstacles:	
  
§  Aggregate	
  –	
  data	
  interchange	
  standards	
  /	
  HIPAA	
  /	
  organiza@onal	
  resistance	
  
§  Organize	
  –	
  problem	
  –	
  medica@on	
  knowledge	
  bases	
  /	
  user	
  interfaces	
  
§  Reduce	
  /	
  Transform	
  –	
  clinical	
  knowledge	
  of	
  key	
  concepts	
  
§  Interpret	
  –	
  clinical	
  knowledge	
  /	
  FDA	
  regula@ons?	
  
§  Synthesize	
  –	
  knowledge	
  re:	
  combining	
  data	
  /	
  FDA	
  regula@ons?	
  /	
  clinician	
  
resistance	
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Clinical  Summariza4on

§ 	
  A	
  key	
  unaddressed	
  Grand	
  Challenge	
  in	
  clinical	
  informa@cs	
  

§ 	
  Requires	
  mul@ple	
  steps,	
  each	
  with	
  major	
  socio-­‐technical	
  obstacles:	
  
§  Aggregate	
  –	
  data	
  interchange	
  standards	
  /	
  HIPAA	
  /	
  organiza@onal	
  resistance	
  
§  Organize	
  –	
  problem	
  –	
  medica@on	
  knowledge	
  bases	
  /	
  user	
  interfaces	
  
§  Reduce	
  /	
  Transform	
  –	
  clinical	
  knowledge	
  of	
  key	
  concepts	
  
§  Interpret	
  –	
  clinical	
  knowledge	
  /	
  FDA	
  regula@ons?	
  
§  Synthesize	
  –	
  knowledge	
  re:	
  combining	
  data	
  /	
  FDA	
  regula@ons?	
  /	
  clinician	
  
resistance	
  

§ 	
  Failure	
  to	
  address	
  this	
  challenge	
  is	
  NOT	
  an	
  op@on	
  

§ 	
  Require	
  long-­‐term	
  commitment	
  using	
  a	
  socio-­‐technical	
  approach	
  

JAMIA	
  	
  1994:	
  1(5):412-­‐413	
  /	
  J	
  Bio	
  Info	
  2008	
  Apr;41(2):387-­‐92	
  /	
  J	
  Bio	
  Info	
  	
  2011	
  Aug;44(4):688-­‐99	
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The  SAFER  Guides  for  
Safe  and  Effec4ve  EHR  
Implementa4on  and  Use


DEAN  F.  SITTIG,  PHD
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Evolu4on  of  safety  (and  risks)  -­‐  
Phases

	
   Safe	
  IT:	
  	
  
◦ events	
  unique/specific	
  to	
  EHRs;	
  more	
  likely	
  early	
  in	
  
implementa@on	
  	
  

	
   Using	
  IT	
  safely:	
  	
  
◦ unsafe	
  or	
  inappropriate	
  use	
  of	
  technology	
  	
  
◦ unsafe	
  changes	
  in	
  the	
  workflows	
  that	
  emerge	
  from	
  
technology	
  use	
  

	
   Using	
  IT	
  to	
  improve/monitor	
  safety	
  
◦ monitor	
  health	
  care	
  processes	
  and	
  pa@ent	
  outcomes	
  to	
  
iden@fy	
  poten@al	
  safety	
  concerns	
  before	
  harm	
  

Sittig & Singh. N Eng J Med. 2012 Nov 8;367(19):1854-60.  27 



“SAFER”  conceptual  model


Meeks, et al. JAMIA. 2014 Feb;21(e1):e28-34. 28 



	
   Founda0onal	
  Guides	
  	
  
◦  High	
  Priority	
  Prac@ces	
  	
  
◦  Organiza@onal	
  Responsibili@es	
  	
  

	
   Infrastructure	
  Guides	
  	
  
◦  System	
  Configura@on	
  	
  
◦  System	
  Interfaces	
  	
  
◦  Con@ngency	
  Planning	
  	
  

	
   Clinical	
  Process	
  Guides	
  	
  
◦  Pa@ent	
  Iden@fica@on	
  	
  
◦  Computerized	
  Provider	
  Order	
  Entry	
  with	
  CDS	
  	
  
◦  Test	
  Results	
  Repor@ng	
  and	
  Follow-­‐up	
  	
  
◦  Clinician	
  Communica@on	
  

SAFER:  Safety  Assurance  Factors  for  EHR  Resilience

www.healthit.gov/safer/


Sittig, Singh, Ash. Am J Manag Care. 2014;20(5):418-423	
   29 



SAFER  checklists


www.healthit.gov/safer/ 30 
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