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 What is the ONC Office of the Chief Privacy Officer?

* The Road to Interoperability: Privacy & Security
Issues

— Confusion

— Access

— Reuse and the Learning Health System
— Security

- Q/A

Nothing in this presentation should be construed as legal advice or
official guidance.



Office of the Chief Privacy Officer

What does the Chief Privacy Officer and her Office
do?

“Not later than 12 months after the date of enactment of this title, the Secretary
[of HHS] shall appoint a Chief Privacy Officer of the Office of the National
Coordinator [for Health IT] whose duty it shall be to advise the National
Coordinator on privacy, security and data stewardship of electronic health
information and to coordinate with other Federal agencies (and similar privacy
offices within such agencies), with State and regional efforts, and with foreign
countries with regard to the privacy, security and data stewardship of electronic
individually identifiable health information.”

Section 3001(e) of HITECH
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OCPO’s Purpose Health ITgov \
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Strategically and proactively address the privacy and
security needs of an evolving digital health information
ecosystem through analysis, education, and expert advice.




OCPO’s Responsibilities Heal’tﬁ'lrlfgovt

Develop and coordinate privacy, security, and data
stewardship policy across the federal government, state
and regional agencies, and foreign countries by providing
subject matter expertise and technical support
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OCPO’s Primary Functions HealthITgov \

Coordinate efforts to ensure
that key privacy and
security protections are in
place to achieve public trust
in Health IT adoption, health
information exchange, and
meaningful use.




OCPO’s Primary Functions cont’'d Heal’tﬁﬁgov

Across Federal Government

* Analyze
e Educate sIndividuals (patients and

e Coordinate
e Solicit and listen to fee
e Make recommendatio

those who may become
patients)

Providers and Payers

Health Information
Technology Industry




OCPO'’s Primary Functions cont'd Healt'ﬁ'lr[gov\

Develop and provide
multimedia technical
assistance, toolkits, and
educational materials to
ONC programs, grantees
and their stakeholders




e Advise:

— Support Health IT Policy Committee (HITECH section 3002) and Health IT
Standards Committee (HITECH section 3003)

— On Privacy and Security Standards for ONCs Certification Rules

— Sponsor Standards & Interoperability framework activities to support P or S
standards

e Coordinate:

— Collaborate with OCR, CMS, and CDC on revised (February 2014) CLIA
regulations (42 CFR 493)

— Improving Critical Infrastructure and Cyber threat Information Sharing and
Analysis efforts

* Analyze
— mHealth (Mobile device Privacy and Security Resource Center)/Mobile Apps
— Non-Covered Entity report to Congress (HITECH sec. 13424(b))

See Appendix for more detailed list and links to resources


http://wwwn.cdc.gov/clia/Regulatory/default.aspx

* Educate

— Privacy & Security Guide, 2015 Edition:
http://healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-

guide.pdf
e (Cited in St. Elizabeth’s settlement with OCR.

— Model Notice of Privacy Practices
— Tool Kits
e Security Risk Assessment Tool
* Downloadable privacy and security games, training videos
* On-line resources for patient/individuals, provider, and LAWYERS.
e Solicit Feedback, Educate, Analyze, Advise, Make Recommendations

— U.S. Big Health Data Open Government Commitment - Listening sessions

December 5 & 8, 2014:
http://www.healthit.gov/facas/calendar/2014/12/05/policy-privacy-security-

workgroup-virtual-hearing

Office of the National Coordinator for 10
Health Information Technology
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http://www.healthit.gov/facas/calendar/2014/12/05/policy-privacy-security-workgroup-virtual-hearing
http://www.healthit.gov/facas/calendar/2014/12/05/policy-privacy-security-workgroup-virtual-hearing
http://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-guide.pdf
http://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-guide.pdf

THE ROAD TO INTEROPERABILITY
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Draft Interoperability Roadmap states:

Despite efforts to address potential technology standards and solutions
for individual choice across this complex ecosystem, it has become clear
that the complexity of the rules environment will continue to hinder the
development and adoption of a consistent nationwide technical
framework (e.g., data elements, definitions, vocabularies) for
electronically managing individuals’ basic and granular choices until the
complexity is resolved.

Reducing variation in the current legal, regulatory and organizational
policy environment related to privacy that is additive to HIPAA will help
facilitate the development of technical standards and technology that can
adjudicate and honor basic and granular choices nationwide in all care
settings, while ensuring that special protections that apply as a result of
deliberative legislative processes remain conceptually in place. Through
the course of harmonization, however, individual privacy rights as
specified in state and federal laws must not be substantively eroded.

Office of the National Coordinator for
7/26/2015 Health Information Technology =



“Clarification from state and federal regulators
(ideally with specific examples) about what is
acceptable for demonstrating legal authority to
access information would be enormously

I”
[ ]

helpfu

https://www.healthit.qgov/sites/faca/files/Appendix C HITPC PSWG Interoperability Roadmap
Comments 2015-04-07.pdf

Office of the National Coordinator for
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https://www.healthit.gov/sites/faca/files/Appendix_C_HITPC_PSWG_Interoperability_Roadmap_Comments_2015-04-07.pdf
https://www.healthit.gov/sites/faca/files/Appendix_C_HITPC_PSWG_Interoperability_Roadmap_Comments_2015-04-07.pdf

Goal: alleviate confusion; make it

computable

To achieve health, an individual’s
electronic health data need to be
digitally connected to their
consent choices.

i

Harmonized Granular
Choice (special rules)

1{‘3

Telemedicine, community healtl 4 Ba‘SiC ChOiCE

supports, and other innovative
delivery processes will be N . . RS,  This is

stunted if we cannot make Permitted USES 5 HIPAA

privacy computable.

Health care providers, and their
health IT systems need to know
what to do when the individual
does not document a choice.

Background Rules
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Consent models (opt-in, opt-out,
with restrictions, etc.)

HIO/HIE Architecture

Consent directive (paper/electronic)

15



Consistent Representation of Permission to Coll
Share, and Use Identifiable Health Information

o
Sedith |Tgov*\f;

States |
philosophically
aligned

State privacy
and consent
laws are diverse
In content

Diversity in
organizational
policies within

states EEE E




College of Healthcare
Information Management Executives

Achieving Interoperability that
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Providers also face significant
penalties of privacy laws are
broken. The multiplicity of privacy

SUppO rts Care Transformation jaws across state and federal

A Report of the American Hospital Association Interoperability Advisory Group  governme nts also creates

7/26/2015

significant challenges, as do the
special considerations that must
be taken when sharing especially
sensitive information.

Office of the National Coordinator for
Health Information Technology
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* Privacy & Security Guide. Page 12

Following are some scenarios to help illustrate who is and who is not a BA. This is not an exhaustive list
of examples.

* You hire a company to turn your accounting records from wvisits into coded claims for submission
to an insurance company for payment; the company is your BA for payment purposes.

* You hire a case management service to identify your diabetic and pre-diabetic patients at high
risk of non-compliance and recommend optimal interventions to you for those patients.
The case management service is a BA acting on your behalf by providing case management
services to you.

*  You hire a web designer to maintain your practice’s website and improve its online access for
patients seeking to view/download or transmit their health information. The designer must
have regular access to patient records to ensure the site is working correctly. The web designer
isa BA.

* Not a BA: You hire a web designer to maintain your practice’s website. The designer installs the
new electronic version of the Notice of Privacy Practices (NPP) and improves the look and feel of
the general site. However, the designer has no access to PHI. The web designer is not a BA.

=« Not a BA: You hire a janitorial company to clean your office nightly, including vacuuming your
file room. Iif the janitors do not have access to PHI, then the janitors are not BAs.

Office of the National Coordinator for
7/26/2015 Health Information Technology 18


http://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-guide.pdf
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http://www.nytimes.com/2015/07/21/health/hipaas-use-as-code-of-silence-often-misinterprets-the-law.html
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7/26/2015

Permitted Uses: HIPAA supports exchange for TPO

Make consent, when required, computable.
a) Binary choices should yield similar architecture
. In/Out of research: PMI, PCOR
Be more specific about when, in a HIPAA-only use case, an
individuals’ consent is required
a) Another binary choice
b) Learn from behavioral science

Specify identity control technical standards

Harmonize special-condition rules so they can be computable too:
NAP-AX-15-004

Interoperability Roadmap Call to Action: Alleviating and Removing
Barriers to Interoperable Exchange of Data for Health Within
States on www.grants.gov

Office of the National Coordinator for

Health Information Technology 20


http://www.grants.gov/web/grants/search-grants.html?keywords=NAP-AX-15-004

45 CFR 164.524

ACCESS BY INDIVIDUALS TO THEIR
OWN DATA

7/26/2015



http://www.wsj.com/articles/SB123672247879
33994021304581064031716335262

HiStalk retweeted
Flip the Clinic @FlipTheClinic - Jul 8
How can health care providers #fliptheclinic on #healthdata? As easy

as this. #WHChamps #PrecisionMedicine

p
clinic

]
£
-

fl

Y
Lucia Savage ()SavageLucia - Ju' 16 - .
Individuals want their doctors to share info for care. Check out Would you like us t°, send you
([@ONC_HealthiT issue brief. #nteroperability a summary of today’s visit and
lab results?”
ONC @ONC_HealthiT
Data Bre: ndividuals Perceptions of Prvacy & Secury of Eecronc S A o

Medical Records' bit ly/1dQcnud

1 >

GetMyHealthData

Office of the National Coordinator for
7/26/2015 Health Information Technology
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http://www.wsj.com/articles/SB12367224787933994021304581064031716335262
http://www.wsj.com/articles/SB12367224787933994021304581064031716335262

July 8, 2015

THE 71101510 MEDICINE INITIATIVE

Precision Medicine Initiative: Proposed Privacy and Trust Principles

6. The success of the cohort will be enabled by the increasing ability of
participants to access their own medical information. A goal of the
effort will also be to provide participants access to research data in a
respectful and responsible manner.

Office of the National Coordinator for

7/26/2015 Health Information Technology
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https://www.whitehouse.gov/sites/default/files/docs/pmi_privacy_and_trust_principles_july_2015.pdf

The White House Announced on July 8:

New Tools for Patients: In collaboration with federal partners, the Department of
Health and Human Services Office of the National Coordinator for Health IT (ONC)
and Office for Civil Rights (OCR) will work to address barriers that prevent patients
from accessing their health data. OCR will develop additional guidance materials to
educate the public and health care providers about a patient’s right to access his or
her health information under the Health Insurance Portability and Accountability
Act (HIPAA).

White House Precision Medicine Announcement

Look for more details on ONC Consumer eHealth Day, October 1, 2015 and
following

Office of the National Coordinator for
Health Information Technology

7/26/2015 24


https://www.whitehouse.gov/blog/2015/01/21/precision-medicine-improving-health-and-treating-disease

Proposed as optional in 2015 Edition CEHRT rule

The DS4P standard enables interoperability and provides a
capability to support existing privacy law, including federal,
state, and local laws

The standard uses document level tagging as the mechanism
to convey confidentiality levels and obligations, but also
specifies how to be more granular (e.g. sections or entries
inside the document)

Successfully piloted by SAMHSA for substance use disorder
data protected by 42 CFR Part 2.

25



A LEARNING HEALTH SYSTEM

Office of the National Coordinator for
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* |dentify gaps in oversight, and make
recommendations, for using big health data while
ensuring privacy and security.

— On agenda for HITPC on 8/11

* Precision Medicine
— Privacy Principles
— Security workgroup
— New guidance and outreach on patient access

* PCOR

— Privacy & Security framework
— Privacy & Security standards and technology

Office of the National Coordinator for
7/26/2015 Health Information Technology 27



SECURITY & CYBER-SECURITY

Office of the National Coordinator for
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Executive Order 13636 (2013)
Overview

EO 13636 directs the

Executive Branch to:

Increase
Develop a volume
P Promote and T
technology- : . timeliness,
incentivize | :
neutral : H and quality
adoption of [H
voluntary .. H ofcyber
: cybersecurity B
cybersecurity : : threat
practices . .
framework information
sharing

Incorporate
strong
privacy and
civil liberties
protections
into every
initiative

Explore use
of existing
regulation to
promote
cyber
security

Source: http://www.dhs.gov/sites/default/files/publications/EOPPD%20Fact%20Sheet%2012March13.pdf

29


http://www.dhs.gov/sites/default/files/publications/EO-PPD%20Fact%20Sheet%2012March13.pdf

Presidential Policy Directive-21 (2013)
Overview

PPD-21: Critical Infrastructure
Security and Resilience

Develop a
situational
awareness
capability that | Understand
addresses both | the cascading | Evaluate and
physical and | consequences mature the
cyber aspects of public-private
of how infrastructure partnership
infrastructure failures
is functioning
in near-real
time

Update the Develop
National comprehensive
Infrastructure | research and
Protection Plan} development
plan

*Note: The National Infrastructure Protection Plan (NIPP) 2013 was issued by DHS in response to PPD-21. It provides a clear call-

to-action to leverage partnerships, innovate risk management, and focus on outcomes 20


http://www.dhs.gov/sites/default/files/publications/National-Infrastructure-Protection-Plan-2013-508.pdf

Executive Order 13691 (2015)

Overview

EO 13691 Highlights

Strongly
encourages
the
development

and formation

of
Information
Sharing and
Analysis

Organizations

(ISAOs)

Source: http://www.whitehouse.gov/the-press-office/2015/02/12/fact-sheet-executive-order-promoting-private-sector-

cybersecurity-inform

NCCIC — National Cybersecurity Communications Integration Center

Provide
strong Privacy
and Civil
Liberties
Protections

Create a
NERGEIS
Organization
(SO) and
develop a
common set
of voluntary
standards or
guidelines for
ISAOs

Designates
the NCCIC as
a CIPP and
delegates to
authority to
enter into
voluntary
agreements
with ISAOs

Streamline
private-sector
companies’
access to
classified
cybersecurity
threat
information



https://www.whitehouse.gov/the-press-office/2015/02/12/fact-sheet-executive-order-promoting-private-sector-cybersecurity-inform
https://www.whitehouse.gov/the-press-office/2015/02/12/fact-sheet-executive-order-promoting-private-sector-cybersecurity-inform

 The FOA EP-HIT-15-002 for the Planning Grant
for Healthcare and Public Health Sector
Cybersecurity Information Sharing is currently

published at Grants.gov. The submission
deadline is 9/14/15.

* The link to the announcement
is: http://www.grants.gov/view-
opportunity.html?oppld=277887

Office of the National Coordinator for

7/26/2015 Health Information Technology
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 CEHRT Rule: Every edition raises the security
bar a little bit higher

— Many proposals in 2015 NPRM
e Security Education and Outreach

— Security Risk Assessment tool downloaded more
than 10,000 times.

* Privacy & Security Guide: Chapter 6

Office of the National Coordinator for

7/26/2015 Health Information Technology

33


http://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-guide.pdf

QUESTIONS?

Office of the National Coordinator for
7/26/2015 Health Information Technology 4
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Health Information Technology

Appendix:
Snapshot of Existing OCPO Educational Materials
(listed alphabetically)

—
Office of the Chief Privacy Officer

The Office of the National Coordinator for
Health Information Technology



eConsent Toolkit HealthITgov \

* Planning Resources

* Practical implementation tips

« Example patient survey

* Focus group facilitator’s guide
 Educational Materials, Text, and Stories

* Interactive videos that patients viewed prior to
making consent decisions

 Non-interactive versions of the videos
 Text for all videos
 Technical Tools

« Story Engine open-source software used to create
the videos

e Architectural analysis and technical standards
summary of what is needed to run Story Engine

» Installation and user’s guides for Story Engine

www.HealthIT.gov/econsenttoolkit

36


http://www.healthit.gov/providers-professionals/econsent-toolkit

Cybersecure: Medical Practice I—leartﬂjl-'l_fgox;\*.

A training game that requires users to respond to privacy & security
challenges often faced in a typical small medical practice.

O Y ogpsocuro Can | tak laptop h tonight so |
; i an e my laptop home tonight so
Your Medical Practice can get caught up on billing for last
week? I'm way behind. When | did that
last time it really helped me catch up.

U Cybersecure

Your Medical Practice

]
make decision

In this game you are responsible for
keeping the Protected Health

Inf ion or PHI for your practi
secure in the digital age. If you do a
good job during the three rounds of

play, you will see improvements as
you build your practice but if you
don't, you might see your practice
suffer as a result of the decisions
you've made! Along the way you
will accumulate points and unlock
some helpful tips you can use right
away.

aaaaa

Cybersecure:
Your Medical Practice

[
[T
|
i

RS,
§ 0y —

1 |\ i "
| 3 ¥ 5 6 i 8 9 10 11 12 13 14 15 16

http://www.healthit.gov/providers-professionals/privacy-security-

training-games
37


http://www.healthit.gov/providers-professionals/privacy-security-training-games
http://www.healthit.gov/providers-professionals/privacy-security-training-games

Cybersecure: Contingency Planning HealthITgo

The latest training game focuses on disaster planning, data backup
and recovery and other elements of contingency planning.

U Cybersecure No, you only have to plan to respond to
Contingency Planning na disasters, like tornadoes, flood

U cCybersecure

Contingency Planning

Yes, if you don't plan for threats like fire, | -
vandalism, or power outages, your

-
\ e
\ L . 1y
R T
| ek 2y
; . R

-,— ‘
-
. .

Cybersecure: 3
Contingency Planning [

_ Play the Game Now >

http://www.healthit.gov/providers-professionals/privacy-security-

training-games
38



http://www.healthit.gov/providers-professionals/privacy-security-training-games
http://www.healthit.gov/providers-professionals/privacy-security-training-games

Data Segmentation for Privacy

Educational Materials HealthITgov

Data Segmentation helps
providers comply with specific
state and federal laws, helping to
keep the “sensitive” portions of a
patient’s electronic record
private.

http://www.healthit.gov/providers-professionals/data-
segmentation-overview

39



http://www.healthit.gov/providers-professionals/data-segmentation-overview
http://www.healthit.gov/providers-professionals/data-segmentation-overview

Guide to Privacy and Security

Health ITgov \

Of Health Information - Version 1.0

—

The Office of the National Coordinator for

Health Information Technology

* Designed to help health care
practitioners and practice staff
understand the importance of privacy
and security of health information at

NN . Guide to
various implementation stages Priva cy an d Se curity
* Developed with assistance from the of Health Information
American Health Information
Management Association (AHIMA)
Foundation, with input from OCR and
O G C Versan 1.1 02291

is guide is not intende: serve as legal advice nor should it substitute for legal counsel.
The guide is not exhaustive, and readers are encouraged to seek additional detailed technical guidance to supplement the

Putting thel in Health I«

www,HealthIT.gov

http://www.healthit.gov/sites/default/files /pdf/priv
acy/privacy-and-security-guide.pdf 40



http://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-guide.pdf
http://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-guide.pdf
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Model Notice of Privacy Practices HealthITgov \

The Office for Civil Rights (OCR) and Office of the National
Coordinator for Health Information Technology (ONC) collaborated
to develop model NPPs for covered entities to use:

P
UFF":E FUR «nsunnsas |heOfficeof the National Coordina;h‘{
CIVILRIGHTS &  Health Information Technology

U.S. DEPARTMENT OF

v" One set for health plans v" One set for health care providers

http://www.hhs.gov/ocr/privacy/hipaa/modelnotices.html

41


http://www.hhs.gov/ocr/privacy/hipaa/modelnotices.html

=¥
Types of Notices Available HealthITgov \

1. Booklet - Presents the material in booklet form
with design elements

2. Layered Notice - Presents a summary of the
information on the first page, followed by the
full content on the following pages

3. Full Page - Has the design elements found in
the booklet, but is formatted for full page
presentation

4. Text Only - Provides a text-only version of the
notice

http://www.hhs.gov/ocr/privacy/hipaa/modelnotices.html

42



http://www.hhs.gov/ocr/privacy/hipaa/modelnotices.html

Mobile Device Materials

Available Online

Health ITgov

Materials available on HealthIT.gov/mobiledevices include:

 Fact sheets
 Posters

* Brochures
 Postcard
 Educational videos

s your Informution probected? Mobik: devices are aasily lost or stolon, Avold losing
ar disciasing patient health information. Kaep your motile device wilh you.

Learn more at HealthlT.gov/mobiledevices.

L upfodate

Mobile Devices:
Know the RISKS.
Take the = 11

PROTECT and SECURE

2 Health Information.

Heal‘d‘ll'@v\{ 4

PROTECT & SECURE Health Information.
Find out more at HealthIT.gow/mobiledevices

Heahﬁﬁ'.gov*g

10 tips to protect and secure health information when
using a mobile device.

1 Use a password or other user 7 Research mobile applications
authentication before downloading
2 Install and enable encryption 8 Always keep your device in your
3 Install and activate remote wiping possession
or remote disabling 9 Use adequate security to send or
4 Do not install or use file sharing receive health information over
applications public Wi-Fi networks

10 Delete all stored health information
before discarding the mobile
device

5 Install and enable a firewall
6 Install security software and keep it

Mobile Devices: Know the RISKS. Take the =7 7"

X

Managing Mobile Devices in Your Health Care Organization

I care prowders and professianals are uzing mobile fevicas in el wark. Covered entities
‘comply with HIPA& Privecy and Sscurity rules io protect and secure health informatian,
when using matile devices. A a eader whnin your organization, you are resporsinle for

frstian patients entrust b yau.

paliciez that will p'nbectm heain

ru 146 St your SegaNEiion can faka 4 halp
[ mabils dewkces In your heatih cars ssiting:

beicks whather mobila chvices Wil ba used to
fossz, racatvs, transmit, or stora pathents®
fatth Information or b ussd -pm:pur £
Intarnal natwork o g
foh as an skctronic haatth nmm
fisestand tra rieks tn your ganization
frorm yeu cocics o 2ilow the usa of
il cavicas.

prisicior the risks when using moblla
foics o transmit the haatth information
Jur crganization hedds.
frciuct a risk araiyets 1o ety thrmats
}o witraratiHies. if you ars 2 50k provkar,

Ju may corduct the risk arayeis yoursatt,
frou werk t2r 3 large provder the mganization
by corduct &

X

mzsmu deica sk managumant stratogy,
saleguarnds.

privacy and sscurity 4. Duwkp, ln:unmhum‘mmtpu

ognizaton
wnpnmmmnmmmb procecturas to safaguard health 'Wm

daves procsduras ara;
+ Mot dwia anagamat

Be a team player.

Understand and follow your
organization's mobile device
policy and procedures.

It's your responsibility.
Visit HealthIT.govw/mobiledevices

Mobile Devices:
Know the RISKS
Take the = . ~ai

PROTECT and SECURE
Health Information.

',

mmpm;ym Pt I plcs.

nnloam
Juration satings for motia devicss

koo privacy ancl sacuity awarsnies
fror provclee and profsesionals.

[BKS. Tahe the 700,
Information.

ledevioss 4
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http://healthit.gov/providers-professionals/your-mobile-device-and-health-information-privacy-and-security

Protect and Secure Health Information
when Using Mobile Devices

Healtﬁﬁgov*{

Protect and Secure health information when using mobile devices
* In a public space
* On site
* Ataremote location
Regardless of whether the mobile device is:
* Personally owned, bring your own device (BYOD)

* Provided by an organization

www.HealthIT.gov/mobiledevices

44



http://healthit.gov/providers-professionals/your-mobile-device-and-health-information-privacy-and-security

OCR’s YouTube Videos

HealtﬁﬁfgoK

HEALTH INSURANCE
PORTABILITY
D
ACCOUNTABILITY ACT

Your New Rights Under HIPAA

Your Health Information, Your Rights

The Right to Access Your Health Information

EHRs: Privacy and Security

Explaining the Notice of Privacy Practices

The HIPAA Omnibus Rule

Su Informacion de Salud,
Sus Derechos

Treatment, Payment and Health
Care Operations

Communicating with Friends
And Family

HIPAA Security Rule

http://www.youtube.com/USGovHHSOCR
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https://www.youtube.com/user/USGovHHSOCR

Prot(:inh Patients Rights: =N
5 5 Hearthl'[goxk

OCR Resource Center @ Medscape.org

HIPAA/OCR Poll Question
Updated Quarterly

Protecting Patients’ Rights

Video Programs
module imbedded into
page for dynamic
interest

sl WIPHG I 301 &:20 P

N LT COMP LY W E HI A PRIVACY AND
Ri I
= vacy- A Suce for Provcers CEC Lk
H u-a.‘:_:\x—-rﬁ'n:."'w'n.ux“aﬁ St o pracis peicmn 3 Cumey wxnrance marage
= e i Medscape
\ =
OCR Educational Links,
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Security Risk Assessment Tool Heaﬁﬂﬁgox;\*

* Downloadable Risk Assessment
Tool designed to guide providers
through the Risk Assessment
process.

Security Risk Assessment Tool

Current User. none
t Busin:
= Practh
K nt to
an s

Security Risk Assessments

* The tool includes resources to

— understand the context of the
question,

— examples of potential impacts to
PHI if requirements aren't met,

— and includes actual safeguard
language from the HIPAA Security
Rule

www.HealthIT.gov/security-risk-assessment
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Learn more about a risk assessment
and how your practice can benefit.

Learn more about HIPAA-required
contingency planning and how it
helps your practice protect PHI

www.HealthIT.gov/security-risk-assessment
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Heatfﬂ?go *

» Electronic Health Records: Privacy and Security Video:
https://www.voutube.com /watch?v=SMUFa5amPKs

» The HIPAA Omnibus Rule; Your New Rights under HIPAA; The Right to Access and
Correct Your Health Information; Treatment, Payment, & Health Care Operations;
Explaining the Notice of Privacy Practices; Communicating with Family, Friends and
Others Involved In Your Care; HIPAA Security Rule; and Your Health Information, Your
Rights Videos: https://www.youtube.com /user/USGovHHSOCR /videos

» Privacy, Security, and Electronic Health Records:
http://www.hhs.gov/ocr/privacy/hipaa/understanding/consumers/privacy-security-

electronic-records.pdf
» Taking Charge. What to do if your identity is stolen:

http://www.consumer.ftc.gov/articles /pdf-0009-taking-charge.pdf

» Patient Choice: Using Technology to Enable Privacy Video:
https://www.youtube.com/watch?v=yUKQNbRYu

» eConsent - Understanding a Sample Patient Experience in the eConsent Trial Project
Video: https://www.youtube.com/watch?v=HCzT-YLAHWY

» ONC Fact Sheet on How to Keep Your Health Information Private and Secure:

http://www.healthit.gov/sites/default/files/how to keep your health information pri
vate and secure.pdf
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Patient Resources HealthITgov

ONC Fact Sheet on How to Keep Your Health Information

Private and Secure:
http: //www.healthit.gov/sites/default/files/how to keep vour health info

rmation private and secure.pdf

Patient Choice: Using Technology to Enable Privacy Video:

https://www.voutube.com /watch?v=yUKQNbRYu

—

e ——

- &) ' o eConsent - Understanding a Sample Patient Experience in
M P Gerec the eConsent Trial Project Video:
2 https://www.youtube.com/watch?v=HCzT-YLAHWY
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Security Risk Assessment Tool: http: //www.healthit.gov/providers-
professionals/security-risk-assessment

Your Mobile Device and Health Information Privacy and Security:
http://www.healthit.gov/providers-professionals/vour-mobile-device-and-health-

information-privacy-and-security

Privacy and Security Training Games: http://www.healthit.gov/providers-
rofessionals/privacy-security-training-games

Guide to Privacy and Security of Health Information:
http://www.healthit.gov/sites /default/files/pdf/privac rivacv-and-security-

guide.pdf
Emergency Ready - Are You Ready for Emergencies? Video:

http://www.healthit.gov/emergency-read

ONC SAFER Guides: http://healthit.gov/safer/

Meaningful Consent: http: //www.healthit.gov/providers-professionals/patient-
consent-electronic-health-information-exchange /meaningful-consent-overview

Model Notice of Privacy Practices: http: //www.healthit.gov/providers-

professionals/model-notices-privacy-practices
HIPAA Security Rule Video: https://www.youtube.com/watch?v=QWRn2r5R7ts
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Your Mobile Device and Health Information Privacy and Security Your MObile DeVice and Health Information

Mo i Privacy and Security:

1} Lotk msde vice.

http://www.healthit.gov/providers-professionals/vour-
mobile-device-and-health-information-privacy-and-security

Cybersecure:
| Your Medical Practice
V4

Cybersecure:
Contingency Planning

Play the Game Now >

Privacy and Security Training Games:
http://www.healthit.gov/providers-professionals/privacy-

security-training-games

Guide to Privacy and Security of Health

Information:

http://www.healthit.gov/sites/default/files /pdf/privacy/priv
acy-and-security-guide.pdf
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Provider Resources HealthITgov \

Emergency Ready - Are You Ready for Emergencies? Video:
http://www.healthit.gov/emergency-ready

\
KAREN DESALVO MD MPH MSc

ONC SAFER Guides: http://healthit.gov/safer/

Meaningful Consent: http://www.healthit.gov/providers-
professionals/patient-consent-electronic-health-information-

exchange/meaningful-consent-overview

Model Notice of Privacy Practices:
http://www.healthit.gov/providers-professionals /model-notices-privacy-

practices
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Developer Resources Health ITgov \

» Data Segmentation for Privacy: http://www.healthit.gov/providers-professionals/data-
segmentation-overview

» Data Provenance Initiative: http://wiki.siframework.org/Data+Provenance+Initiative

> eConsent Toolkit: http://www.healthit.gov/providers-professionals/patient-consent-

electronic-health-information-exchange /econsent-toolkit
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